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Abstract

Security of communications is a major requirement for Mobile Ad hoc NETworks (MANETs)

since they use wireless channel for communications which can be easily tapped, and phys-

ical capture of MANET nodes is also quite easy. From the point of view of providing

security in MANETs, there are basically two types of MANETs, viz., authoritarian

MANETs, in which there exist one or more authorities who decide the members of the

network, and self-organized MANETs, in which there is no such authority. Ensuring

security of communications in the MANETs is a challenging task due to the resource

constraints and infrastructure-less nature of these networks, and the limited physical se-

curity of MANET nodes. Attacks on security in a MANET can be launched by either the

external attackers which are not legitimate members of the MANET or the internal at-

tackers which are compromised members of the MANET and which can hold some valid

security credentials or both. Key management and authentication protocols (KM-APs)

play an important role in preventing the external attackers in a MANET. However, in

order to prevent the internal attackers, an intrusion detection system (IDS) is essential.

The routing protocols running in the network layer of a MANET are most vulnerable

to the internal attackers, especially to the attackers which launch packet dropping at-

tack during data packet forwarding in the MANET. For an authoritarian MANET, an

arbitrated KM-AP protocol is perfectly suitable, where trusts among network members

are co-ordinated by a trusted authority. Moreover, due to the resource constraints of

a MANET, symmetric key management protocols are more efficient than the public

vi
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key management protocols in authoritarian MANETs. The existing arbitrated symmet-

ric key management protocols in MANETs, that do not use any authentication server

inside the network are susceptible to identity impersonation attack during shared key

establishments. On the other hand, the existing server co-ordinated arbitrated symmet-

ric key management protocols in MANETs do not differentiate the role of a membership

granting server (MGS) from the role of an authentication server, and so both are kept

inside the network. However, keeping the MGS outside the network is more secure than

keeping it inside the network for a MANET. Also, the use of a single authentication server

inside the network cannot ensure robustness against authentication server compromise.

In self-organized MANETs, public key management is more preferable over symmetric

key management, since the distribution of public keys does not require a pre-established

secure channel. The main problem for the existing self-organized public key management

protocols in MANETs is associated with the use of large size certificate chains. Besides,

the proactive certificate chaining based approaches require each member of a MANET

to maintain an updated view of the trust graph of the entire network, which is highly

resource consuming. Maintaining a hierarchy of trust relationships among members of

a MANET is also problematic for the same reason. Evaluating the strength of differ-

ent alternative trust chains and restricting the length of a trust chain used for public

key verification is also important for enhancing the security of self-organized public key

management protocols. The existing network layer IDS protocols in MANETs that try

to defend against packet dropping attack use either a reputation based or an incentive

based approach. The reputation based approaches are more effective against malicious

principals than the incentive based approaches. The major problem associated with the

existing reputation based IDS protocols is that they do not consider the protocol sound-

ness issue in their design objectives. Besides, most of the existing protocols incorporate

no mechanism to fight against colluding principals. Also, an IDS protocol in MANETs

should incorporate some secure and efficient mechanism to authenticate the control pack-

ets used by it. In order to mitigate the above mentioned problems in MANETs, we have



viii

proposed new models and designed novel security protocols in this thesis that can en-

hance the security of communications in MANETs at lesser or comparable cost. First,

in order to perform security analysis of KM-AP protocols, we have extended the well

known strand space verification model to overcome some of its limitations. Second, we

have proposed a model for the study of membership of principals in MANETs with a

view to utilize the concept for analyzing the applicability and the performance of KM-AP

protocols in different types of MANETs. Third and fourth, we have proposed two novel

KM-AP protocols, SEAP and CLPKM, applicable in two different types of MANET

scenarios. The SEAP protocol is an arbitrated symmetric key management protocol

designed to work in an authoritarian MANET, whereas the CLPKM protocol is a self-

organized public key management protocol designed for self-organized MANETs. Fifth,

we have designed a novel reputation based network layer IDS protocol, named EVAACK

protocol, for the detection of packet dropping misbehavior in MANETs. All of the three

proposed protocols try to overcome the limitations of the existing approaches in their

respective categories. We have provided rigorous mathematical proofs for the security

properties of the proposed protocols. Performance of the proposed protocols have been

compared with those of the other existing similar approaches using simulations in the

QualNet simulator. In addition, we have also implemented the proposed SEAP and

CLPKM protocols on a real MANET testbed to test their performances in real environ-

ments. The analytical, simulation and experimentation results confirm the effectiveness

of the proposed schemes.
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Chapter 1

Introduction

Mobile ad hoc networks (MANETs) have been considered to be useful for a variety of

applications such as military operations, disaster management, home and enterprise ap-

plications etc. As a result, a lot of research work has been carried out in the past decades

for the design of efficient and secure mobile ad hoc networks. In the early years, not

many mobile devices were available, and as a result, real MANET implementation was

a distant dream. Over the years, with the advent of many smaller, cheaper and pow-

erful mobile computing devices like laptop, notebook, personal digital assistant (PDA),

mobile phone, MP3 player, digital camera etc., mobile nodes became widely available,

and many requirements of mobile computing and communication are met by these sys-

tems. However, there are applications as mentioned above where infrastructure based

mobility management either may not be available or may be available only partially,

and hence, MANETs still have considerable practical importance. Even though research

on MANET has made significant progress, more research is required to realize efficient

and secure practical implementation of MANET due to its complex requirements, and

energy constraints of mobile nodes. Considerable research is still being carried out for

the design and implementation of MANETs.

1
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(a) Cellular Network (b) WLAN

(c) MANET
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Figure 1.1: Conventional Wireless Networks versus MANETs.

1.1 Overview of Mobile Ad Hoc Network (MANET)

1.1.1 What is MANET?

A mobile ad hoc network, or MANET, is a self-configuring network of mobile devices

connected by wireless links. A MANET is built on top of ad hoc mode link layer con-

nections among wireless computing devices. Unlike the conventional wireless networks,

such as the GSM based cellular networks, or the wireless LANs (WLANs), a MANET

is infrastructure-less in the sense that it does not have any access points (APs), fixed

routers etc. (Fig. 1.1). Generally, MANETs are multi-hop in the sense that a principal

(a mobile computing device / node) does not lie within the direct communication range

of all the other principals, or there is no base station from which all the principals are

directly reachable. So, each principal may have to forward the data packets destined

to other principals, and therefore act as a router. Due to the mobility of the devices



Chapter 1 3

and the unstable nature of wireless links, the topology of a MANET is highly dynamic.

Nodes in a MANET are resource constrained, and in many cases, they are deployed in

a hostile environment. Such networks may operate in a standalone fashion or might be

connected to some external network (like Internet) through some gateway principal.

1.1.2 A Brief History of MANET

Ad hoc networks have been evolving over the last 40 years. The history of MANET dur-

ing these years can be divided into three generations. The first generation MANETs ap-

peared way back in 1972 when the Defense Advanced Research Project Agency (DARPA),

under the US Department of Defense (DoD), started the program on the Packet Radio

Network (PRNET) [1]. The objective of the PRNET program was to implement packet

switched network among the mobile battlefield units in a hostile environment without

any infrastructure support. PRNET used a combination of ALOHA and CSMA pro-

tocols in its media access control (MAC) layer and a distance vector routing protocol

in the network layer. The second generation MANETs made their appearance in the

early 1980s when the DoD’s PRNET program evolved into Survivable Adaptive Radio

Networks (SURAN) program [70]. SURAN used improved radios for communication,

and hierarchical link-state routing in the network layer. The main focus of SURAN pro-

gram was to design scalable algorithms for the network, and to provide resilience against

electronic attacks. In the early 1990s, with the advent of microelectronics technology,

many smaller, cheaper and powerful mobile computing devices equipped with radio fre-

quency and infrared based communication equipments became available and the work

effort in the research areas of MANETs increased rapidly. In the year 1994, the DSDV

routing protocol [26] was proposed, which was the first routing scheme designed for

infrastructure-less mobile networks. Gradually, with the advent of many efficient MAC

layer [27, 35, 40, 42] and network layer [37, 52] protocols, the idea of MANETs got pop-

ularized even for non-military purposes, and the term ‘ad hoc network’ was adopted by
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the IEEE 802.11 subcommittee. The DoD started their Global Mobile Information Sys-

tems (GloMo) program [36] at around the same time, whose objective was to implement

infrastructure-less Ethernet-type multimedia networking among hand-held computing

devices. The MAC layer protocols CSMA/CA and TDMA were used in the GloMo

program. In parallel to the GloMo program, the DoD ran the Near-term Digital Radio

(NTDR) program [41] which used clustering inside the network and used a variation of

link-state routing protocol in the network layer. NTDR was the first real implementation

of a MANET, which was used by the US Army. In the year 1995, the mobile ad hoc

network working group (MANETWG) [203] was formed within the Internet Engineer-

ing Task Force (IETF), with a view to standardize routing protocols for MANETs. At

the same time, the IEEE 802.11 subcommittee standardized a collision avoidance based

MAC protocol for MANETs. The third generation MANETs appeared at the end of 20th

century. In the year 2000, the ad hoc network consortium was created in Japan with a

view to unite the research interests and efforts, related to both military and commercial

MANETs, from both industry and academia. Nowadays, with the advent of Global Po-

sitioning System (GPS) technology enabled mobile computing devices, locating a device

in a MANET became easier and many efficient geographical routing protocols have been

proposed for MANETs.

1.1.3 Application Areas

Compared to a wired network or a conventional wireless network, deployment of a

MANET is much easier, faster and less costly. Moreover, being self-healing in nature,

MANET has a low maintenance overhead. Because of these advantages, MANETs are

being used in a variety of application areas ranging from personal network formation to

disaster management or military applications. Some of the major application areas of

MANETs are listed below.

Tactical Networks: A network for communications among the military personnels,
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and communications among the automated battlefield units like tanks, aircrafts etc.

Emergency Service: A network for communications among the personnel involved

in disaster rescue operations, policing, fire fighting etc.

Civilian Application: An inter-vehicle network for communications among the

vehicles in an urban traffic area, a network for the visitors in an airport, railway-station

or hotel etc.

Enterprise Application: A network among the people inside a conference / meeting

room, university campus, a network for virtual classroom, health care monitoring etc.

Entertainment: A network for outdoor environment to support multi-user games,

multimedia data exchange, Internet access etc.

Some of the special purpose MANETs are the Wireless Sensor Network (WSN),

Vehicular Ad hoc Network (VANET), Intelligent Vehicular Ad hoc Network (IVANET),

Body Area Network (BAN) etc.

1.2 Fundamentals of MANETs

1.2.1 MAC-PHY Layer Standards

The specifications of the standard technologies that are commonly used in the MAC-PHY

layer of various types of MANETs are listed in table 1.1. Although the older wireless

systems used the standards like Bluetooth, HiperLAN etc., most of the modern mobile

computing devices use the IEEE 802.11a/b/g/n standards. IEEE 802.11 standards are

based upon the distributed coordination function (DCF) technique which uses carrier

sense functions (CSMA/CA) with binary exponential backoff (BEB) algorithm. The

DCF technique uses an RTS/CTS/DATA/ACK policy for controlling access to the shared

channel by multiple devices. However, designing more efficient MAC layer protocols for

MANETs is still an active area of research, and many advanced MAC protocols have

been proposed in the past few years [190,197–199].
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Table 1.1: Standard MAC-PHY Layer Technologies Used in Various Types of MANETs
Standard Frequency Data Rate Approx.

Communica-

tion Range

Modulation

Technique

IEEE 802.11a 5 GHz 6, 9, 12, 18,
24, 36, 48, 54
Mbit/s

35 m (indoor)
120 m (outdoor)

OFDM

IEEE 802.11b 2.4 GHz 1, 2, 5.5, 11
Mbit/s

35 m (indoor)
140 m (outdoor)

DSSS

IEEE 802.11g 2.4 GHz 6, 9, 12, 18,
24, 36, 48, 54
Mbit/s

38 m (indoor)
140 m (outdoor)

OFDM, DSSS

IEEE 802.11n 2.4/5 GHz 15, 30, 45, 60,
90, 120, 135,
150 Mbit/s

70 m (indoor)
250 m (outdoor)

OFDM

IEEE 802.15.1
(Bluetooth)

2.4 GHz 24 Mbits/s (v
4.0)

1-100 m GFSK, π/4-
DQPSK, 8DPSK

IEEE 802.15.4
(low-rate wireless
personal area
networks (LR-
WPANs), eg.
ZigBee)

< 1 GHz, 3-
5 GHz, 6-10
GHz

100-250 kbit/s 10-100 m DSSS

HiperLAN/2 5 GHz upto 54 Mbit/s 30-150 m BPSK, QPSK,
16QAM, 64QAM

IEEE 802.16e
(WirelessMAN)

<6 GHz upto 15 Mbit/s 2-5 Km OFDMA, BPSK,
16QAM, QPSK,
64QAM
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1.2.2 Characteristics

A mobile ad hoc network has a set of typical idiosyncratic characteristics in comparison

to traditional, wired / wireless fixed networks, which should be taken into consideration

while designing and evaluating any protocol destined for MANETs. Below we enlist

some of these important characteristics.

Dynamic topology: As the principals are free to move around at any time with any

speed in any direction and as the wireless links between the principals become unstable

due to these movements, noise, interference etc., the topology of such networks becomes

highly unpredictable and dynamic.

Resource Constraints: As the devices used in a MANET are very small and

possibly cheap mobile computing devices, the memory, computational power and energy

(battery power) are very scarce resources in these devices. Also, the bandwidth of wireless

link is limited as compared to that of wired link.

Limited Physical Security: In many situations, where principals in a MANET

are not manned, and in the battlefield environments, the mobile devices are more prone

to physical attacks and capture than fixed network principals. Also, it is easier to do

eavesdropping or spoofing on wireless links than on wired links.

Lack of Infrastructure: These types of networks are generally deployed in a purely

ad hoc manner, for example, in some devastation management scenarios. Hence, the

network gets very less or no preexisting infrastructure support.

1.2.3 Classifications

The architecture of a MANET can vary depending upon its area of application. The

following is a list of major classifications of the MANET architecture from various points

of view.

Open Vs. Closed: In an open MANET, principals can join or leave the network

at any time. In a closed MANET, a principal cannot join after the deployment of the
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network. In the literature, this classification is also referred to as static vs. dynamic.

Flat Vs. Hierarchical: In a MANET with a flat architecture, each principal has

exactly the same role. However, in a hierarchical MANET, a subset of principals in

the network are assigned special responsibilities (such as cluster heads, authentication

servers etc.).

Homogeneous Vs. Heterogeneous: A homogeneous MANET is the one, in which

all the principals in the network have equal computing capabilities. In a heterogeneous

MANET, some of the principals in the network may be computationally more powerful

than the other principals.

Standalone Vs. Connected: A MANET can work in a standalone fashion, or it

might be connected to some external server through a gateway principal in the network.

In addition to the above mentioned architectural classifications, MANETs are also

classified depending upon the size (small, medium, large), mobility rate (low mobile,

moderately mobile, highly mobile) and many other aspects also.

1.2.4 Research Challenges

Due to the unique characteristics of MANETs as mentioned in section 1.2.2, the protocols

used in wired or traditional wireless networks cannot be directly adopted for a MANET.

Moreover, as mentioned in section 1.2.3, the architecture and other aspects of MANETs

vary from one network to the other. Hence, a protocol designed for a specific type

of MANET may not be suitable for another type. A tremendous research effort has

been made over the last few decades for designing and analyzing protocols to fulfill

requirements of different types of MANETs. Nowadays, with the increased demand in

military and commercial applications of MANETs, research in MANETs is being funded

by both government sectors and industry. The major areas of active research in MANETs

are as given below.

MAC Layer Issues: The basic objective of a MAC layer protocol is to coordinate
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the access to the wireless channel among multiple principals in a manner so that the

channel utilization is maximum. Besides, a MAC layer protocol in MANETs needs to

deal with the following issues: Adapting to any new physical layer technique, interactions

with higher layers, energy efficiency, fairness, quality of service (QoS) etc. The main

challenges of designing efficient MAC protocols in MANETs include unavailability of

any centralized controls, hardware constraints, rapidly changing topology etc.

Routing: As in the case of traditional networks, the objectives of a routing protocol

are to establish the optimal / near-optimal communication paths between principals in

a network, and to transmit data packets along the established paths. Highly dynamic

topology and the lack of a fixed infrastructure are the two major challenges in designing

MANET routing protocols. However, the characteristics, like the mobility of principals

and the existence of redundant routes between principals, are also exploited to design

efficient routing protocols in MANETs. In addition to unicast communications, routing

in MANETs also needs to deal with the issues of multicasting and broadcasting.

IP Addressing: Due to the infrastructure-less, dynamic, and unpredictable nature

of MANETs, the Dynamic Host Configuration Protocol (DHCP) based IP addressing

mechanism used in traditional networks cannot be directly adopted in MANETs. The

standalone MANETs use a local IP addressing scheme, whereas a connected MANET

requires global IP addressing which is achieved with the involvement of both the external

server and the gateway principal inside the network. Based on the allocation features,

IP addressing schemes in MANETs are of three types, viz., conflict-detection allocation

mechanisms, conflict-free allocation mechanisms, and best-effort allocation mechanisms.

IP address assignment approaches in MANETs can be stateful, stateless, or hybrid.

Quality of Service (QoS): Quality of service (QoS) refers to a set of service re-

quirements that are required to be met by a network while transmitting data packets

from one principal to another principal. Typical QoS requirements involve keeping the

end-to-end delay, jitter, loss-rate etc. of data packets within a predetermined limit. Al-

though a lot of QoS research has been done for Internet communications, those are not
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directly adoptable in MANETs. The bandwidth constraint and the dynamic topology of

MANETs make it very difficult to predict and manage the link state information of the

network such as loss rate, signal to noise ratio (SNR) of the channel etc. Moreover, the

resource limitation of the principals makes the task more complicated. The main threads

of research for ensuring QoS in MANETs include designing QoS model / architecture,

QoS routing, and QoS medium access control (MAC) protocols.

Power Management: Power management in MANETs is required not only to

prolong the lifetime of the mobile devices, but also to maintain a high level of connectivity

of the network for a long time. Power is consumed both in the MAC layer and in the

network layer of a MANET. Controlling the transmission ranges and the use of directional

antennas in the devices of a MANET are the two important techniques used in the MAC-

PHY layers of MANETs for saving battery power of the devices. These techniques are

used along with some optimization mechanisms, based on graph theory or game theory,

to maintain a desired level of connectivity in the network. Routing protocols also play

a major role to reduce power consumptions of devices. A routing protocol in MANET

should consider both the hop count and the transmission costs of each link in a route for

determining the best routes. Sleep scheduling is another mechanism to conserve power

in MANETs.

Fault Tolerance: A MANET generally suffers from various types of faults such as

link failure, principal failure, misbehaving principals, network partitioning, power failure

etc. Fault tolerance refers to the ability of the network to survive against such unpre-

dictable hardware and software failures. The objective of fault tolerance is to overcome

the adverse effects of failures in the performance of the overall network and to provide

a reliable MANET. Fault tolerant protocols are designed for the MAC layer, network

layer and the transport layer in a MANET. Irrespective of the fault tolerance in lower

layer protocols, an application layer protocol in a MANET may also incorporate its own

fault tolerance mechanisms. Dynamism and resource constraints impose impediments

on the one hand, and redundant routes, distributed and self organization nature of a
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MANET adds advantages on the other hand towards designing fault tolerant protocols

for MANETs.

Security: The typical characteristics of a MANET impose impediments on achieving

the security goals in the network. Since, in this type of infrastructure-less networks,

each principal can act both as a host and as a router, security of the network cannot

be ensured by securing a few routers unlike in the traditional networks. Lack of a

centralized trusted authority and the open nature of the network makes it very difficult to

manage the dynamic set of members in the network. The limited computation capability

and battery power of the principals in a network, and the limited bandwidth of the

wireless medium impose constraints on the use of expensive cryptographic operations

to implement a security protocol in MANETs. Moreover, the limited storage capacity

of the mobile devices poses a challenge to achieve scalability for any security protocol.

Also, the physical insecurity of the principals in a MANET, and the insecure wireless

communication channel require more robust security solutions for MANETs than those in

a traditional network. The following sections discuss the various approaches for ensuring

security in MANETs.

1.3 Approaches for Ensuring Security in MANETs

As in any communication network, security is a major issue in MANETs also, espe-

cially for security sensitive military and tactical applications. The absence of a clear line

of defense, unlike in the traditional networks, makes it very difficult to ensure secure

communication in a MANET. Security issues are involved in the physical, MAC, net-

work and transport layers of a MANET. The physical vulnerabilities in a MANET, and

the resource constraints of the network impose challenges on designing efficient security

protocols for ensuring secure communication in MANETs.
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1.3.1 Security Attacks

There are two major basic objectives of carrying out security attacks on MANETs, which

are as follows.

• Extraction of information being communicated among the members of the network,

for example, in case of military and tactical applications.

• Disrupting the functioning of the network itself for some ulterior motives which

could be anything, and would depend on various factors including the nature of

applications.

The attackers would try to mount the attack in such a way that the security violations

remain undetected, and this is usually achieved by violating the security of communi-

cations among the member principals. In order to realize the objectives of attack, the

attacker may adopt various methods to achieve the same. Some of these methods of

attack are as follows.

• Extraction of cryptographic information from the messages being communicated

using brute force or some other method of attack.

• Traffic analysis of messages being communicated among the principals in a network.

• Meaningful modification of messages without being detected.

• Replaying of a message at a later time.

• Injecting spurious valid messages into the network.

• Suppression of certain messages.

• Impersonating the identity of a principal with a view to further the objectives of

attack.

The above attacks may be carried out individually or in some sequence to further the

objectives of attack.
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1.3.2 Classification of Attacks

Security attacks in MANETs can also be categorized into the following two types.

Passive Attack: In passive attacks, the adversary does not disturb the normal func-

tioning of the network, instead tries to extract valuable information such as the network

topology, network hierarchy etc. Normally, passive attacks are carried out with an aim to

launch more severe active attacks later. Examples of passive attacks in MANET include

eavesdropping, traffic monitoring, timing analysis of traffic, location disclosure etc.

Active Attack: In active attacks, the adversary directly interacts with the network

and disturbs its normal functioning. However, it would still try to remain undetected.

Active attacks involve creation or modification of false bit stream. Examples of active

attacks are spoofing, fabrication of messages, modification of messages etc.

It can be noted that, security solutions can aim to take both preventive and responsive

measures to fight against active attacks. However, only preventive measures can be taken

against passive attacks, because, passive attacks cannot be detected.

1.3.3 Classification of Attackers

Attackers can be classified into the following two categories.

External Attacker: An external attacker is not a legitimate member of the network.

Such an attacker penetrates the network area in order to launch passive or active attacks.

Internal Attacker: An internal attacker is a legitimate member of the network but

compromised by an adversary. An adversary can compromise a principal in the network

by either physically capturing it or using software attacks.

It can be noted that the external attackers do not hold any security credential, but

internal attackers may hold some valid security credentials using which these can gain

access to network resources.
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1.3.4 Basic Security Services

The security goals in MANETs are to prevent and detect various kinds of attack on

security. In the event of detection, further objective is to isolate the principals which

are the sources of these attacks. The approach for providing security in MANETs is

not completely different from that in the traditional wired or wireless networks. The

approach is to provide security services corresponding to different types of attack. In

other words, each security service ensures that the attacker is not able to mount certain

kinds of attack. In the following, we briefly introduce the basic security services.

Authentication: In the context of message communication, authentication service

refers to the mechanism using which the sender principal proves its identity to the re-

cipient principal. In the context of MANETs, authentication service additionally needs

to ensure that each principal is authenticated before it can join the network, and each

user is also authenticated before it can utilize the services of a principal. In other words,

both principal authentication, and user authentication are also required in MANETs.

Integrity: Integrity service ensures that the recipient principal of a message is as-

sured of the fact that the message has not been modified during its transmission. It is to

be noted that, in multihop wireless communications, a message can always be modified

by an adversary; however, integrity service provides the ability to the recipient principal

to detect any such modifications.

Confidentiality: The objective of confidentiality service in message communications

is to prevent unauthorized entities from disclosing any information from an encrypted

message during its transmission.

Non-repudiation: This service ensures that the sender of a message cannot deny

that it has ever sent the message (source non-repudiation), and the receiver of the message

cannot deny that it has ever received the message (destination non-repudiation).

Access Control: In a communication network, access control refers to the ability

of controlling access to the devices constituting the network, and to the services running
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on those devices, via the communication links.

Availability: In the context of a distributed system, availability is to ensure that the

services running on the network are available to its legitimate users despite the activities

of the malicious entities.

Authorization: Authorization refers to the mechanism of specifying access rights

of users at different levels to the resources of a network. Normally, each user is issued

some security credential which specifies the privileges and permissions the user has on

the network resources and which cannot be falsified.

The above mentioned basic security services can be realized using various existing

symmetric and asymmetric cryptography based algorithms and protocols. In order to

ensure secure communication in a MANET, we need mechanisms to defend against both

the external and the internal attackers using the above security services as a module. In

the following, we discuss, in brief, the approaches that are used in MANETs to defend

against external and internal attackers.

1.3.5 Defending against External Attackers

A key management and authentication protocol (KM-AP) can be used to provide pre-

ventive measures to ensure communication security in a MANET against the external

attackers. In most of the situations, security attacks in MANETs are launched by the ex-

ternal attackers, which can be prevented by ensuring the above mentioned basic security

services for any message (control or data) exchanged among the legitimate members of

the network. In order to realize the basic security services in any network, cryptographic

mechanisms, such as encryption, digital signature, hashing etc., are used as essential

tools. However, the cryptographic mechanisms can secure a network only when the keys

used by these mechanisms are secure. This necessitates the need for a proper KM-AP

protocol in the network. A KM-AP protocol basically involves securely issuing, renewing,

revoking, and distributing the keys, as the security credentials, only to the legitimate
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members of a network. It can be noted that, the revocation module of a KM-AP proto-

col is responsible for revoking the keys of a compromised member in the network, which

requires the feedbacks from the intrusion detection system (IDS) protocols running in

different layers of the network. A KM-AP protocol is required as a fundamental security

protocol in a network on top of which other security protocols, running in different layers

of the network, can function.

1.3.6 Defending against Internal Attackers

Since principals in a MANET are easy to capture, it is crucial to provide some mech-

anism to defend against the internal attackers in order to secure communication in a

MANET. An internal attacker usually holds some valid security credentials, and hence,

attacks from the internal attackers cannot be prevented by ensuring only the basic secu-

rity services in a network. Detecting and preventing internal attackers is a much more

challenging task than preventing the external attackers. Although internal attackers can

launch their attacks in any layer of a network, the network layer in a MANET is most

vulnerable to the internal attackers. This is because the MANET routing protocols as-

sume cooperation among the principals in a network for their proper functioning. An

intrusion detection system (IDS) (or misbehavior detection system) provide responsive

measures against the internal attackers / intruders in a network. A legitimate member in

the network is expected to follow the rules defined by a protocol running in the network.

A significant deviation from the expected behavior of a principal is considered as its mis-

behavior. A network layer intrusion detection system (IDS) is responsible for detecting

and blacklisting the internal attackers in the network by monitoring the routing behavior

of the legitimate members of the network. A network layer IDS protocol functions on

top of a KM-AP protocol. It can be noted here that, in order to detect the misbehaving

principals in a network, an IDS protocol is required for each of the protocols running at

each layer of a network. Hence, a network layer IDS protocol alone cannot fully secure
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a MANET against the internal attackers; however, it can ensure security of the routing

service against these attackers.

From the above discussions, we can safely conclude that, the KM-AP and the network

layer IDS protocols are essential in ensuring the security of MANETs. The KM-AP

protocols act as the first line of defense, whereas the network layer IDS protocols act as

the second line of defense against the external and the internal attackers respectively in

a MANET.

1.4 Motivation for the Thesis

In light of the above discussions, we recognize the importance of the KM-AP protocols

and the network layer IDS protocols in enhancing the security of a MANET. Even

though there are a fairly large number of KM-AP and network layer IDS protocols in

MANETs, they have quite a few drawbacks as revealed from the literature survey in the

next chapter. The major limitations of the KM-AP and the network layer IDS protocols,

that we have identified from the literature survey, and which are the focus of the work

presented in this thesis are as described below.

1.4.1 Limitations of the Existing KM-AP Protocols in MANETs

The existing KM-AP protocols in MANETs can be classified into two major categories,

viz., i) the arbitrated KM-AP protocols and ii) the self-organized KM-AP protocols. In the

arbitrated protocols, one or more trusted authorities exist inside or outside the network,

and arbitrates trust among the network members. In the self-organized protocols, there

exists no trusted authority and principals in the network establish trust on each other

based on the knowledge of the principals themselves. The arbitrated KM-AP protocols

are suitable for authoritarian MANETs, in which there exist single or multiple authorities

who command the whole network and can pre-install some security credentials on each
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member of the network before their deployment. On the other hand, the self-organized

KM-AP protocols are appropriate for self-organized MANETs, where there is no such au-

thority. In the following two subsections, we list the major problems, identified from the

literature survey, associated with the existing KM-AP protocols in MANETs belonging

to each of the above mentioned two categories.

Limitations of the Existing Arbitrated KM-AP Protocols

• Since principals in a MANET are resource constrained, public key management

protocols become highly expensive than the symmetric key management protocols

for an authoritarian MANET.

• The arbitrated symmetric key management protocols that provide a group key for

all or a group of members in the network have poor resilience against capture of

principals.

• The predistribution based or the master-key based pairwise symmetric key man-

agement protocols are not secure against principal impersonation attack during

shared key establishments between pairs of principals.

• Most of the existing server co-ordinated pairwise symmetric key management pro-

tocols do not differentiate between a membership granting server (MGS) and an

authentication server (AS), and assign the roles of both the servers to the princi-

pal(s) existing inside a MANET. However, keeping the MGS outside the MANET

is more secure than keeping it inside the network.

• For supporting a dynamic membership set pattern (MSP), where members can join

the network any time even after the initial deployment of the network, the use of

an external MGS becomes problematic in a server co-ordinated protocol.

• Since principals in a MANET are easy to capture, the use of a single server prin-

cipal in a server co-ordinated protocol cannot provide robustness against server
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compromise.

• The multiple server based server co-ordinated protocols that require each member

principal to be authenticated to all of the servers in the network, produce a large

control message overhead.

Limitations of the Existing Self-Organized KM-AP Protocols

• In the self-organized MANETs, public key management is more preferable than

symmetric key management, since unlike symmetric keys, distribution of public

keys does not require a secure channel and each public key is associated with a

unique principal.

• The major problem for the existing self-organized public key management protocols

is associated with the use of certificate chains for authentication purpose. For

a large network, the average length of the certificate chains is also large. This

increases the number of certificate verifications required, and creates a large amount

of control message overhead for each instance of public key verification. Hence, the

protocols become inefficient for large scale MANETs.

• The on-demand certificate chaining based self-organized public key management

protocols are much more efficient in MANETs than the proactive certificate chain-

ing based approaches, since unlike the proactive approaches, the on-demand ap-

proaches do not require to maintain an updated view of the trust graph of the

entire network.

• The approaches that rely on a hierarchy of trust relationships among principals in

a MANET impose an extra overhead of maintaining the hierarchy.

• Although the security of a public key verification process reduces considerably with

the increase in the length of the certificate chain used for the verification purpose,
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most of the existing self-organized public key management protocols do not put an

upper limit on the length of the certificate chains used for public key verifications.

• Most of the existing self-organized public key management protocols do not distin-

guish among the different alternative chains of certificates, based upon their trust

values, available for a specific verification purpose.

• Some of the self-organization based approaches are designed to work with a specific

MANET routing protocol. Hence, these protocols cannot be used in all MANETs,

since they are routing protocol dependent.

The applicability and the efficiency of a KM-AP protocol depend very much upon

the underlying networking environment. Among the several aspects of networking en-

vironment, the issues related to the membership of a MANET impact greatly on the

applicability of a KM-AP protocol. There are several issues related to the membership

of a MANET as well, which need to be addressed carefully for designing a KM-AP pro-

tocol in MANETs. In addition to the limitations of the existing KM-AP protocols listed

above, our literature survey also revealed the need for a membership model for the study

and analysis of the membership issues in MANETs especially in the context of a KM-AP

protocol.

1.4.2 Limitations of the Existing Network Layer IDS Protocols

in MANETs

There exists a large number of network layer IDS protocols for MANETs in the liter-

ature, which try to secure MANET routing protocols against different types of attacks

launched by the internal attackers in a MANET. However, a significant part of this re-

search effort has been devoted to design efficient IDS protocols that can secure a MANET

routing protocol against the packet dropping attack. The IDSs that try to defend against

packet dropping attack belongs to two major categories, viz., i) the reputation based
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approaches and ii) the incentive based approaches. The reputation based approaches try

to identify and isolate a malicious principal from the network by observing the routing

activities of the principals in the network. The incentive based approaches manage some

sort of incentive / credit for each principal in the network, and increase or decrease the

credit of a principal based upon its observed routing behavior. The incentive based ap-

proaches are good against selfish principals, but not as effective as the reputation based

approaches to defend against packet dropping attack launched by the malicious principals

in a MANET. The reputation based IDS protocols basically use two types of approaches

for detecting routing misbehavior of a principal, viz., a) the passive overhearing based

approaches and b) the active acknowledgment based approaches. The passive overhearing

based approaches depend upon transmission overhearing, whereas the active acknowl-

edgement based approaches depend upon acknowledgements actively sent by the data

packet recipients, for the detection of packet forwarding activity of principals. The main

limitations of the existing reputation based network layer IDS protocols in MANETs,

which we have found from the literature survey are as given below.

• The major problem associated with the existing reputation based IDS protocols is

that they do not consider the protocol soundness issue in their design objectives.

• Most of the existing protocols incorporate no mechanism to fight against colluding

principals.

• The passive overhearing based approaches suffer from the problems related to trans-

mission overhearing.

• Among the active acknowledgement based approaches, the protocols that do not use

adaptive acknowledgement mechanism, consume a large amount of communication

bandwidth.

• The active acknowledgement based protocols that do not use any mechanism to

authenticate the acknowledgement packets lacks security.
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• Many acknowledgement based protocols use public key cryptography for the au-

thentication of the acknowledgement packets. These protocols are not efficient for

resource constrained MANETs.

While designing a security protocol, it is of utmost importance to prove that the

protocol meets its security goals. Many of the existing security protocols for MANETs

(KM-AP, or network layer IDS) demonstrate their security using only the simulation or

experimentation results. However, in simulations or experimentations, the adversary of

the network is modeled also by the protocol designers. Hence, the modeled adversary is

capable of launching only the attacks that are allowed by the protocol designers. How-

ever, in a practical environment, the potential adversary of the network, with its limited

computing and cryptographic capabilities, is free to use any mechanism for launching an

attack. It can be noted that, the strength of an adversary depends not only upon its

computing and cryptographic powers, but also depends upon the attack mechanisms it

can use. For this reason, it is important to prove the security goals of a security proto-

col using rigorous mathematical proofs. However, simulations and experimentations are

essential for demonstrating the efficiency of a security protocol, and also to reflect the

strength of the protocol in terms of its security, in a specific networking environment.

In view of the above discussions, we aim to design KM-AP and network layer IDS

protocols that can overcome the limitations of the existing approaches. We also aim to

analyze the applicability, and prove the security goals of the designed protocols. More-

over, the performances of the designed protocols need to be evaluated using simulation

and experimentation studies. Therefore, the thesis aims to achieve the following objec-

tive.

Motto of the Thesis: Design, Analysis, Formal Verification, and Performance

Evaluation of Efficient, Scalable, and Provably Secure KM-AP and network layer IDS

protocols for enhancing security in MANETs.
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1.5 Contribution of the Thesis

In order to design efficient key management and authentication protocols (KM-APs),

it is first necessary to figure out the factors that affect their performance. From our

study of several KM-AP protocols, it is found that the membership of principals in a

MANET has a profound impact on the performance of KM-AP protocols. Hence, in

order to study the impact of membership of principals in a MANET on the performance

of KM-AP protocols, we have proposed a ‘membership model’ for MANETs, which can

be considered as a tool to perform applicability analysis of the KM-AP protocols in

MANETs. Membership model of a MANET is defined as a set of specifications related

to the Membership Granting Server (MGS) and the Membership Set Pattern (MSP) of

the network. We have identified and defined several membership models possible for a

MANET. Besides, we have studied a set of six representative MANET authentication

protocols, and analyzed their applicability for the defined membership models. From the

analytical results, we have also tried to formulate some guidelines that could be helpful

for the authentication protocol designers and for the administrators of MANETs.

In order to perform security analysis of KM-AP protocols, we have extended the

strand space verification model [53] and proposed an ‘extended strand space model’.

The strand space model is a standard formal verification tool to verify the security goals

of a KM-AP protocol. However, the original theory of strand space is not able to analyze

all kinds of security protocols as it does not include all types of cryptographic functions

and does not address all possible security objectives. We have extended the strand space

model by incorporating some additional cryptographic primitives and security objectives

which are necessary to analyze many security protocols. We have refined some of the

definitions, axioms, and theorems in the original strand space model and also established

a set of new theorems in the context of our extended strand space model.

We have designed two KM-AP protocols, viz., the SEAP protocol and the CLPKM
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protocol, for two different scenarios in MANETs. The Secure and Efficient Authentica-

tion Protocol (SEAP) has been designed for authoritarian MANETs, and the Certificate-

Less Public Key Management (CLPKM) protocol has been designed for self-organized

MANETs. The SEAP protocol assumes a single centralized external (outside the net-

work) authority which controls the membership in a MANET. However, in the CLPKM

protocol, there is no such centralized authority and each existing member of a MANET

can introduce new members into the network.

The SEAP protocol supports dynamic membership. However, in order to support

dynamic membership, the protocol does not require the external membership granting

server (MGS) to be online to the principals of the network. Rather, we use a semi-online

MGS, which we introduce as a new membership model, where the external MGS cannot

initiate a connection with a principal in the network but any principal in the network

can communicate with the MGS whenever required. The SEAP protocol uses multiple

authentication servers (ASs) and incorporates an efficient server revocation mechanism

along with an efficient server re-assignment mechanism, which makes the protocol robust

against server compromise. Besides, the protocol does not require a member principal of

the network to be registered to multiple servers at a time. To achieve storage scalability,

the protocol uses a pseudo random function (PRF) to bind the secret key of a client to

its identity using the secret key of its server.

The CLPKM protocol performs public key verifications between a verifier and a prover

principal using a trust-chain between the principals, which is searched on-demand using

a distributed searching mechanism. The protocol puts an upper limit on the length of a

trust chain and uses the end-to-end trust value of a chain to evaluate its strength. Be-

sides, the protocol uses the strongest trust chain to accomplish a public key verification.

The CLPKM protocol works on a flat network architecture, and clearly distinguishes

between the authentication layer and the routing layer (sublayer) in a MANET. Unlike

the existing self-organized public key verification approaches, the CLPKM protocol re-

places the use of digital certificates by the use of message authentication code (MAC)
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digest values, for the public key verification purposes. By doing this, the protocol saves

considerable computation power, bandwidth and storage space.

Lastly, we have proposed the Extended Voucher assisted Adaptive ACKnowledgement

(EVAACK) protocol, which is a novel network layer reputation based IDS protocol for

MANETs. The adaptive acknowledgement mechanism used by the protocol ensures

lower routing overhead. The protocol uses a novel voucher acknowledgment technique

which is assisted by an efficient intruder detection module. The EVAACK protocol

uses a combination of digital signatures and one-way hash chains for the authentication

of acknowledgement packets generated by the intermediate principals in a route during

data transmission. The authentication mechanism is secure and less resource consuming.

The proposed routing misbehavior detection mechanism is complete in the absence of

principal collusions and, it is also sound. Moreover, the EVAACK protocol can partially

fight against principal collusions.

We have analytically verified the security properties of each of the above three pro-

posed security protocols. Moreover, we have conducted simulations and experimentations

to evaluate the performances of the proposed protocols. We have analyzed the applica-

bility of the proposed SEAP and the CLPKM protocols using the proposed membership

model. We have proved the correctness of the SEAP protocol using the strand space

verification model. The correctness of the CLPKM protocol has been verified using

our extended strand space model. We have proved the completeness and the soundness

properties of the proposed EVAACK protocol using rigorous mathematical analysis. For

all of the three proposed protocols, we have evaluated and compared their efficiencies

with those of the other existing similar approaches, using simulations in the QualNet 5.0

simulator [204]. Moreover, the performances of the proposed SEAP and the CLPKM

protocols have been tested on a real MANET testbed. The analytical, simulation and the

testbed implementation results confirm the security and the efficiency of the proposed

protocols.
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1.6 Thesis Outline

The presentation of the work in the thesis is structured as follows.

Chapter 2 provides a comprehensive survey of relevant literatures related to the key

management and authentication protocols (KM-AP) and the network layer intrusion

detection system (IDS) protocols in MANETs.

Chapter 3 describes the proposed ‘extended strand space model’ - a formal verifica-

tion model to perform security analysis of the KM-AP protocols. The proposed extended

strand space model has been described after a brief introduction to the existing formal

verification methods, and an overview of the strand space verification model.

Chapter 4 describes the proposed ‘membership model’ which is designed as a tool

to perform the applicability analysis of the KM-AP protocols in MANETs. In this chap-

ter, membership model for a MANET has been characterized and possible membership

models for a MANET have been identified. A combined performance metric (CPM) has

also been proposed, which can be used to compare the performances of different KM-AP

protocols applicable for a specific membership model in MANETs. The usefulness of the

membership model is demonstrated by carrying out the applicability analysis of a set of

eight representative KM-AP protocols in MANETs.

Chapter 5 presents the client-server architecture based Secure and Efficient Authen-

tication Protocol (SEAP) for MANETs. The chapter provides the implementation details

of the proposed SEAP protocol followed by a security analysis, and an applicability and

efficiency analysis of the protocol. Besides, the chapter includes the results obtained

from extensive simulation and experimentation studies with the proposed SEAP proto-

col and also gives a comparison of the performance of the SEAP protocol with those of

the recent protocols.

Chapter 6 presents the self-organization based Certificate-Less Public Key Manage-

ment (CLPKM) protocol for MANETs. In this chapter, we describe the implementation

details of the proposed CLPKM protocol and provide a detailed security and applicability
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analysis of the protocol. Simulation and testbed implementation results for the proposed

CLPKM protocol and a comparison of the performance of the CLPKM protocol with

those of other recent protocols are also given in this chapter.

Chapter 7 presents the Extended Voucher assisted Adaptive ACKnowledgement

(EVAACK) based network layer IDS protocol for MANETs. The chapter includes the

implementation details of the proposed EVAACK protocol, a detailed security analysis

of the protocol, a qualitative comparison with the existing approaches, and the results

obtained from the exhaustive simulation studies and experiments.

Chapter 8 concludes the thesis with an overview of the proposed approach and scope

for future studies.
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Related Works

2.1 Overview

The characteristics of a MANET impose challenges on the one hand and add advantages

on the other hand for the design of security protocols in MANETs. As the principals

in a MANET are more prone to physical capture and as the wireless links are easier

to eavesdrop, the task of providing communication security becomes more challenging.

On the other hand, the features like - redundancy of routes between the principals in a

MANET, mobility of the principals, broadcast nature of the wireless channel, could be

exploited to design a good security protocol.

Communications in MANETs can be of two types, viz., single-hop and multi-hop

communications. Multi-hop communication can again be of three types, viz., unicast,

multicast and broadcast communications. In single-hop communications, only the physi-

cal and the MAC layers of a MANET are involved, whereas in multi-hop communications,

all the layers, viz., physical, MAC, network, and transport, are involved. Hence, to pro-

vide secure unicast, secure multicast or secure broadcast communication in a MANET,

issues related to each of the above mentioned layers need to be addressed. In the fol-

lowing, we enlist some of the important security issues involved in the above mentioned

28
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four layers of MANETs.

Physical Layer Security Issues: In the physical layer of a MANET, the main

security issue is to prevent denial of service (DoS) attack by signal jamming launched

by the potential adversaries. DoS attack is a kind of attack where an adversary tries to

exhaust the resources of a network so that, the network becomes unusable to provide its

services to its members. In a wireless communication channel, any principal can transmit

radio frequency signal continuously to prevent the other principals from transmitting

or to introduce packet collisions. Thus, the security objective is to build mechanism

to enable the principals to detect such signal jamming attack so that they can take

responsive measures.

MAC Layer Security Issues: Since the MAC layer protocols in MANETs, such as

IEEE 802.11, use a distributed contention resolution mechanism for controlling access to

the shared channel, cooperation among participating principals is mandatory to ensure

fairness in the channel access. However, since the principals are not always trusted,

ensuring fairness in the channel access is a major security issue in MANETs. Besides, an

adversary can exploit the binary exponential backoff (BEB) algorithm used by the MAC

layer protocols in MANETs to launch denial of service (DoS) attacks. Hence, preventing

DoS attacks is another important security objective in this layer.

Network Layer Security Issues: Network layer security issues in MANETs can be

broadly classified into two categories, viz., a) issues related to secure IP addressing, and

b) issues related to secure routing. IP addressing autoconfiguration schemes in MANETs

assume cooperation among principals in a network. However, a malicious principal can

deliberately assign duplicate address in order to introduce address collisions. Moreover,

a malicious principal can claim a huge number of IP addresses for non-existing principals,

causing exhaustion of all IP addresses. The issues involved in secure routing are mainly

concerned with ensuring secure route management and secure data forwarding, which

we discuss in detail in the subsequent sections of this chapter.



Chapter 2 30

Transport Layer Security Issues: The security objective of this layer is to en-

sure secure end-to-end communication. In real time communications, monitoring and

controlling end-to-end delay and packet loss are also security objectives of this layer.

Security solutions for a single layer of the network certainly cannot ensure secure com-

munication in MANETs. Sometimes, the layered approach for security also introduces

flaws like redundancy or inflexibility in the security solutions, and in such scenarios, a

cross-layer security solution is required to prevent the smart adversaries in MANETs.

In this thesis, we focus on ensuring security in MANETs against the external attack-

ers and providing network layer security especially to ensure secure routing in MANETs

against both the external and internal attackers. Most of the external attacks against

routing protocols can be prevented using simple link layer encryption and authenti-

cation mechanisms. Routing protocols in MANETs must be supported by a proper

key management protocol to ensure the basic security services including confidentiality,

integrity, authentication, non-repudiation. Although the key management and authen-

tication protocols (KM-APs) can work as intrusion prevention measures, these cannot

eliminate intrusions in a MANET. Capturing a principal in a MANET is much easier

than in a traditional wired or wireless network. This necessitates the use of an efficient

intrusion detection system (IDS) in a MANET. In this chapter, we provide an in-depth

survey of the state-of-the-art research in the filed of both KM-AP protocols and network

layer IDS protocols in MANETs.

Although, for the understanding of the network layer IDS protocols in MANETs,

the knowledge regarding the routing protocols in MANETs is a prerequisite, a literature

survey related to the routing protocols in MANETs is out of the scope of this chapter.

However, there exits a good number of survey papers related to various routing protocols

in MANETs [104,165]. Comparative analysis of proactive routing protocols (e.g., OLSR

[67], FSR [62]) versus on-demand routing protocols (e.g., AODV [52], DSR [79]), and also

analysis of source routing protocols (e.g., DSR [79], FORP [56], STAR [57]) versus table

driven routing protocols (e.g., AODV [52], OLSR [67]) in MANETs have been carried
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out in these surveys.

Organization

The rest of the chapter is organized as follows. In the next section, we provide an overview

of the basic cryptographic concepts used for implementing various security protocols in

communication networks. Section 2.3 provides a survey and a comparison of the KM-

AP protocols, and section 2.4 provides a survey and a comparison of the IDS protocols

proposed for MANETs in the literature. Finally, the chapter is concluded in section 2.5.

2.2 Basic Cryptographic Concepts

Following is a list of frequently used terms in cryptography.

Plaintext - an original intelligible message.

Ciphertext - a transformed/coded message.

Cipher - an algorithm to transform a plaintext message into its corresponding cipher-

text message.

Key - some critical information used by the cipher, known only to the sender or

receiver principal.

Encryption/Encipher - the process of converting a plaintext message into correspond-

ing ciphertext message using a key known to sender principal.

Decryption/Decipher - the process of converting a ciphertext message back into the

corresponding plaintext message using a secret key known to receiver principal.

2.2.1 Cryptographic Building Blocks

One-Way Function: A function f : A → B is said to be a one-way function if for

every input x ∈ A, it is easy to compute y = f(x), but given the image y of a random

input x ∈ A, it is hard to compute x. A more formal definition is given below.
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A function f : {0, 1}∗ → {0, 1}∗ is a one-way function if the following two conditions

are satisfied:

i) There exists polynomial time algorithm using which f can be computed.

ii) For every randomized algorithm A that runs in polynomial time in n = |x|, every
polynomial p(n), and all sufficiently large n

Pr[f(A(f(x))) = f(x)] <
1

p(n)
,

where the probability Pr depends upon the choice of x from the uniform distribution on

{0, 1}n, and the randomness of A.

A keyed one-way function is a special type of one-way function, which is hard to

invert unless some secret information (a key) is known.

Pseudorandom Number Generator (PRNG): A pseudo random number gener-

ator (PRNG) is an algorithm which can generate a sequence of pseudo random numbers,

i.e., a sequence of numbers that approximates the properties of random numbers. In

reality, the sequence generated by a PRNG is not truly random in the sense that it can

be completely determined by a relatively small set of initial values. An example of a

pseudo random number generator algorithm is the linear congruential (LCG) method.

For four constant values m, a, c and X0, an LCG sequence of pseudo random numbers

< Xn > can be obtained using the following equation.

Xn = (aXn−1 + c) mod m, n > 0

The constants m, a, c and X0 are known as the modulus, multiplier, increment and

the starting value / seed of the LCG-PRNG function respectively. n is known as the

index of a number in the generated LCG sequence. It can be noted that, a LCG-PRNG

function is fully characterized by the values of its qualifiers: modulus (m), multiplier (a)
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and increment (c).

Hash Function: A cryptographic hash algorithm is a one-way mapping Hash :

{0, 1}∗ → {0, 1}ρ, which takes a binary bit string of an arbitrary length as input and

generates another bit string of fixed length (ρ) as its output. The one-way property of a

hash function ensures that given a bit string m, it is easy to compute its hashcode h =

Hash(m); however, given the hashcode h, it is infeasible to compute the corresponding

input bit string m. A hash function should also possess the collision resistance property

which states that given an input value m, it is computationally infeasible to find an m�,

such that, Hash(m) = Hash(m�).

2.2.2 Symmetric Cryptography based Techniques

Symmetric Key Encryption: In symmetric key encryption, the keys used for encryp-

tion of plaintext and decryption of ciphertext are either identical or there exists simple

transformation function to go between the two keys. The keys essentially represent a

shared secret between sender and receiver principals. Usually, the encryption and de-

cryption algorithms are assumed to be public. However, for secure use of symmetric

encryption, an adversary should neither be able to obtain a plaintext from its ciphertext

without the knowledge of the secret key, nor be able to derive the secret key from a set

of ciphertext and corresponding plaintext messages using cryptanalysis or brute-force

attack. These objectives are achieved using a strong (complex) encryption / decryption

algorithm and by ensuring the secrecy of the shared secret key. Symmetric key encryp-

tion use either stream cipher or block cipher. In stream cipher, each character (typically

one byte) of a plaintext message is encrypted independent of how the previous characters

(might be the same) have been encrypted. In block cipher, a message is considered as a

sequence of fixed size blocks, where the same block in the sequence is encrypted in the

same way. Symmetric encryption can ensure the authenticity and the confidentiality of a
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message transmitted from a sender to a receiver principal. Moreover, symmetric encryp-

tion is used along with a hash function to ensure integrity of the message in addition to

its authenticity and confidentiality.

Message Authentication Code (MAC): A message authentication code (MAC)

function takes a message m of any size, and a secret key K as the input and produces a

small fixed-size output called the MAC digest. A computationally secure MAC function

is required to satisfy the following three properties: (1) Given a message m and its MAC

digest value MACK(m), it should be computationally infeasible to find another message

m� such that MACK(m) = MACK(m
�). (2) For any two random messages m and m�,

Pr[MACK(m) = MACK(m
�)] = 2−ρ, where ρ is the MAC output size. (3) Given a

message m and a known transformation function f , Pr[MACK(m) = MACK(f(m))] =

2−ρ. MAC digest of a message is also called cryptographic checksum of the message. If a

message is transmitted along with its MAC digest, then it ensures both authenticity and

integrity of the message. Hence, unlike symmetric encryption, MAC function separates

the authentication objective from confidentiality, which is an attractive feature for many

applications.

2.2.3 Asymmetric Cryptography based Techniques

Asymmetric Key Encryption: Asymmetric key cryptography requires two separate

but mathematically linked keys, one of which is secret (or private) to a principal and the

other one is public. Either of the keys can be used to encrypt a plaintext message, whereas

the other key can be used to decrypt the generated ciphertext. When a sender principal

A sends a message m encrypted using the public key PuKB of a receiver principal B, B

can decrypt the ciphertext using its private key PrKB. This ensures the confidentiality

of the message. On the other hand, when A sends message m encrypted using its own

private key PrKA, the receiver principal B can decrypt the ciphertext using the public

key PuKA of the sender principal A. This ensures the authenticity of the message to
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the receiver principal B. In addition, this also ensures the source non-repudiation of the

message.

Asymmetric encryption algorithms rely on the computational difficulty of some math-

ematical problems such as integer factorization or discrete logarithm and elliptic curve

relationships. Given some global parameters, it is computationally easy to generate a

public-private key pair; however, it is computationally infeasible to obtain a private key

from the corresponding public key. Asymmetric encryption is more stronger than sym-

metric encryption in the sense that it is much more difficult for an adversary to beak

security using cryptanalysis or brute force attack.

Digital Signature: Digital signature of a message is generated using the hash digest

of the message and the private key of a sender principal. The message attached with the

generated digital signature is called a digitally signed message. A receiver principal can

verify the digital signature using the public key of the sender principal. In addition to

ensuring authentication and non-repudiation, digital signature also ensures the integrity

of a message.

2.2.4 Some Advanced Techniques

One-Way Hash Chain: One way hash chains were introduced by Lamport in [7]. A

hash chain of length l can be created using a cryptographic hash function and a seed

value h0. An element hx(1 ≤ x ≤ l − 1) in the chain is calculated as the hash digest

of its previous element hx−1, i.e., hx = Hash(hx−1). Due to the one way property of

hash functions, knowing the seed value h0, it is easy to calculate the elements of the

hash chain in the order h1 through hl−1. However, it is computationally infeasible to

calculate the elements in the reverse order. Hence, if a principal X generates a hash

chain and authentically distributes the first element of the corresponding reverse hash

chain (i.e., hl−1) to another principal Y , then the rest of the elements of the reverse hash

chain (hl−2, hl−3, .., h0) can be used sequentially and one at a time to ensure originator
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authentication of successive messages sent from X to Y .

Public Key Certificate (PKC): A public key certificate (PKC) (or digital certifi-

cate) is a digitally signed document that basically contains the information regarding

the identity-public key binding of a principal. Usually, an expiration time is also con-

tained in the document, which indicates the lifetime for the validity of the certificate.

Besides, the document may contain information regarding the algorithms (encryption

and hashing) used for generating the certificate and other relevant information such as

the authorization information, trust-value information etc. of the concerned principal.

The above mentioned document is digitally signed by a trusted authority, called certifi-

cate authority (CA), using its private key. The public key of the CA is pre-installed at

every principal in a communication network, using which any principal can verify the

signature on a certificate. Also, by checking the expiration time on the certificate, the

principals can verify the validity of a certificate.

Secret Sharing: Secret sharing is a mechanism of distributing a secret among a

group of principals in a way so that the secret can be reconstructed by the involvement of

at least a predetermined number of principals in the group. For an (n, t+1) configuration

of the secret sharing scheme, a secret piece of information, s, (typically, a secret key)

is shared among a set of n authorized principals. The secret can be reconstructed by

combining the secret-shares of at least t+1 of these principals. However, from the secret-

shares of at most t principals, one can obtain no information about the secret s. Shamir

has implemented the scheme [4] using polynomial functions. A polynomial of degree t is

defined as the following:

f(x) = c0 + c1x+ c2x
2 + ..+ ctx

t,

where the first coefficient is equal to the secret key s, i.e., c0 = s, and the other coefficients

are choose randomly. Now, n points on the above polynomial ((x1, f(x1), (x2, f(x2)),

.., (xn, f(xn)))) are taken randomly and distributed to n authorized principals as their



Chapter 2 37

secret-shares. Since a polynomial of degree t is fully characterized by any t + 1 points

on it, using the secret-shares of any t + 1 principals, the polynomial can be uniquely

identified and hence, the secret s can be obtained as s = f(0).

An adversary can obtain the secret-share of a principal by compromising it. Shamir

has also proposed a mechanism for share refreshing where the secret-shares of the un-

compromised principals are updated periodically with a regular interval of T . Once an

uncompromised principal obtains its updated secret-share, it deletes the old secret-share

from its storage. It is assumed that an adversary cannot compromise more than t prin-

cipals in a duration of time of length T . Hence, when the adversary successfully obtains

t pieces of secret-shares of an older version, there exists no other principal that contains

a secret-share of the older version. Thus, to obtain the secret key s, the adversary needs

to compromise t+ 1 uncompromised principals in a duration of time of length T .

Threshold Cryptography: Threshold cryptography [25] is an asymmetric crypto-

graphic mechanism, where a specific cryptographic operation (encryption / decryption /

signature generation / signature verification) can be executed only with the involvement

of at least a specific number of principals among a set of authorized principals. The

mechanism is based on the secret sharing scheme proposed by Shamir [4]. The private

key PrK corresponding to a global public key PuK is shared by a set of n authorized

principals using an (n, t + 1) secret sharing scheme. A principal can encrypt a mes-

sage m using its secret-share and the output is called a partially encrypted message.

By combining at least t+ 1 such partially encrypted outputs generated from a message

m by t + 1 authorized principals, one can obtain the ciphertext corresponding to the

plaintext message m encrypted with the private key PrK. The generated ciphertext can

be decrypted using the global public key PuK. However, the mechanism ensures that

no principal can learn anything about the private key PrK during the above process.

Reversely, a message can be encrypted using the global public key PuK, and the cipher-

text can be decrypted only by a group of at least t+ 1 authorized principals. Similar to



Chapter 2 38

PuKM PrKM

PKG

(a)

Principal X
PKG

IDX

Secure Channel Generate 
Private Key

PrKM

PrKX

PrKX

IDX

(b)

Plaintext 
Input

Plaintext 
Output

m mEncryption
Algorithm

Decryption
Algorithm

Receiver X

Transmitted 
ciphertext

c

Sender Y

PuKM PuKM

IDX
PrKX

(c)

Figure 2.1: Identity Based Encryption: (a) PKG generates the master public-private key
pair (PuKM , P rKM) and publishes the master public key, (b) principal X registers and
obtains its private key (PrKX) from the PKG, (c) encryption and decryption using IBE.

encryption and decryption, digital signature generation and verification operations can

also be performed in a distributed manner using threshold cryptography.

Identity Based Cryptography (IBC): Identity based cryptography (IBC) is an

alternative to the use of public key certificates. In IBC, some well-known and unique

identification information related to a principal, such as e-mail address, phone number

etc., acts as the public key of the principal. However, unlike in the certificate authority

based cryptosystem, where the public-private key pair of a principal is generated by the

principal itself, in IBC, the private key corresponding to a public key can be generated

only by a trusted authority which is called a private key generator (PKG). Before issuing
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the private key to a principal, the PKG performs the same verifications as those done

by a CA before issuing a certificate to a principal in the PKC based systems. Although

identity based cryptography was first invented by Shamir in 1984 [12], the first practical

implementations of IBC were devised by Sakai in 2000 [58], and Boneh and Franklin in

2001 [63]. These solutions are based on bilinear pairings on elliptic curves, such as the

Weil or Tate pairings. The steps involved in identity based encryption are depicted in

figure 2.1.

To defend against compromise of a principal or compromise of the private key of

a principal, an expiration time information can be attached with the identity of the

principal to generate its public key. This ensures an implicit revocation and enforces

periodic renewal for the public keys. Since, in IBC, the private keys of principals are

issued by the PKG, the PKG becomes a single point of failure. If the master private

key of the PKG is compromised, all the messages encrypted with the public key of any

principal become insecure. This problem is known as the key escrow problem which is

the biggest problem associated with the IBC.

2.3 Key Management and Authentication Protocols

in MANETs

Authentication is the fundamental security service required to ensure secure communi-

cation in a network. Purpose of authentication is to ensure that network resources are

accessible only to the authorized principals in the network. In the context of message

communication, authentication refers to the mechanism using which a sender principal

proves its identity to a recipient principal [34]. For instance, when principal A sends a

message m to principal B, there would be some additional information attached with m

from which B can figure out the identity of the message sender and can verify whether

the message is indeed generated by principal A. This is achieved using various symmetric
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or asymmetric cryptographic techniques as discussed in section 2.2. However, crypto-

graphic techniques can achieve the above objectives securely only when the keys used

by these algorithms are secure. This necessitates the need for a proper key management

protocol in a network. The goal of key management protocol is to ensure that only the

legitimate members of a network hold valid security credentials using which they can

authenticate themselves to the other members in the network. The security credentials

can be some secret information such as keys, or some global information that enables a

principal to execute some cryptographic operations. A key management protocol usually

engages in four types of basic responsibilities, viz., a) issuance of security credentials to

a new member, b) renewal of credentials held by an existing member, c) revocation of

credentials held by a compromised member, and d) key establishment / key verification.

Key establishment is the mechanism using which a legitimate principal A can securely

establish a shared secret key, KAB with another legitimate principal B in the network.

Key establishment between two principals can be unilateral or mutual. Key verification

or public key verification is the process using which a principal A can obtain and verify

the authenticity of the public key, PuKB, of another principal B.

The essential properties that are required to be fulfilled by a key management and

authentication protocol (KM-AP) are enlisted as the following.

Key Secrecy: The objective of key secrecy is to ensure that unauthorized princi-

pals cannot learn anything about the secret keys distributed and held by the legitimate

principals in a network.

Key Authentication: Key authentication is the property whereby a principal is

assured that a particular key is associated with a specific legitimate principal. In case of

a symmetric key, this is to ensure that the key is known to the associated principal. In

case of a public key, this is to ensure that the corresponding private key is in possession

of the associated principal.

Key Confirmation: If a key establishment protocol provides key confirmation,
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then a principal needs to prove the possession of the authenticated keys to the other

principal. It can be noted that, key confirmation ensures key authentication; however,

key authentication can also be implicit which does not require key confirmation.

Key Freshness: This property is to ensure the ability of a legitimate principal

to differentiate between an old key and a new key associated with another legitimate

principal.

Forward Secrecy: The forward secrecy property of a key management protocol

ensures that an adversary who has compromised a contiguous subset of old keys cannot

discover from it the subsequent keys.

Backward Secrecy: The backward secrecy property of a key management protocol

ensures that an adversary who has compromised a contiguous subset of current keys

cannot discover from it the preceding keys.

Perfect Forward Secrecy: A key management protocol with perfect forward se-

crecy ensures that the compromise of a long-term key cannot result in the compromise

of an old short-term key derived from the long-term key.

Resistance against Known Key Attacks: A key management protocol is said to

be resistant to known key attacks if an adversary who has compromised a proper subset

of old keys can neither discover any future key nor impersonate a legitimate principal

using the compromised keys.

Key Independence: Key independence property of a key management protocol

ensures that an adversary who has compromised a proper subset of keys cannot discover

an uncompromised key from the compromised keys.

Availability: The key management service should be available to the legitimate

members in the network, and security credentials should be provided to the members

whenever required despite of various types of hardware and software failures in the

network. In a MANET, failures can occur due to asymmetric and unidirectional char-

acteristics of communication links, limited and error-prone wireless connectivity, limited
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Figure 2.2: Classification of KM-AP Protocols in MANETs.

battery power of devices etc.

Robustness: Robustness of a key management protocol ensures that the key man-

agement services is available to the network members despite the compromise of a few

principals in the network or malicious activities by the adversary.

Efficiency: The key management protocol should be efficient in terms of its com-

munication, computational, storage and energy consumption cost.

Scalability: Scalability of a key management protocol means that the key manage-

ment protocol remains efficient even when the number of members in the network grows

rapidly and significantly. The key management protocol should thus seamlessly scale to

network size.

2.3.1 Overview of KM-AP Protocols in MANETs

Designing an efficient KM-AP protocol for a MANET is a challenging task because of

the lower physical security of principals as well as of the wireless communication channel

of the network. The task becomes more difficult due to the highly dynamic nature and

the limited resource capacities of MANETs. A lot of research work has been carried

out [46, 49–51, 60, 64–66, 68, 71–76, 80–83, 86–88, 95–102, 105–114, 120, 121, 124–126, 133–

136, 145, 152, 154, 155, 166–168, 175–177, 180, 184, 186, 187, 193–195] in the recent past

to provide efficient solutions to the above problem. The existing KM-AP protocols in
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MANETs can be classified from various points of view. In this survey, we focus on the

following two major classifications.

Arbitrated Vs. Self-Organized KM-AP Protocols: Based on how the trust

among network members are established, the existing KM-AP protocols can be classified

into three major categories (Fig. 2.2), viz., 1) the arbitrated KM-AP protocols [46,49–51,

60,64–66,68,71–76,80–83,86,95–98,105–111,114,120,121,133,145,152,155,167,168,175,

184,186,187,193–195], 2) the self-organized KM-AP protocols [87,99,101,102,112,113,124,

125,134–136,154,166,176,177,180], and 3) the parallel KM-AP protocols [88,100,126]. In

the arbitrated protocols, there exists one or more trusted authorities (inside or outside the

network) which arbitrates trust among the network members. These protocols require

some sort of initial security credentials, such as a secret key ring, a secret key table,

a global public key, some global parameter values etc., to be installed by a trusted

authority to each legitimate principal before the principal is deployed into the network.

A principal establishes its trust on another principal only if the other principal can

prove the possession of some security credentials issued by a trusted authority. In the

self-organized protocols, a principal do not rely on any trusted authority to establish

its trust on another principal, rather the trust is established based on the knowledge of

the principal itself. A principal may consider another principal as trusted based on its

knowledge regarding the social reputation (social trust) or the observed behavior (QoS

trust) of the other principal. Unlike in the arbitrated protocols, in the self-organized

protocols, a principal do not need to be pre-installed with any kind of initial security

credentials and thus the protocols are suitable for purely ad hoc networks. However,

the arbitrated protocols are more secure than self-organized protocols, since the trust

is arbitrated by a highly trusted authority. There exists a third category of protocols

that combine the best features from both of the above mentioned approaches. These

protocols can be termed as the parallel KM-AP protocols.

Symmetric Key Management Vs. Public Key Management Protocols: De-

pending upon the type of the keys associated with the network members, the KM-AP
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protocols in MANETs can be classified into two major categories, viz., 1) symmetric key

management protocols [46,49,50,60,64–66,71–75,80–83,95–97,101,102,105–110,120,121,

145,152,175,184,193–195], and 2) public key management protocols [51,68,76,86,87,98,

99,111–114,124,125,133–136,154,155,166–168,176,177,180,186,187]. A symmetric key

management protocol provides some mechanism using which two legitimate principals in

the network can establish a shared secret key between them. A public key management

protocol provides some mechanism using which a legitimate principal can obtain and

verify the authenticity of the public key of another legitimate principal in the network.

The authentic symmetric / public keys obtained using a KM-AP protocol are used by

the legitimate principals to ensure secure message communication between them. It can

be noted here that, we are not classifying the KM-AP protocols based upon the cryp-

tography used by the protocols, rather, based upon the type of the keys that a protocol

associates with the principals (and that are used by the principals for the purpose of

secure message communications). A KM-AP protocol in any of the above two categories

can make use of symmetric cryptography, asymmetric cryptography or a combination

of both to achieve its objectives. For instance, some symmetric key management proto-

cols, such as µTESLA [59], make use of digital signature for distributing initial security

credentials during the network initialization phase. The CLPKM protocol, which we

propose in chapter 6, describes a public key management protocol that makes use of the

symmetric cryptography based message authentication code (MAC) function to realize

its objective. Since the MANET principals are resource constrained, use of symmetric

cryptography is certainly more preferable than the use of the computationally expen-

sive public key cryptography. However, public key cryptography is more secure than

symmetric key cryptography. Moreover, a public key has the one to many verifiability,

whereas a shared secret symmetric key has one to one verifiability, and a group shared

key has poor resilience against principal compromise. For these reasons, it is sometimes

unavoidable or advantageous to use public key cryptography to implement some objec-

tives of a KM-AP protocol. But, a KM-AP protocol in MANETs should try to optimize
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the use of public key cryptography as far as possible.

In the following, we discuss the KM-AP protocols in each of above mentioned cate-

gories and try to figure out their relative merits and demerits.

2.3.2 Arbitrated KM-AP Protocols

Arbitrated KM-AP protocols in MANETs are classified into two major categories, viz.,

the arbitrated symmetric key management protocols and the arbitrated public key man-

agement protocols. The following two subsections discuss the protocols in each of these

two categories. A complete classification of the arbitrated KM-AP protocols in MANETs

is shown in figure 2.3.

Arbitrated Symmetric Key Management Protocols

Arbitrated symmetric key management protocols in MANETs belong to two major

classes, viz., A) group key management protocols [46, 49, 50, 60, 64–66, 71–73, 80, 95, 105,

106, 120, 152, 193], and B) pairwise key management protocols [74, 75, 81–83, 96, 97, 107–

110,121,145,175,184,194,195]. In the following, we discuss the protocols in each of these

two classes in detail.

A) Group Key Management Protocols.

A number of group key management protocols have been proposed [46,49,50,60,64–

66, 71–73, 80, 95, 105, 106, 120, 152, 193] both for wireless sensor networks (WSNs) and

MANETs. The basic objective of these protocols is to establish a symmetric key that

is to be shared by all the members of a group of principals in a network. The group

can include all or a subset of the members of the network. The established group key is

basically used to protect the network layer control packets. However, in some multicast

and broadcast communication scenarios, a group key is also used to protect application

layer data packets.

Basagni et al. [66] have proposed a key management scheme for the establishment
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and periodic updates of symmetric keys shared by all principals in a pebblenet. The

protocol employs a mobility-adaptive clustering mechanism along with a mechanism for

probabilistic selection of key-generating principal to achieve efficiency, scalability and

survivability. In [73] and [120], the authors have proposed symmetric group key distri-

bution schemes with revocation capability, and designed for networks with unreliable

links.

Logical key hierarchy based group key management was introduced in [46] and [49].

In these protocols, a group manager distributes a group key (and its updates), encrypted

with the individual shared secret keys between each principal and the group manager.

The protocols try to improve the scalability of this brute force key distribution method

by organizing the keys into a logical hierarchy and giving the principals additional keys.

In [105], Rhee et al. proposed a logical key hierarchy based group key management

protocol suitable for cellular ad hoc networks. In this protocol, the MANET is divided

into a number of cells, and each of these cells is controlled by a group manager. Each

cell has a different group key. A principal needs to contact the cell manager to receive

the group key of a cell when they move from one cell to another. The cell managers

communicate during key hand-off from one cell to another. The intention of the authors

is to restrict the rekeying activities to only a part of the network. However, this reduces

the robustness of the protocol and increases bandwidth consumption. A number of

other logical key hierarchy based group key management protocols can be found in

[50,60,64, 65,71,72, 80,95].

SKiMPy [106] protocol is designed with the objective to establish a MANET wide

symmetric key for protection of network layer routing information or application layer

user data. The protocol assumes pre-installed public key certificates at all the members

of the network, using which principals can authenticate each other. During network

initialization, each principal generates a random symmetric key and broadcasts it within

its neighborhood through HELLO messages. The best key is chosen according to some

criteria as the local group key. The best key is transferred to the principals with worse
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keys through a secure channel established with the aid of the predistributed certificates.

The process is repeated until the best key has been shared with all principals in the

MANET. SKiMPy proposes periodic updates of the group key to counter cryptanalysis.

The updated keys are derived from the initial group key.

In [152], the authors proposed an authentication scheme for different symmetric key

groups in MANETs. Principals having common interests and authorized by a single

authority belong to the same group. Principals of different groups are authorized by

different authority domains. However, a principal can be overlapping in the sense that

it can belong to two or more different groups. Each principal is pre-assigned with a

login id and a password offline by the authority of its group. By authenticating with the

assigned login id and password, a principal can obtain certificate of its public key online

from its authority. The connectivity between a principal and an external authority

is provided using 4G technologies like cellular network, satellite or unmanned aerial

vehicles. Principals in a group establish a single key shared for the whole group. Two

principals authenticate each other using their certificates and exchange group ID and

a secret key. This ID and key is shared with each added principal in the group after

its verification. The overlapping principals facilitate authentication of other principals

communicating from those groups.

Recently, El-Sayed has proposed the HSESGK protocol [193], which is a group key

management protocol based on clustering management scheme in MANETs. The proto-

col contains two levels of hierarchy, the first level for all the coordinators of the clusters,

called the cluster heads (CHs), and the second level for the members in a cluster with

its cluster head. The whole network is controlled by a MANET initiator. A group key

among the members of a cluster and its CH is established to secure the communications

inside the cluster. A group key among the CHs in the network is established to secure

inter-cluster communication. All the group keys are established in a distributed manner

using a variation of the Diffie-Hellman algorithm. Every principal takes a valid certifi-

cate from an offline authority before entering the network. A member can join or leave
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a group any time. HSESGK uses two trees inside each cluster for robustness and fault

tolerance. The protocol supports periodic key refreshing.

Since a single key is shared by all the members of a group or a network, the group

key management approaches have good scalability in large scale MANETs. However,

the approaches have very poor intrusion tolerance in the sense that security of the whole

group / network succumbs to a single captured principal. Moreover, with a single group

key, there is no easy way to exclude a compromised principal from the network. In the

unicast communication scenarios, where data packets require end-to-end authentication

between two communicating principals, a group key is not suitable.

B) Pairwise Key Management Protocols.

The objective of the pairwise key management protocols is to provide a mechanism

using which two principals in the network, willing to communicate with each other, can

establish a shared secret key between them. These pairwise secret keys can be used to

ensure end-to-end data packet security between communicating pairs of principals. The

pairwise symmetric key management protocols in MANETs can be classified into three

different families according to their common properties. These three families of protocols

are 1) predistribution based approaches [74, 81, 82, 96, 107–110, 145, 194], 2) master-key

based approaches [83, 121, 175, 195] and 3) server co-ordinated approaches [75, 97, 184].

Discussions on the protocols belonging to each of these three categories are provided

below.

1) Predistribution based approaches:

In these protocols, an offline authority preinstalls a set of secret values inside each

principal before it is deployed into the actual network, and a shared secret key between

two principals is established from the common preinstalled secret(s) between them. Tra-

ditional pairwise symmetric key predistribution requires each principal to store a secret

key for each of the other potential members of a network. Hence, for a large scale net-

work, say 10,000 principal (typical size of a sensor network), the storage requirement

on each principal becomes too high. Eschenauer and Gligor proposed the first effective
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solution [74] to this problem. According to their proposal, each principal is preinstalled

with a key ring which is a set of keys drawn randomly from a large pool of keys. An

identifier is associated with each key of the key pool. During the network initialization

phase, the principals broadcast the identifiers of the keys in their respective key rings. A

shared secret key is established between two principals only if they can find a common

key in their respective key rings. Clearly, this protocol can provide only a probabilistic

assurance of finding a common secret key between any two principals in a network. The

probability depends both on the size of the key pool and the size of key ring at each prin-

cipal. There exists a trade-off between this probability and the resilience of the protocol

against captured principals. The scheme relies on a controller principal (base station) to

broadcast a signed list of the key identifiers to be revoked.

An improvement over the above protocol is proposed in [81] which is a q-composite

random key predistribution scheme. In this protocol, two principals can establish a

shared secret key only if they have at least q (q > 1) common keys in their key rings. The

shared secret key is generated by performing a hash computation on the concatenation of

all of the common keys. As compared to [74], the q-composite protocol has an increased

resilience against a small quantity of captured principals, but it is more vulnerable against

an adversary which can capture several principals.

In [107], the authors have proposed polynomial pool based key predistribution for

establishment of pairwise symmetric keys in WSNs. The protocol uses a polynomial

pool instead of a key pool in [74] and [81]. The secrets on each principal of the network

are generated from a subset of polynomials in the pool. Two principals can establish a

pairwise symmetric key only if they have the secrets generated from the same polynomial.

Polynomial sharing increases resilience to captured principals. Another polynomial pool

based key predistribution scheme has been suggested by Du, Deng, Han, and Varshney

in [109].

The predistribution based protocols proposed in [96, 108, 145] exploit the knowledge

regarding the deployment of principals in a WSN to increase the probability that two
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communicating principals find a common secret key. The approaches in [96] and [108]

suggest to distribute pairwise keys to pairs of principals that, according to their expected

location, will be neighbors. In [145], the network is divided into hexagonal regions, and

each of these regions is associated with a secret matrix. A principal is preinstalled with

the rows from the matrices matched to its expected region and to the relative six neighbor

hexagonal regions. The deployment knowledge based approaches are suitable for WSNs

where a principal usually requires secure communication with its neighbouring principals

only. But the protocols are not applicable in a MANET scenario where the physical

topology and thus the neighborhood relationship among principals changes frequently,

and where non-neighbouring principals also require to establish secure communication

channels among them.

PIKE [110] is another pairwise symmetric key management protocol in MANETs

proposed by Chan and Perrig. PIKE describes a class of schemes that uses principals in a

network as the trusted intermediaries to perform key establishment between neighboring

principals. The approach neither uses random predistribution of keys nor is dependent

on deployment knowledge. In this approach, each principal is preinstalled with a unique

pairwise key with each of the O(
√
n) other principals in the network. The pairwise keys

are predistributed in such a manner that for any two principals A and B, there exists

some principal C in the network that shares a unique pairwise key with both A and B.

So, a key establishment message from A to B can be securely routed through C . Clearly,

the established key is secure only if the intermediary C has not been compromised by

the adversary.

Zhu et al. [82] combined probabilistic key predistribution with the secret sharing

technique for the establishment of pairwise symmetric keys in MANETs. A principal,

wishing to establish a shared secret key with another, picks a random secret key. Next,

the principal generates multiple shares of this secret key, and each of these secret shares

is sent to the opposite party encrypted with a predistributed common key between the

two principals. After obtaining a sufficient number of shares, the receiving principal can
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reconstruct the secret key. Assuming that the aggregated set of predistributed common

keys used in the above process are known only to the two principals involved, no other

principal will be able to decrypt enough shares to reveal the secret symmetric key.

Recently, Alireza et al. [194] have proposed a pairwise symmetric key management

protocol based on a threshold and multipath scheme. As in the protocol in [82], in this

protocol also, a source principal picks a secret key and splits it into a number of shares.

However, unlike in [82], the shares are sent to the destination principal through multiple

communication routes each of which is of length two. Predistributed keys are used to

encrypt the secret shares. Unlike the previous protocols, this protocol is designed with

a target to establish secure channel between non-neighboring principals, and hence, is

more suitable for a multihop MANET scenario.

2) Master-key based approaches:

In the master-key based approaches, a global master-key is employed to generate

the pairwise symmetric keys between principals in a network. Master-key based key

generation was introduced in the symmetric-key key establishment (SKKE) protocol for

establishing link layer keys in Zigbee alliance networks. In the SKKE protocol, a master-

key is preinstalled in each of the principals of a network. Two neighboring principals,

wishing to establish a link key, exchange random nonce values along with their IDs. The

link key is calculated from the nonce values and the IDs of the principals by computing

message authentication code (MAC) on these values where the master-key is used as the

key to the MAC function. The SKKE protocol is easy to implement, requires a very

small storage on the principals and is not dependent on any special assumptions. Hence,

it can be easily applied in MANETs. However, it has a very poor resilience against the

compromise of the master-key. An adversary can eavesdrop during key establishment

message exchanges and use cryptanalysis to deduce the master-key. Once the master-key

is compromised, all the pairwise keys generated from it also get compromised. For this

reason, the master-key based schemes in MANETs use a transitory master-key, where

the master-key is used only in the network initialization phase, after which each principal
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erases the key from its memory. This family of protocols are based on the assumption

that there exists no malicious principal in the network during the network initialization

phase. In the following, we discuss some of the protocols in this category.

In the LEAP [83] and LEAP+ [121] protocols, four different types of symmetric keys

are used for securing communications between different types of transmitter-receiver

pairs in a WSN: an individual key between a principal and the sink, a global key among

the sink and all the principals in the network, a cluster key among a principal and its all

neighbor principals, a pairwise key between two principals. The network is characterized

by a pseudorandom function and a master-key, which are known to all the principals.

Each principal has a private master key (PMK), which can be computed by executing the

pseudorandom function with the master-key, as key, and the identifier of the principal,

as seed. Two principals can generate a pairwise key between them by executing the

pseudorandom function with the PMK of the first principal on the identifier of the

second one. Once the initialization phase is over, all the principals erase all of the keys

used to generate the final pairwise keys. Hence, new principal cannot join the network

after the initialization phase.

Another transitory master-key based scheme is proposed in [175] where principals

can join the network even after the network initialization phase. Each principal of the

network is preinstalled with a master-key (kM). The protocol is targeted to establish

an encryption key for each principal in the network. The encryption key of principal

A, kA
encr is used by principal A to encrypt all data packets generated by it. Neighbors

of A, knowing the encryption key kA
encr can decrypt the data packets securely. The

network evolves through authentication cycles / phases, each of which is associated

with a network-wide authentication key. The authentication key of the j-th cycle is

computed from the authentication key of the previous cycle as kj
auth = Hash(kj−1

auth). The

preinstalled master-key is used as the authentication key during the network initialization

phase, i.e., k0
auth = kM . During the network initialization phase, a principal broadcasts a

random nonce in its neighborhood. All neighbors, receiving the random nonce, compute
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the encryption key of the principal as a function of the random nonce and the network

master-key. Before going to the next cycle, all principals calculate the authentication

key of the next cycle and then delete the authentication key of the current cycle. A

new principal joining the network holds the master-key using which it can calculate the

authentication key of any cycle. Hence, a new principal and an existing principal can

authenticate each other by proving the knowledge of the network secret. The principals

exchange their encryption keys encrypted by the authentication key of the current cycle.

If an adversary successfully compromises the authentication key of the j-th cycle, it can

only obtain the encryption keys generated from kj
auth, but cannot deduce any encryption

key generated from either the master-key KM or from the authentication key of any

previous cycle. A pairwise symmetric key KAB between principals A and B can be

generated from the encryption keys of the principals, as, KAB = (kA
encr ⊕ kB

encr).

The RSDTMK protocol [195] has been proposed recently for pairwise symmetric key

management in WSNs. Like in [175], this protocol also allows principals to join the

network after the network initialization phase. The main novelty in this protocol is that

it combines the transitory master-key based approach with the predistribution based

approach. However, instead of a key ring, each principal is predistributed with a ring of

seed values randomly drawn from a pool of seeds. During network initialization phase,

each seed is transformed into a key, using a simple permutation function, with a random

permutation factor. A pairwise symmetric key between two principals is generated as

a function of a transformed key common between the two principals (generated from

a common seed), and the master-key of the network. Once key establishments with

all the neighbors are done, a principal also computes a symmetric key for each of the

unused transformed keys using the master-key. After the initialization phase, all prin-

cipals deletes all the seed values and the master-key. However, a principal remembers

the permutation factors used to transform each of its seeds. A new principal joining

the network after the initialization phase, holds a ring of predistributed seeds and the
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master-key, using which it can establish a pairwise symmetric key with any of the exist-

ing principals in the network. The above mechanism increases the number of possible

keys in the network compared with the number of seeds in the random pool of seeds

used in the protocol. As a result, resilience against a compromised principal or a com-

promised key is increased without reducing the probability of establishing a pairwise

key between neighbouring principals. Moreover, compromise of the master-key does not

compromise all the pairwise keys, rather compromises only the keys that are generated

from a compromised seed.

3) Server co-ordinated approaches:

The protocols in this category depend upon the existence of one or more server

principals inside the network, which coordinate pairwise key establishment between a

pair of principals of the network. In some protocols [75], the base station in a WSN is

used for this purpose, whereas some other protocols [97,184] in MANETs assign the role

of a server to a principal with some special properties. In the following, we discuss three

important protocols in this category.

The SPINS protocol [75] for WSNs assumes that an individual master key is installed

in each principal of the network, which is used to generate shared secret keys between the

principal and the base station. The protocol uses two different types of symmetric keys

for two different purposes - an encryption key is used to encrypt messages, and a MAC

key is used to generate the MAC digests of messages. A separate key is used in each

direction of communication between a pair of communicating principals. Hence, a pair

of communicating principals use a total of four keys for secure communication between

them. All of these four keys are generated from a single shared secret key between the

principals. A principal wishing to establish a shared secret key with another principal

requests the base station for a common key. The base station generates a random key and

sends it to both of the principals, encrypted with their individual master keys. Nonce

values are used to guarantee the freshness of the established key. The SPINS protocol

also incorporates a mechanism, called µTESLA, for authenticated broadcast by the base
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station in a WSN, and also describes how the mechanism can be used to provide an

authenticated routing protocol in WSNs.

KAMAN [97] is a Kerberos assisted pairwise symmetric key establishment protocol

in MANETs. The protocol adopts a number of features from the well known Kerberos

authentication protocol [24] used in wired networks, to the ad-hoc networking environ-

ment. KAMAN uses multiple authentication servers in the network for load distribution

purpose. Each user has a secret password, and a user is assigned a priority accord-

ing to its trust value. Each server maintains a server repository in which it keeps the

cryptographic hashes of user passwords, priority values, and lifetimes of user passwords

corresponding to all users. By using multiple servers, and storing cryptographic hashes

of user passwords in server repositories, the protocol provides robustness against server

compromise. A client approaches an authentication server which generates a symmetric

key and encapsulates it in a ‘ticket’ and sends it to the requesting client. The client can

then use this ticket to create a secure session with the intended party. The association

of a lifetime value with a user password or a session key implements implicit revocation

of compromised credentials. An authentication server shares a secret key with each of

the other servers. All servers periodically, or on-demand, replicate their databases with

each other. The protocol incorporates an optional availability check mechanism which

can detect and disable a captured server in the network. KAMAN uses an election based

server selection mechanism. Server election is initiated when number of servers in the

network increases or decreases. A client with the highest priority is upgraded to a server.

The SPIKE protocol [184] has been proposed recently, which is a novel server coordi-

nated session key establishment protocol for WSNs. The protocol supports pairwise key

establishments between pairs of communicating principals. However, since memory is a

very scarce resource in WSNs, the protocol tries ultimately to form secure communica-

tion groups by establishing a group session key for a group of principals communicating

with each other. In this protocol, each principal is preinstalled with a secret key shared

with a central Key Management Server (KMS). When a principal wants to establish a
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session key with another principal, both of the principals requests the KMS for mutual

authentication. The KMS, after verifications, generates a random session key and sends

it to both principals, simultaneously. Later, when a principal wants to establish secure

communication with another principal that already holds a valid session key, the KMS

includes the new principal also in the same session by issuing it the same session key.

Arbitrated Public Key Management Protocols

Arbitrated public key management protocols in MANETs belong to one of the three

major categories, viz., A) distributed certificate authority (CA) based approaches [51,

68, 76, 111, 133, 186], B) distributed private key generator (PKG) based approaches [86,

98, 167,168,174,179], and C) preinstalled information based approaches [114,155,187].

A) Distributed CA Based Approaches.

The protocols in this category use public key certificates issued by a trusted certificate

authority (CA) to achieve public key verifications. The CA needs to be online in order

to provide the certificate issuance, renewal and revocation services to the principals in

the network. However, since a centralized CA is not secure in a MANET, the protocols

distribute the role of the CA either 1) among a subset of principals in the network

(partially distributed CA based approaches [51, 76, 133]), or 2) among all the principals

in the network (fully distributed CA based approaches [68, 111]). In the following, we

discuss some of the protocols belonging to each of these two subcategories.

1) Partially distributed CA based approaches:

Zhou and Haas [51] have proposed an available, intrusion-tolerant, and robust dis-

tributed CA service which can be used to provide a public key infrastructure (PKI)

system in MANETs. The private key of the CA is distributed over a set of n selected

server principals in the network using a (n, k) threshold secret sharing scheme [4]. Hence,

at least k principals must collude in order to reveal the private key of the CA. The pro-

tocol requires each principal to be preloaded with the public key of the CA. A principal
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must request to the distributed CA service to obtain its initial certificate or to get its

certificate updated. The CA service is also required for the revocation of the certificates

of compromised principals and for the distribution of certificate revocation lists (CRLs).

Each server principal can generate a partial signature on a required certificate / CRL

using its share of the CA’s private key in a threshold signature scheme [25]. A valid

signed certificate / signed CRL can be produced by collecting and combining the partial

signatures from any k servers. In order to counter mobile adversaries that can compro-

mise multiple servers over time and space, the protocol incorporates a mechanism using

which servers can collaboratively refresh their shares periodically. Verifiable secret shar-

ing scheme [22] has been used to make the share refreshing mechanism robust to missing

and erroneous shares. The protocol does not clearly specifies which principals shall act

as servers, and how a principal contacts k severs to get its certificate. Determining an

appropriate value of k is crucial for the security and availability of the CA service.

The MOCA protocol [76] is an extension to the basic distributed CA protocol in [51].

This protocol focuses on the selection of server principals, called the mobile certificate

authorities (MOCAs), and on the communication between a principal and the MOCA

servers. The protocol suggests that the principals that exhibit best physical security and

computational resources should serve as the MOCA servers. In the MOCA protocol, the

task of a combiner is performed by a requesting principal instead of a server principal

as in [51]. A principal unicasts its certificate request to β-specific MOCA servers that,

based on the freshness of routing entries or shortest distances, are likely to be accessible.

In a (n, k) threshold secret sharing scheme, k MOCA servers are required to reply the

requesting principal by sending partial signatures. The protocol chooses β = k + α,

for some α > 0, to increase the probability of receiving at least k responses. When

availability of MOCA servers drops, the protocol uses flooding as in [51].

The SEKM protocol [133] is an extension to the MOCA protocol [76], where the

authors suggest to form a multicast group by the servers of MOCA, for efficient updating

of secret shares. A principal, requiring a certificate, broadcasts a request to the CA server
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group. The server that first receives the certificate request, generates a partial signature,

and forwards the request to an additional k + α servers. However, the authors did not

specify how a server can determine that it is the first to receive a fresh certificate request.

2) Fully distributed CA based approaches:

The protocol in [68] is a fully distributed threshold CA scheme. Unlike in the partially

distributed CA protocols [51,76,133], in this protocol, all principals in the network get a

share of the private key of CA. A principal can obtain the CA service from a coalition of

k one-hop neighbor principals. Hence, the scheme is not dependent on routing; however,

it depends on a principal density of k or more one-hop neighbors. In case of lower

density, mobility of a principal can help finding the required number of CA principals.

The protocol also uses share refreshing.

The protocol in [111] is another fully distributed threshold CA based scheme. Initially,

when the number of principals in the network is very few, the scheme is parallel to the

protocol in [68]. Each principal receives a share of the private CA key. As the number of

principals increases, a hierarchy of key shares is introduced, where new principals receive

a share of a share of the CA’s private key. The protocol increases intrusion tolerance at

the price of communication cost.

All of the above mentioned protocols combine Shamir’s threshold secret sharing

scheme [4] with either the RSA signature or the DSA signature algorithm to design

a distributed CA service. Recently, Liu et al. [186] have proposed a distributed CA

scheme that combines threshold secret sharing mechanism with elliptic curve cryptogra-

phy (ECC) based signature algorithm. Since ECC based signature algorithm can provide

the same level of security with a much smaller key size as compared to RSA signature

or DSA signature algorithms, significant performance advantages are obtained in the

resource constrained MANETs. Moreover, the protocol is also capable of dynamically

adjusting the threshold value according to the size of network.

B) Distributed PKG Based Approaches.

Identity based cryptography (IBC) introduced by Shamir [12], eliminates the use of
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public key certificates. As compared to large size certificates, identities of principals

are much shorter. Moreover, the identity information that is contained in the header

of a data packet or in a routing control message can also be used as the public key of

a sender principal. For these reasons, the identity based approaches scale better than

the traditional certificate based approaches, and are suitable for bandwidth constrained

MANETs. The distributed PKG based protocols use IBC and distributes the role of the

private key generator (PKG) used in IBC either 1) among a subset of principals in the

network (partially distributed PKG based approaches [86]), or 2) among all the principals

in the network (fully distributed PKG based approaches [98,168]). Some of the protocols

in each of these two subcategory are discussed below.

1) Partially distributed PKG based approaches:

Khalili et al. [86] have proposed a public key management protocol for MANETs com-

bining IBC and threshold cryptography [25]. During the network initialization phase,

the principals in the network form a distributed PKG. A (n, k) threshold secret sharing

scheme is used to spread the PKG’s master key over the initial set of principals. This

eliminates the problem of PKG as a single point of failure, and increases intrusion toler-

ance. Each principal in the network is preinstalled with the public system parameters.

A new principal, in order to obtain its personal private key, needs to submit its identity

to any k of the n PKG servers. The principal receives a share of its personal private key

from each of the servers. After obtaining k correct shares, the requesting principal can

compute its personal private key. The private key shares should be transferred through

secure channels. However, the protocol does not specify how a secure channel is to be

constructed between a new joining principal and a PKG server in a multihop communi-

cation scenario. Moreover, explicit key revocation is not supported by this protocol.

In [179], Li et al. have combine certificate-less public key cryptography (CL-PKC)

and threshold cryptography to design a partially distributed key generation center (D-

KGC). Unlike the PKG based system in [86], the D-KGC does not have access to the

private keys of the principals of the network. Hence, the protocol not only eliminates
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the need for certificate-based public key distribution but also eliminates the key escrow

problem of the ID based cryptography. In addition to periodic key renewal, the protocol

also includes a mechanism for explicit revocation of the credentials of a compromised

principal.

2) Fully distributed PKG based approaches:

Deng et al. [98] have extended the above protocol by designing a fully distributed

PKG service. Initially, the scheme works in the same manner as in [86]. When a new

principal joins, it obtains from the PKG servers a share of the PKG’s master key in

addition to its personal private key. The protocol resolves the problem of setting up a

secure channel for the transfer of secret shares, since a principal can obtain the PKG

service from k of its neighboring principals only. Setting up a secure side channel is

easy when principals come into the physical contact of each other. Fully distributing the

PKG service also increases the availability of the PKG service, but with an increased

communication overhead.

The recently proposed ID-based multiple secrets key management (IMKM) proto-

col [168] addresses key management in a cluster-based MANET. In this protocol, each

cluster head (CH) principal, before joining the network, obtains its private key by sub-

mitting its identity to an offline trusted PKG center. During network initialization,

each pair of CH principals establish a shared secret key using a two-party authenticated

identity based key agreement protocol. Once shared secret keys between all pairs of

CH principals are established, the CH principals collaboratively construct a distributed

threshold PKG. The messages exchanged during the construction of the distributed PKG

are authenticated using the shared secret keys between the principals. The constructed

distributed PKG provides the key update and revocation services to all of the CH prin-

cipals. In addition, a newly joining CH principal also obtains its credentials from the

distributed PKG to become a part of the network. The protocol also incorporates an

ID-based authenticated group key agreement (ID-AGKA) protocol for the establishment

of a group key among the CH principals.
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Another fully distributed and private key generation based protocol is proposed

in [174]. This protocol is implemented using elliptic curve dlog-based cryptosystem.

In this scheme, a central authority creates and preinstalls secret shares matrix for each

principal of the network during the initialization phase. Each session member generates

its private/public key pair, and the session public key by collaborating with its trusted

neighbors. The authors have shown the efficiency of their proposed scheme using timings

analysis and also shown that the timing requirements of the protocol does not vary signif-

icantly with changing the key size. Although the protocol includes periodic key renewal

mechansim, there is no mechansim for explicit revocation of the keys of a compromised

principal.

In the protocols in [86,98,168,174], a principal requests any k available server princi-

pals to obtain the PKG service. However, the protocols do not mention which k servers

to select when more than k principals are available for providing the PKG service. Re-

cently, Yu et al. [167] have proposed a distributed mechanism for the optimal principal

selection for a distributed PKG based protocol, which focuses on how to optimally select

the k principals from the available server principals. The selection is made based upon

the security level of the available principals and the energy consumption cost of using a

principal as a server. The security level of a principal is derived from the intrusion detec-

tion system (IDS) running in the MANET. In order to formulate the principal selection

problem, the authors have used the multi-arm bandit system model which is a partially

observed Markov decision process (POM-DP), widely studied in operations research [5].

The mechanism can minimize the overall threat posed to the MANET while taking

into consideration the energy consumptions of the principals. The proposed mechanism

would incur extra communication overhead if used in a distributed PKG protocol for the

optimal selection of server principals.

C) Preinstalled Information Based Approaches.

The protocols in this category do not use any kind of CA or PKG. In these pro-

tocols, public key verifications are done solely based on the information preinstalled in
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the principals. A straightforward approach could be to let each principal carry all the

other principal’s public keys. However, considering the large size of a public key, the

total storage overhead on each principal would be very large for large scale networks.

Hence, this straightforward approach is not acceptable for memory constrained devices

in MANETs. In the following, we discuss protocols that try to optimize storage require-

ment on principals while enabling efficient public key verifications using only preinstalled

information.

The protocols in [114,155] use a Merkle Tree based public key verification mechanism.

In this mechanism, the entire network is divided into a number of groups. Each group

is represented by a Merkle Tree (MT) which is used for authenticating the public keys

of principals of that group. Each leaf node in a MT is obtained by taking the hash of

the identity and public key combination of a principal in the corresponding group. Each

principal belonging to a group requires to store the root value of the MT for that group,

and the set of values of the siblings of all the nodes in the path from the corresponding

leaf node to the root node in the MT. By storing these values, a principal can prove its

identity public key binding to another principal. In these protocols, there is a trade-

off between communication overhead and storage requirement on each principal, which

depends on the height of the MTs.

Recently, Gharib et al. [187] have proposed probabilistic public key management for

large scale MANETs. The approach is similar to the probabilistic predistribution based

symmetric key management approaches; however, it manages public keys of principals

instead of pairwise symmetric keys between pairs of principals. The main idea in this

proposal is that, each principal is preinstalled, by an offline authority, with k public keys

for k randomly chosen principals of the network. A principal storing the public key of

the other can directly establish a secure connection with it. However, a principal not

storing the public key of another principal can establish a secure connection with it via

a path of secure connections through one or more intermediate principals. The authors

have analytically proved that, even for small k, the secure connectivity probability of
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Figure 2.4: Classification of Self-Organized KM-AP Protocols in MANETs.

the network is very high. In addition, for a fixed connectivity probability, the average

length of a secure path is very small even for a large network. However, the authors

have not implemented the above concepts in a concrete protocol that can address the

requirements of a MANET such as the establishment of end-to-end secure connections,

key renewal, key revocation etc.

2.3.3 Self-Organized KM-AP Protocols

Self-organized KM-AP protocols in MANETs are classified into two major categories,

viz., the self-organized symmetric key management protocols and the self-organized public

key management protocols. The following two subsections discuss the protocols in each

of these two categories. A complete classification of the self-organized KM-AP protocols
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in MANETs is shown in figure 2.4.

Self-Organized Symmetric Key Management Protocols

A self-organized approach should work without any preinstalled information in the prin-

cipals. However, exchange of symmetric keys requires a secure channel, and without any

common preinstalled secret, it is very difficult to initially establish a secure channel be-

tween two principals in MANETs. Although public keys can be used to establish a secure

channel for exchanging symmetric keys, the basic problem is then transformed into the

public key management problem. For the above reasons, self-organized symmetric key

management in MANETs is practically infeasible. However, a very few approaches have

been proposed in this direction, all of which are secure only partially. In the following,

we discuss two such protocols.

Anderson et al. [101] proposed the ‘Key Infection’ protocol which is a self-organized

symmetric key management protocol for WSNs. The protocol uses a key whispering

mechanism for pairwise symmetric key establishments between neighboring principals

in the network. During the network deployment phase, each principal simply generates

a symmetric key and sends it in the clear to its one-hop neighbors. The key is first

transmitted at a low power level. The transmission power is gradually increased until

the key is heard by at least one of the neighbors and a reply is received. The protocol

relies on the assumption that during the network initialization phase, an adversary is only

able to monitor a small percentage of the communication channels. The authors have also

proposed mechanisms for key updating, multipath secrecy amplification and multihop

key propagation to enhance the security of this apparently insecure scheme. The protocol

is simple to implement, bandwidth efficient, storage scalable, and robust to byzantine

behavior and faulty principals. However, the security of the protocol is vulnerable to

eavesdropping during key whisperings. In addition, there is no authentication of the

identities of communicating principals during key establishments.
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DKPS [102] is a distributed, self-organized symmetric key management protocol pro-

posed by Chan. In this protocol, each principal in the network creates its own key-ring

by randomly selecting a set of keys from a large publicly-known key pool in a way that

satisfies the probability property of cover-free family (CFF). This ensures that, for any

subset of principals, there is at least one common key in their key-rings, which is not

present in the combined key-rings of a collusion of at most a certain number of other

principals outside the subset. A pair of principals wishing to establish a shared secret

key can use the secure shared key discovery (SSD) mechanism of the protocol. The SSD

mechanism is designed based on the additive and scalar multiplicative homomorphism

properties of encryption algorithm, and the property of non-trivial zero encryption. The

mechanism enables both side of a pair of principals to discover a common key in their

respective key-rings, without disclosing the other non-common keys. Although executing

the homomorphic operations based SSD mechanism is highly resource consuming, this

can be afforded by a pair of principals to establish a shared key for the first time. Later,

they can easily deduce updated keys using the established key. The key establishment

mechanism is secure, but lacks identity authentication as in [101].

Self-Organized Public Key Management Protocols

The self-organized public key management protocols [87, 99, 112, 113, 124, 125, 134–136,

154, 166, 176, 177, 180] do not require any kind of preexisting public key infrastructure

support (for example, in the form of a CA or PKG). In these protocols, each principal is

the authority for itself to issue public key certificates to the other principals. Whenever

two principals physically come close to each other, each of the principals can verify the

identity and the public key of the other principal through a secure side channel. If a

principal trusts the other principal, it issues a public key certificate to the other principal

certifying its identity-public key binding. Moreover, the certificate may also contain a

trust value indicating the level of trust the issuer principal has on the other principal.
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The principals store obtained certificates in their respective certificate repositories. The

set of all such certificates forms a certificate graph in the network. The vertices of the

graph represent the public keys of the principals. The existence of a directed edge from

one vertex to another vertex indicates that the ID-public key combination correspond-

ing to the public key represented in the second vertex is certified using the public key

represented in the first vertex by its owner. A path in the certificate graph formed by a

sequence of directed edges starting from a vertex to another vertex is called a certificate

chain. The public key verification between a verifier-prover pair can be done by the

verifier principal if it can obtain a certificate chain that starts from its public key and

ends at the public key of the prover principal. The verifier checks the validity and the

correctness of each of the certificates along the chain and due to the assumption of tran-

sitive trust relationships made in these protocols, the verifier obtains the authenticated

public key of the prover.

In the certificate chaining based self-organized public key verification approach, it

is important to determine an appropriate trust metric, the value of which can be used

by a principal to decide whether to issue certificate to another principal. Besides, the

reliability of a certificate chain depends on its length, since a large certificate chain can

contain a compromised principal with a higher probability. On the other hand, restricting

the chain length to a too small value, reduces the availability of a suitable certificate

chain between a verifier-prover pair. Hence, it is crucial to determine an appropriate

value for maximum chain length. Recently, Cho et al. [181] have worked on defining a

trust metric for mission specific MANETs to properly reflect unique characteristics of

trust concepts reflecting both social trust and quality of service (QoS) trust of a principal

in the network. Moreover, the authors have demonstrated how to determine an optimal

maximum chain length value while meeting both the trust chain availability and chain

reliability requirements.

Depending upon how and when a certificate chain between a verifier and a prover

principal is searched, the certificate chaining based self-organized approaches can be
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classified into two categories, viz., A) proactive certificate chaining based approaches

and B) on-demand certificate chaining based approaches.

A) Proactive Certificate Chaining based Approaches.

In the proactive certificate chaining based approaches [87,99,134,176,177], each prin-

cipal keeps, in its certificate repository, a subgraph of the certificate graph of the network.

The subgraph selection algorithm used in the protocols ensures that if, in the certificate

graph of the network, there exists a certificate chain from a given verifier principal to a

given prover principal, then, with a high probability, the chain can also be found in the

combined certificate repositories of both the principals. So, at the time of public key

verification, a verifier-prover pair can accomplish it between themselves without the help

from any other principal. However, in these protocols, the large size of the updated and

non-updated certificate repositories kept on each principal is a burden on the limited

storage of the MANET principals. Moreover, the updated certificate repository con-

struction algorithm requires the knowledge of all the certificates existing in the network,

which requires a periodic repository exchange between neighboring principals. The peri-

odic repository exchange is a highly bandwidth consuming process. Periodic certificate

update is also a problem in these protocols. A principal that issues a certificate needs

to issue updates of the same certificate periodically to all those principals keeping the

certificate in their updated certificate repositories. This imposes a greater load on the

principals that issue larger number of certificates.

B) On-demand Certificate Chaining based Approaches.

In the on-demand certificate chaining based approaches [112, 113, 124, 125, 135, 136,

154,166,180], a certificate chain is searched only when it is required. In these protocols,

each principal stores, in its certificate repository, the updated certificates, which are ei-

ther issued by it or issued to it by some other principal. Hence, there is no need for

an updated certificate repository construction algorithm. A certificate chain between a

verifier-prover pair existing in the certificate graph of the network may not be found in

the combined certificate repositories of the verifier and the prover principals. In such a
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case, the certificate-chain is searched on-demand, using a distributed searching mecha-

nism, when the public key verification is invoked by the verifier. Hence, the delay in the

public key verification can be larger in the on-demand approaches as compared to that

in proactive approaches. However, the memory consumption, the computational load

on each principal, and the overall message overhead of the on-demand self-organized

approaches are considerably lower than those in the proactive self-organized approaches.

Existing on-demand self-organized approaches are again of two types, viz., 1) hierarchi-

cal architecture based on-demand approaches and 2) flat architecture based on-demand

approaches.

1) Hierarchical architecture based on-demand approaches :

The functioning of the hierarchical architecture based on-demand approaches [124,

135, 166, 180] is based on the construction of a hierarchy of trust relationships among

the principals in the network. The structure of the hierarchy may be in the form of a

tree [135, 180] or a binary tree [166] or a cluster [124]. Each principal stores updated

certificates only for those principals that are in a parent-child relationship with the

concerned principal. Hence, the certificate graph of the network is also in a form of

hierarchy. This makes the task of on-demand certificate chain discovery easy, because,

for a given verifier-prover pair, each principal knows to whom (to its parent or to one of its

children) to forward the public key verification request. However, there are a number of

problems associated with the hierarchy based approaches. First, a principal in an upper

level of the hierarchy has to take more load as compared to a principal in the lower level

of the hierarchy. This is because a larger number of verification requests would pass

through the upper level principals than through the lower level principals. For the same

reason, the upper layer principals would be the first targets for an adversary, because, the

verification service to a larger number of principals can be disrupted by compromising

an upper layer principal. Second, when a principal gets compromised, a restructuring

would be required for a part of or the entire hierarchy (depending upon the position of

the principal in the hierarchy).
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2) Flat architecture based on-demand approaches :

In the flat architecture based on-demand approaches [112,113,125,136,154], there is

no need to maintain a hierarchy of trust relationships among the principals in network.

Some of the flat on-demand approaches [112,125] combine the authentication layer with

the underlying routing layer of the network, whereas, some other flat approaches [113,

136, 154] do not combine the two layers. In the protocol proposed by Li et al. [125], a

principal makes direct trust relationships only with its neighbor principals. The protocol

assumes an underlying on-demand routing protocol such as AODV, and combines the

certificate-chain discovery with the routing path discovery mechanism. Whenever a

verifier needs to authenticate the public key of a prover, it initiates a route discovery

using the on-demand routing protocol. When a route-reply comes from the prover, each

intermediate principal in the route attaches a certificate to the route-reply message, using

which the receiver principal of the route-reply message certifies to its successor principal

in the forward-route from the verifier to the prover. As the functioning of the protocol is

dependent on an underlying on-demand routing protocol, it cannot work with any other

routing protocol in MANETs, such as the proactive or the geographical routing protocols.

The protocol proposed in [112] utilizes the routing table information from the principals

to accomplish a public key verification, and hence, this protocol also suffers from the

same problem as stated above. Unlike the protocols in [125] and [112], the protocols

proposed in [113, 136, 154] do not combine the authentication layer with the underlying

routing layer running in the network. In [154], during an on-demand certificate chain

discovery, each principal, starting from the verifier, broadcasts a verification request in

its neighborhood. Among the recipients, only the principals that are in a direct trust

relationship with the broadcaster forward the packet to its neighborhood. In this way,

the request packet eventually reaches the prover principal hop-by-hop through successive

trusted principals. On the way from the verifier to the prover, each principal attaches

a certificate, certified by the principal itself to the predecessor principal in the forward

route from the verifier to the prover. The prover sends back to the verifier the entire
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certificate chain using which the verifier can verify the public key of the prover. If more

than one reply is received by the verifier, it chooses the one with the minimum number

of certificates, i.e., the length of a certificate chain is considered as the metric to decide

the best chain among a set of received certificate chains from the prover. However,

the protocol is not guaranteed to provide the best certificate chain (in terms of length)

existing in the certificate graph of the network. This is because each principal, during the

chain discovery process, forwards the request packet only to a subset (the principals in

the neighborhood) of principals it trusts, and hence, the request does not travel through

all possible trusted paths from the verifier to the prover. Kitada et al. have proposed

another protocol in [113], which is an improvement over the protocol proposed by them

in [112]. Unlike the protocol in [112], the protocol in [113] does not take any information

feed from the routing layer. Moreover, unlike the protocol in [154], a verifier unicasts its

verification request to all of the principals with whom it has a direct trust relationship.

The recipients also repeat the same procedure and eventually the verification request

reaches the prover principal. On the way from the verifier to the prover, each principal

attaches its certificate exactly as it is done in [154]. In this protocol, each principal only

processes and forwards the first instance of a verification request it receives, and hence,

the verifier accepts only the first reply from the prover. For this reason, this protocol is

also unable to provide the best certificate chain. The protocol in [136] solves the above

mentioned problem by modifying the request forwarding criteria of principals used in

protocol [113]. Instead of forwarding only the first packet, a principal forwards the later

packets also only if the packet comes through a path with a better metric. The metric

for a trusted path from the verifier to the prover used in this protocol is, however, the

number of routing hops of the path instead of the certificate chain length of the path

used in [154].
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2.3.4 Parallel KM-AP Protocols

The parallel KM-AP protocols combine the positive features from both the arbitrated key

management protocols and the self-organized key management protocols in MANETs.

However, these protocols also inherit the limitations and drawbacks from their parent

protocols. Below, we discuss two protocols in this category.

The composite key management protocol proposed in [100] combines the concept of

the partially distributed CA used in the MOCA protocol [76], with the certificate chaining

based verification approach used in the self-organized public key management protocols.

A principal requiring a public key certificate first tries to contact the CA servers in the

network. If it is not possible to contact sufficient number of serves, the principal searches

for neighbors that have been certified by the CA. Principals that have been certified by

the CA can also issue certificates to others. Depending upon the configuration of the

protocol, a principal indirectly certified by the CA through a certificate chain (of length

greater than one) may also be entitled to issue certificates to others. The objective is

to increase availability of the CA service compared to that in the MOCA protocol. The

protocol also assigns a binary confidence value with a certificate, which indicates the level

of confidence the issuer of the certificate has in the binding between principal identity

and key. A ‘zero’ indicates no trust, and ‘one’ indicates full trust. The confidence value of

a certificate chain is obtained by multiplying the confidence values of all the certificates

in that chain. In addition, shorter certificate chains are preferred over longer ones, since

longer chains may contain more compromised principals with a higher probability. The

protocol inherits some of the problems associated with the MOCA protocol and with the

certificate chaining based public key verification protocols.

The protocols proposed by Capkun et al. in [88, 126] are pairwise key establishment

schemes that rely on user mobility to bring principals within each other’s transmission

range, and exchange their keying materials. The authors proposed two different ver-

sions of the above mobility based key establishment scheme. One of these versions uses
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the arbitrated authentication approach, where principals obtain their public key certifi-

cates from an offline CA before deployment, and exchange the certificates during key

establishments. The other version is self-organized, where principals verify the authen-

ticity of each other by themselves and exchange either public keys or symmetric keys

through secure side channel. The self-organized version also uses security association

through trust chaining, but, restricts the chain length to two hops. The protocols do

not rely on a secure routing infrastructure for key establishments, and hence, breaks the

routing-security interdependence cycle. However, since the scheme is solely dependent

on mobility of principals, it is not suitable for pairwise key establishment in a static or

slowly-mobile MANET. The offline CA assumed in the arbitrated version is not able to

revoke certificates. The authors have suggested that the compromised principals should

revoke their own certificates in case of a private key compromise. However, determin-

ing whether a private key is really compromised is not an easy task in all situations.

Moreover, revocation of the certificate of a compromised principal is not possible.

2.3.5 Comparison of the KM-AP Protocols in MANETs

Table 2.1 and 2.2 provide a summary of the comparison of the surveyed KM-AP pro-

tocols in MANETs. It shows that tremendous research effort has been made in order

to realize the key management service in MANETs both for an environment where a

trusted third party is available to arbitrate trust among the network members, and for

an environment where no such authority exists and the protocols need to perform in a

self-organized manner. The protocols have been designed either to manage symmetric

keys or public keys or both types of keys associated with the principals in a network. The

symmetric group shared key (GSK) based protocols have poor resilience against the com-

promise of a principal than the symmetric pairwise shared key (PSK) based protocols.

However, the GSK based protocols are easier to implement and they are highly storage

scalable, and can provide a certain level of security in a MANET. Unlike symmetric
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Table 2.1: Summary 1: Comparison of KM-AP Protocols in MANETs; GSK ≡ Group
Shared Key, PSK ≡ Pairwise Shared Key, PuK ≡ Public Key.

Protocols Trust Coor-
dination

Type
of Keys
Man-
aged

Mechansim Used Assumed
Network
Architec-
ture

Wong et al. [46],
Wallner et al. [49],
Canetti et al. [50],
Balenson et al.
[60], Perrig et al.
[64], Rafaeli et al.
[65], Pietro et al.
[71], Selcuk et al.
[72], McGrew et
al. [80], Rhee et
al. [95]

Arbitrated GSK Logical key hierarchy Hierarchical

SKiMPy [106] Arbitrated GSK Key propagation through local
broadcast

Flat

Sheikh et al. [152] Arbitrated GSK Authentication using 4G tech-
nology

Hierarchical

HSESGK [193] Arbitrated GSK Authenticated Diffie-Hellman
key establishment

Hierarchical

Eschenauer et al.
[74], Chan et al.
[81], Zhu et al.
[82], Du et al.
[96], Liu et al.
[107], Liu & Ning
[108], Du et al.
[109], PIKE [110],
Yu et al. [145],
Boloorchi et al.
[194]

Arbitrated PSK Random key predistribution Flat

LEAP [83],
LEAP+ [121],
Delgado et
al. [175], RS-
DTMK [195]

Arbitrated PSK Transitory master-key based
pairwise key generation

Flat

SPINS [75], KA-
MAN [97], SPIKE
[184]

Arbitrated PSK Server Co-ordinated key es-
tablishment

Hierarchical

Zhou & Haas [51],
MOCA [76],
SEKM [133]

Arbitrated PuK Partially distributed CA Hierarchical
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Table 2.2: Summary 2: Comparison of KM-AP Protocols in MANETs; GSK ≡ Group
Shared Key, PSK ≡ Pairwise Shared Key, PuK ≡ Public Key.

Protocols Trust Coor-
dination

Type
of Keys
Man-
aged

Mechansim Used Assumed
Network
Architec-
ture

Kong et al. [68],
Zhu et al. [111]

Arbitrated PuK Fully distributed CA Flat

Khalili et al. [86],
Li et al. [179]

Arbitrated PuK Partially distributed PKG Hierarchical

Deng et al. [98],
IMKM [168],
Dahshan et
al. [174]

Arbitrated PuK Fully distributed PKG Flat

Du, Wang &
Ning [114], Ghor-
pade et al. [155],
Gharib et al. [187]

Arbitrated PuK Preinstalled information
based public key verification

Flat

Anderson et al.
[101]

Self-
organized

PSK Key Whispering Flat

DKPS [102] Self-
organized

PSK Self-organized key predistribu-
tion

Flat

C̆apkun-Buttyán-
Hubaux [87], Ren
et al. [99], Eunjin
et al. [134], C-Gil
& H-Goya [176],
Nogueira et
al. [177]

Self-
organized

PuK Proactive certificate chaining Flat

Hahn et al. [124],
Satizábal et
al. [135], Kam-
bourakis et
al. [166], Muniyal
et al. [180]

Self-
organized

PuK On-demand certificate chain-
ing

Hierarchical

Kitada-Watanabe
et al. [112],
Kitada-Takemori
et al. [113], Li et
al. [125], Mohri et
al. [136], Dahshan
et al. [154]

Self-
organized

PuK On-demand certificate chain-
ing

Flat

Yi et al. [100] Parallel PuK Partially distributed CA +
Certificate chaining

Hierarchical

C̆apkun-Hubaux-
Buttyán [88, 126]

Parallel PuK +
PSK

Mobility assisted key estab-
lishment

Flat
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keys, distribution of public keys does not require a secure channel, and hence, the public

key management protocols are useful in establishing the initial authentication between

principals in many application scenarios of MANETs, especially in the self-organized

networking environments. Besides, public keys play an important role in ensuring non-

repudiation of message communications. It can be noted that, non-repudiation is an

essential service required for the isolation of misbehaving principals in a MANET. The

KM-AP protocols differ from each other in the mechanism they use to implement their

objectives. Each mechanism has its own advantages and limitations than the others and

no mechanism can fulfill all the requirements of a MANET, rather, a specific protocol

implemented using some specific mechanism is suitable for a specific networking envi-

ronment in MANETs. We will further discuss on networking environments in MANETs

later in the subsequent chapters. Table 2.1 and 2.2 also show us the network architec-

ture assumed by the surveyed KM-AP protocols. It can be noted here that, by ‘assumed

network architecture’ we mean the network architecture that is essential for the proper

functioning of a protocol, not the default network architecture of the target network. For

instance, the architecture of a WSN, which usually contains a base station, is definitely

hierarchical. But, a PSK management protocol designed for WSN and dependent on ran-

dom key predistribution mechanism does not require the involvement of the base station

for key management after the deployment of the principals. The initial key predistribu-

tion can be done by any offline authority which, in fact, acts as the trust arbitrator for

the network. Hence, the protocol can work in a flat network architecture also. However,

hierarchical network architecture based protocols require the support of some special

purpose online principals (servers, gateways etc.) for their proper functioning, and for

this reason, cannot work in a flat network architecture.



Chapter 2 77

2.4 Network Layer IDS Protocols in MANETs

In order to design an intrusion detection system (IDS) for a network, a basic precondi-

tion is that there are intrinsic and observable characteristics of normal behavior of the

network and that it is possible to use those characteristics to distinguish normal from

abnormal behavior. The traditional IDSs used in fixed networks use either a network-

based or a host-based approach. A network-based IDS observes a network by capturing

and examining individual packets flowing through the network. A host-based IDS is

concerned with observing the activities running on a specific host. However, neither a

host-based nor a network-based IDS used in traditional networks is suitable for MANET

due to its unique characteristics. An IDS for a MANET is required to work in a collab-

orative way and as a part of the routing protocol running on it. In the following, we list

the major difficulties of designing an IDS for MANETs or adopting an existing IDS from

traditional networks to MANETs.

Lack of Traffic Concentration Points. Due to its infrastructure-less nature, there

is no traffic concentration point in a MANET unlike in a traditional network where

traffic monitoring is usually done at switches, routers and gateways etc. Therefore, IDS

protocols in MANETs should be able to work using partial and localized information of

traces of network activities collected by each principal from its radio range.

Lack of Clear Separation between Normalcy and Anomaly. It is very difficult

to make a clear separation between normalcy and anomaly in a MANET environment.

An abnormal behavior in the network might be due to an intrusion or due to a temporary

failure in some part of the network. Hence, the design of IDSs for MANETs should also

focus on distinguishing false alarms from real intrusions.

Difference in Routing Protocols. MANETs introduced a new set of routing

protocols whose functioning is significantly different from the functioning of the routing

protocols in the traditional networks. Also, unlike in a traditional network, in a MANET,

there is no separation between a host and a router. Moreover, principals acting as routers
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are not managed by a single authority and might be compromised by an adversary.

Difference in Attack Types. Since the routing attacks are dependent on routing

protocols, the types of routing attacks in MANETs and the methods used to launch these

attacks are significantly different from the routing attacks in traditional networks. Hence,

an IDS designed for a traditional network cannot be directly adopted to a MANET.

Mobility of Network. Mobility of principals in a MANET makes the task of

intrusion detection more complex. Due to the mobility of principals, it is very difficult to

capture and gather local traces of communication activities for some observation period

and to accurately characterize the normal behavior of the network. Hence, intrusion

detection in MANETs has to accommodate the dynamics of the network.

Selfishness of Principals. Due to its limited available resources, a principal in a

MANET might behave in a selfish manner and not cooperate in the routing processes.

However, this problem does not exist in a fixed wired network, where routers are usually

resource enriched devices.

Designing an efficient network layer IDS protocol for a MANET becomes more chal-

lenging due to the resource constraints of the network and the unstable nature of the

wireless links. The operations performed by an IDS protocol should not consume large

amount of storage, computing power or communication bandwidth. Moreover, an IDS

protocol should be able to work with an unreliable routing environment. In the next

sections, after describing the major routing attacks in MANETs, we discuss about the

various types of network layer IDS protocols proposed for MANETs in the literature.

2.4.1 Routing Attacks in MANETs

Routing attacks in MANETs are basically of two types, viz., 1) route logic compromise

attacks, 2) traffic pattern distortion attacks. Route logic compromise attacks are launched

during route management activities in a routing protocol. In these attacks, an attacker

tries to manipulate routing information either by misrouting a routing control message



Chapter 2 79

or by parsing and propagating false routing messages into the network. Traffic pattern

distortion attacks are launched during data packet forwarding activities in a routing

protocol. In these attacks, an attacker tries to change the normal traffic behavior of the

network by dropping packets, generating false packets or by corrupting data packets.

Some of the important known types of routing attacks in MANETs are listed below. It

can be noted here that, the specific method used by an adversary to launch an attack

(attack method) of any of the following types depends upon the target routing protocol.

Blackhole Attack: Blackhole attack [91], also known as packet dropping attack,

is the simplest form of routing attack in MANETs. In this attack, an attacker prin-

cipal behaves normally during the route discovery process and becomes a part of data

traffic routes. But, it does not forward any data packet it receives from its neighboring

principals during data transmission sessions on these routes.

Selective Forwarding Attack: In this type of attack [185], an attacker principal

forwards data packets only selectively, and drops the other data packets. This attack can

be of two types, viz., principal selective forwarding, and message selective forwarding. In

principal selective forwarding, the attacker principal refuses to forward any data packet

sent by some specific principal of the network. In message selective forwarding, the

attacker selectively forwards data packets sent by a principal.

Sinkhole Attack: Sinkhole attack is a more severe type of attack in MANETs than

the above two types of attacks. In a sinkhole attack [84, 153], an attacker principal

tries to attract all the legitimate principals in its surrounding to establish data traffic

route through it. The attacker principal can do this by advertising a fabricated routing

message containing an attractive routing metric value in response to a route discovery

process initiated by a legitimate principal. The attacker principal can then launch black-

hole attack, or selective forwarding attack during data transmission sessions, creating a

metaphoric sinkhole in the network.

Wormhole Attack: This is another important type of attack in MANET routing

protocols. Wormhole attack [122] can be lunched by two colluding principals in the
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network, which are geographically far apart from each other, but, which are connected

by a high speed communication link between them. This high speed communication link

is termed as ‘tunnel’. All of the routing control packets received by one principal from

its neighborhood is relayed through the tunnel to the other principal which replays the

packets in its neighborhood. Since the colluding principals can provide the shortest path

(one hop) between two geographically distant regions, and since a routing algorithm in

MANET chooses the shortest path to establish a data traffic route, most of the routes

between theses two regions would be established through the colluding principals. Once

the routes are established, the attacker principals either drop the data packets (active

attack) or perform some traffic analysis on the data packets (passive attack) transmitted

through them.

Rushing Attack: In a rushing attack [85], an attacker principal forwards the routing

control packets as fast as possible to its neighbors. In most of the routing protocols in

MANETs, a principal in the network processes only the routing control packet which is

received first from one of its neighbors, and discards all the other similar control packets

received from its other neighbors. A data traffic route is established through the sequence

of principals in which a routing control packet is propagated from the source principal

to the destination principal at the earliest. Hence, by forwarding routing control packets

faster, the attacker principal can increase the probability of establishing the data traffic

routes through it. Normally, the attacker principal disobeys the MAC layer protocol,

or uses some powerful hardware to forward control packets faster than its legitimate

neighboring principals. The attacker principal drops data packets transmitted through

it.

Flooding Attack: In a flooding attack [115], an attacker principal floods the net-

work by generating a huge number of routing control packets, or data packets and send-

ing those packets to its neighboring principals. The ultimate objective is to exhaust the

scarce battery power of the legitimate principals in the network, so that the network gets

disconnected or becomes unusable to provide its services properly. Hence, this can be
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considered as a kind of denial of service (DoS) attack.

Isolation Attack: This attack has been identified in [127] against the OLSR protocol

[67]. The goal of this attack is to isolate a target principal from communicating with

other principals in the network. The attacker achieves this by preventing link information

of the target principal from being spread to the whole network. So, other principals not

receiving the link information of the target principal will be unable to build routes to it,

and hence, will be unable to send data to the target principal.

Impersonation Attack: An impersonation attack is an attack in which an adver-

sary either assumes a random identity or assumes the identity of one of the legitimate

principals in the network. The goal of the attacker is to create confusion in the routing

process, or to establish bases for some other severe attack.

Byzantine Attack: In a Byzantine attack against a MANET routing protocol, two

or more malicious principals collude to drop, fabricate, modify, or misroute control or

data packets with an objective to disrupt the routing service of the network.

It can be noted here that, there exists no standard definitions for the different types

of routing attacks in MANETs. Moreover, in many cases the definitions as provided by

various researchers, and available in the literature are sometimes contradictory. However,

throughout this thesis, we follow the definitions of various types of routing attacks as

ones given above. Comprehensive surveys regarding the various types of routing attacks

in MANETs can be found in [132,144,185].

2.4.2 Overview of Existing Network Layer IDSs in MANETs

Due to the reasons discussed in the previous sections, IDS protocols in MANETs are

required to be distributed and cooperative in nature. In addition, each principal should

participate in the intrusion detection and response process, and is required to detect

intrusion locally and independently. However, neighboring principals can cooperate to

detect intrusion in a broader range.
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Figure 2.5: A Conceptual Model for an IDS Agent [92].

In [92], an architecture for intrusion detection in MANETs is discussed in detail.

According to this architecture, individual IDS agents are placed on each principal of the

network. The internals of an IDS agent in this architecture are shown in figure 2.5. Each

IDS agent runs independently and monitors local traces of communication activities using

its local data collection module. Using the local traces, the local detection engine tries

to detect intrusion and initiate local response. If anomaly is detected in the local data

traces, or if the local detection engine is unable to take conclusive decision, IDS agents

of the neighboring principals cooperatively execute global intrusion detection actions.

A secure communication module in an IDS agent is responsible for providing secure

communication channels among IDS agents of the neighboring principals.

Using an architecture similar to the one described in [92], a lot of network layer IDS

protocols for MANETs [61, 69, 77, 85, 89–91, 93, 94, 103, 115–117, 123, 127, 129, 130, 130,

131, 137–142, 146–148, 156–159, 189, 196] have been proposed in the literature. The IDS

protocols differ from each other depending upon their objectives and depending upon the

mechanisms they use to implement their objectives. We categorize all the MANET IDS

protocols reviewed in this chapter according to the taxonomy of network layer protection
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Figure 2.6: Classification of Network Layer IDS Protocols in MANETs.

mechanisms given in figure 2.6. Depending on the objectives of the protocols, the IDSs

in MANETs can be broadly classified into two major categories, viz., 1) the general

purpose IDS protocols [69, 93, 94, 103, 116, 117, 130, 131, 140–142, 148, 159], and 2) the

point detection IDS protocols [61, 77, 85, 89–91, 115, 123, 127, 129, 137–139, 146, 147, 156–

158, 189, 196]. A general purpose IDS protocol aims to defend against a wide variety of

routing attacks in MANETs; whereas, the objective of a point detection IDS protocol is

to defend against a specific type of routing attack. The general purpose IDS protocols are

complex to implement and have high resource consumptions. On the other hand, a point

detection IDS is simpler to design and implement, and consumes lesser resources than a

general purpose IDS protocol. The following two subsections provide discussions on IDS

protocols in MANETs belonging to each of the above mentioned two categories. Since,

in this thesis, we have proposed a novel point detection IDS protocol for MANETs, we

provide an in depth study of the IDSs in this category after providing only an overview

of the general purpose IDSs in MANETs.
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2.4.3 General Purpose IDS Protocols in MANETs

General purpose IDS protocols basically use three types of approaches for the detection

of intrusions in a network: 1) anomaly-based intrusion detection (ABID), 2) knowledge-

based intrusion detection (KBID), and (3) specification-based intrusion detection (SBID).

Anomaly-based intrusion detection (ABID) systems observe the activities inside a

network, and try to find out anomalies by checking any significant deviation of the ob-

served activities from normal usage profiles of the network. The ABID systems consider

anomalous behavior in a network as an outcome of possible intrusions in the network.

The ABID systems first extracts a model of the normal behavior of the network, and then

uses this model to compare the current behavior of the network to detect intrusions. For

this reason, the ABID systems are also known as behavior based intrusion detection sys-

tems. The main advantage of an ABID system is that it does not require prior knowledge

of intrusions in the network. The main disadvantage of ABID is that it might have high

false positive rates, since it considers any anomalous behavior as an intrusion. A number

of ABID based IDS protocols have been proposed for MANETs [93, 116, 130, 131, 140].

The authors in [130], proposed an anomaly detection protocol for MANETs, which uses

device behavior modeling and similarity matrix comparison techniques. In [139], the au-

thors proposed a game theoretic framework for intrusion detection in MANETs. Markov

chain classification based ABIDs for MANETs have been proposed in [93, 116,140].

Knowledge-based intrusion detection (KBID) systems, also known as misuse detection

systems, maintain a knowledge base containing signatures or patterns of well-known

attacks, and looks for these patterns in the observed behaviors in the network in an

attempt to detect intrusions. In other words, KBID systems have the prior knowledge

about some specific attacks, and look for attempts to launch these attacks. Whenever,

such an attempt is detected, a KBID system generates an alarm. The main advantage of

KBID systems is that it can accurately and efficiently detect instances of known attacks.

However, unlike the ABID systems, KBID systems lack the ability to detect new types



Chapter 2 85

of attacks. Examples of KBID based IDSs in MANETs include the protocols proposed

in [69,103,141]. In [103], the authors have used a state transition analysis based approach

to maintain the knowledge of attacks in MANETs. In [141], the authors have proposed a

services based detection framework for MANETs that identifies principals not authorized

for specific services. A peer-to-peer KBID IDS architecture based on static database is

proposed in [69].

Specification-based intrusion detection (SBID) [94,117,142] systems explicitly define

a set of specifications as a set of constraints defining the correct operation of a network

layer (routing) protocol. An ABID system monitors the execution of a routing protocol in

an attempt to detect deviations from the specifications. Any deviation from the defined

set of specifications is treated as an intrusion in the network. In [94], the authors used

a finite state machine to define correct operations in AODV routing protocol. Based

on finite state automata model, an SBID-based IDS for MANETs has been proposed

in [117]. In [142], the authors used specification synthesis to analyze MANET routing

protocols.

In some general purpose IDS protocols in MANETs, such as the ones in [148, 159],

the authors have used a combination of ABID and KBID mechanisms. We can refer to

these approaches as hybrid approaches. A detailed analysis of various general purpose

IDS protocols in MANETs can be found in [188].

2.4.4 Point Detection IDS Protocols in MANETs

The point detection IDS protocols in MANETs are basically of two types, viz., 1) IDS pro-

tocols to mitigate route logic compromise attacks [77,85,89,90,115,123,127,137,146,156],

and 2) IDS protocols to mitigate traffic pattern distortion attacks [61,91,129,138,139,147,

157, 158, 189, 196]. Both types of protocols have their own importance in enhancing the

security of the routing protocols in MANETs. The protocols in the first category oper-

ate during the route management activities in a MANET routing protocol, and help the



Chapter 2 86

routing protocols to avoid establishing routing paths through malicious principals. The

protocols in the second category operate during data packet forwarding in a MANET

routing protocol and try to identify and exclude the misbehaving principals in a net-

work. In the following two subsections, we discuss the point detection IDSs in MANETs

belonging to each of the above two categories.

IDS Protocols to Mitigate Route Logic Compromise Attacks

A protocol in this category tries to mitigate the effect of a specific type of routing attack

that is launched during route management activities in a MANET routing protocol. In

the following, we discuss some of the IDS mechanisms proposed to protect MANET

routing protocols against important types of route logic compromise attacks (section

2.4.1) in MANETs.

A) Mitigating Sinkhole Attack.

Deng et al. in [77] have proposed two distinct solutions to prevent routing attacks

in AODV protocol. The solutions address a kind of sinkhole attack, where a malicious

principal sends a RREP message, during a route discovery process, indicating falsely that

it has the shortest route to the destination. The first solution proposed by the authors

is quite simple, in which, only the destination is allowed to send the RREP message

and no intermediate principal is allowed to send RREP even if they have a route to the

destination. The increased route establishment delay due to the above modification to

the AODV protocol is tolerated in order to increase the security of established routes in

a untrustworthy network. However, since no authentication is used in RREP messages,

an attacker can forge a RREP message on behalf of the legitimate destination, and the

above solution is not able to prevent such attack.

The authors in [77] have proposed an alternative solution to the above problem, in

which, the source principal can check, using an alternative route to next hop of the reply-

ing intermediate principal, whether there exists a route from the replying intermediate
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principal to the destination. To enable this checking, a principal sending a RREP is

required to add its next hop’s information into the RREP message. After receiving the

RREP, the source principal broadcasts into the network a special message intended for

the next hop of the RREP sender principal in order to verify that the next hop principal

has a route to the destination and also it is a neighbor of the RREP sender principal.

The source trusts the RREP sender principal and establishes a route to the destination

through it only if the above checking results in a success. Otherwise, the RREP message

is simply discarded and an alarm message is broadcast by the source principal in order to

isolate the identified malicious principal from the network. In order to reduce the overall

control message overhead, the authors have suggested to use the above checking mech-

anism only when the network is found to be suspicious. While this solution can avoid

the sinkhole attack launched by a single malicious principal, it is unable to detect the

attack when conducted by a malicious principal in collusion with one of its neighboring

principals.

The authors in [137] address a type of sinkhole attack against the OLSR routing

protocol, in which a malicious principal advertises fake HELLO messages claiming to

have links to more neighbors than it actually has. According to the multipoint relay

(MPR) selection algorithm of the OLSR protocol, a principal advertising more number

of neighbors has a higher probability of being chosen as an MPR by its neighboring

principals. Since, traffic routes are established through the MPR principals, the attacker

is able to capture routes using the above method. The authors proposed the TOGBAD

protocol which is a centralized approach to defend against the above mentioned attack.

In TOGBAD protocol, a central supervisor principal constructs topology graph and per-

form plausibility checks to detect any inconsistency in the information advertised by a

malicious principal in the HELLO messages. Each principal identifies its neighbor set

by listening to the transmissions in its radio range, and sends this information to the su-

pervisor principal. The supervisor principal constructs the network topology graph from

the received information from all principals. TOGBAD uses the Cluster-Based Anomaly
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Detector (CBAD) algorithm introduced in [128] to construct the topology graph. Next,

upon reception of a HELLO message from a neighbor, a principal forwards it to the

supervisor principal. The supervisor checks to see whether the difference between the

neighbor set claimed in the HELLO message of a malicious principal and the neighbor

set of the malicious principal calculated from the topology graph of the network exceeds

a predefined threshold. If the HELLO message fails in the above plausibility check, the

supervisor concludes that this is an attempt to launch an attack and consequently an

alarm messages is broadcast in the network. The protocol assumes a computationally

powerful centralized server principal inside the network to act as the supervisor princi-

pal. This might not be practical in many MANET application scenarios. Moreover, the

protocol generates a huge control message overhead due to the forwarding of a large num-

ber of control messages to the supervisor principal, which is not suitable for bandwidth

constrained wireless channel in MANETs.

B) Mitigating Impersonation Attack.

The authors in [89], have proposed a neighbor set comparison based mechanism for

the detection of the destination identity impersonation attack against the AODV pro-

tocol. The protocol allows only the destination principal to send RREP message in

response to a route discovery process. However, the RREP messages are not authenti-

cated, and hence, a malicious principal can impersonate the identity of the destination

principal and send a RREP message. To prevent such an attack, the source principal

uses a neighbor set comparison based detection mechanism. The neighbor set of a prin-

cipal at a particular instant in time is the set of all principals in the radio range of the

concerned principal at the specified time instant. The assumption underlying the pro-

tocol is that, the probability of having the same neighbor set for two non-neighbouring

principals at the same time instant is negligible. Since an identity impersonation attack

launched by a neighbor of the destination principal can be easily detected and alerted

to the source principal by the destination principal itself, the solution proposed by the
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authors reasonably assumes that the malicious principal launching the above imperson-

ation attack is not a neighbor of the destination principal. When the source principal

receives more that one RREP message, it sends a special message to the generator of

each of the RREP messages to know their current neighbor sets. If the difference between

the neighbor sets is above a threshold limit, the source detects an impersonation attack.

In response, the source principal uses a cryptography based mechanism to recognize the

true destination. Subsequently, a new control message is sent to the true destination to

establish the correct path. Although this protocol can reduce the scope of launching the

destination identity impersonation attack, it cannot guarantee its prevention.

C) Mitigating Wormhole Attack.

Hu and Perrig [90] identified the wormhole attack as a serious threat to any MANET

routing protocol and also proposed solutions based on the use of packet leashes. A leash

is an information attached with a packet to restrict the maximum distance a packet

can travel. The authors have proposed two types of packet leashes, viz., temporal and

geographical leashes. A geographical leash ensures that the recipient of the packet is

within a certain distance from the sender. A temporal leash ensures that the packet has

an upper bound on its lifetime, which restricts the maximum travel distance, since the

packet can travel at most at the speed of light. The use of temporal leashes requires tight

clock synchronization among the principals in the network. To use temporal leashes, the

sender principal attaches a timestamp indicating the time at which the packet is sent. At

the time of receiving the same packet, the receiver principal uses this timestamp value

and the time at which the packet is received to calculate the maximum geographical

distance traversed by the received packet based on the speed of light. The receiver is

then able to determine whether the packet has traversed an unrealistic distance for the

specific network technology used and can detect a wormhole attack accordingly. The

use of geographical leashes requires each principal to be aware of its location, using

some device like GPS, and requires loosely synchronized clocks. To use a geographical

leash, the sender attaches in the packet its own location, and the time at which the
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packet is sent. Based on the maximum synchronization error among the clocks and

the upper bound on the velocity of principals, the receiver can then calculate an upper

bound for the maximum distance between itself and the sender. The authors have

also proposed a TESLA [59] based broadcast authentication protocol for lightweight

authentication of the control packets. The packet leashes based solutions require either

tightly synchronized clocks or location aware principals which may not possible to get

in all MANET applications.

The authors in [146] have proposed the WAP protocol to secure the DSR routing

protocol against the wormhole attack. The WAP protocol has two components, viz., the

neighbor monitoring component which is run by each intermediate principal in a route,

and the wormhole route detection component which is executed by the source principal,

during a route discovery. The protocol does not allow an intermediate principal to send

a RREP in response to a route discovery. In neighbor monitoring, each principal after

transmitting a RREQ, uses transmission overhearing to monitor whether its neighbors are

retransmitting the RREQ within a certain time interval, called the wormhole prevention

timer (WPT). If a RREQ transmission from a neighbor is not listened within this time,

a wormhole suspect count is increased for the neighbor. When the count crosses a

threshold, the neighbor is marked as malicious. The WPT value is calculated based upon

the maximum velocity and the maximum radio range of the principals, and assuming

the maximum propagation speed of a packet to be equal to the speed of light. When the

source principal receives a RREP, it calculates the per-hop delay of the route through

which the packet has come by calculating the time difference between the instant at which

the RREQ has been sent by the source and the instant at which the RREP is received, and

the hop-count value contained in the received RREP packet. If the calculated per-hop

delay is greater than WPT value, the source principal detects a wormhole in the route.

The main advantage of the WAP protocol is that it does not require special hardware

(like GPS) or tight clock synchronization, unlike in [90]. However, the protocol assumes

that each legitimate principal is able to forward a control packet as soon as it receives.
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However, this might not be possible in case of a congestion in the MAC layer or many

other reasons.

D) Mitigating Rushing Attack.

The RAP protocol [85] provides solutions to secure the on-demand MANET routing

protocols against the rushing attack. The protocol uses a set of three generic mechanisms,

viz., the secure neighbor detection mechanism, secure route delegation mechanism, and

the randomized RREQ forwarding mechanism. Unlike the HELLO message based stan-

dard neighbor detection used in the on-demand protocols, the secure neighbor detection

mechanism used in the RAP protocol ensures that a legitimate principal considers an-

other principal as its neighbor only if it is within a maximum distance. The distance

between neighbors are calculated by measuring the round trip times of packets exchanged

in an authenticated 3-way handshaking protocol between the neighbors. The objective

of this mechanism is to ensure that no principal can transmit packets by increasing its

transmission range beyond an upper limit. In the secure route delegation mechanism,

each principal issues a signed route delegation message to each of its secure neighbors.

A principal attaches the route delegation message received from the previous hop prin-

cipal into the RREQ message before forwarding it. The objective is to ensure that the

RREQ messages travel through a chain of secure neighbors only. Finally, in the random-

ized RREQ forwarding mechanism, a principal, instead of forwarding the first received

RREQ, randomly chooses 1 from a set of n RREQs received over a period of time for

forwarding. The objective is to ensure that paths that forward RREQs with low latency

are only slightly more likely to be selected than other paths. The RAP protocol uses a

digital signature based instantly verifiable broadcast authentication scheme which is a

variation of the HORS one-time signature scheme proposed in [78]. The authors have

shown using simulations that the above three mechanism together can provide a good

level of prevention against the rushing attack when used in the DSR routing protocol.

However, the main drawback of the RAP protocol lies in the use of its 3-way secure

handshaking mechanism which needs to be executed periodically between each pairs of
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neighbors in the network. This generates a huge control message overhead, and thus is

not suitable for large scale MANETs.

E) Mitigating Flooding Attack.

The FAP protocol proposed in [115] provides a mechanism to secure the on-demand

MANET routing protocols against the flooding attack. A flooding attack in an on-

demand routing protocol can be launched by a malicious principal by generating and

broadcasting an excessive number of RREQ packets. The authors proposed an over-

hearing based neighbor suppression mechanism to prevent the above attack. The idea

behind the mechanism is straightforward: if all the neighbors around a principal refuse

to forward its packets, the principal cannot communicate with the other principals in a

MANET. In the FAP protocol, each principal keeps track of the rate of RREQ genera-

tions by all of its neighbors. If the rate for some neighbor exceeds a predefined threshold,

the neighbor is blacklisted and any future request from the blacklisted principal to for-

ward a packet is not entertained. The protocol is simple to implement and provides a

certain level of protection against the flooding attack. However, since a principal black-

lists a neighbor only after monitoring it for an observation period, the protocol cannot

provide enough protection against a malicious principal which can move very fast and

thus can change its neighbor set very frequently.

F) Mitigating Isolation Attack.

The authors in [127] identified the isolation attack against the OLSR routing protocol

and proposed a solution for it. The attack is launched by exploiting the multipoint relay

(MPR) selection algorithm of the OLSR protocol. A malicious principal, being a neighbor

of a victim principal, advertises a false HELLO message to indicate that it has links to

all of the 2-hops neighbors of the victim principal. According to the OLSR protocol, the

victim principal would select the malicious principal as its only MPR principal. Now,

by dropping all topology control (TC) messages generated by the victim principal and

not generating any HELLO message or TC message containing the address of the victim

principal, the attacker can prevent the link information of victim principal from being
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propagated to the network. As a result, the victim principal will be detached from all

principals that are more than 2-hops away from it. The authors [127] proposed a simple

transmission overhearing based solution to the above problem. Each principal can use

promiscuous listening in the MAC layer to overhear the transmissions of its neighbors. If

a neighbor of a principal does not periodically advertise HELLO messages containing its

(the concerned principal’s) address, or if a MPR neighbor principal does not periodically

transmit TC messages containing its address, then the neighbor is detected as malicious

and blacklisted.

Although the protocol in [127] prevents isolation attack launched by a single malicious

principal, it cannot prevent the attack launched by two or more colluding principals.

Two neighboring principals, A1 and A2, can collude to launch the isolation attack in

the following way. The first attacker principal A1, which is a neighbor of the victim

principal V , advertises a false HELLO message indicating that it has links to all of

the 2-hops neighbors of V . According to the OLSR protocol, A1 would be selected

as the only MPR principal of V . A1 then chooses the second attacker A2, which is a

neighbor of A1, as its only MPR. A2 can now drop all TC messages generated by or

containing the address of victim principal V , and hence, V would be detached from the

network. Since the mischiefs are carried out outside the transmission range of the victim

principal, it cannot detect the attack using transmission overhearing. The protocol

in [123] proposed a mechanism to defend against such an attack. The solution is based

on a minor modification to the OLSR protocol, where instead of 1-hop neighbor set, a

HELLO message advertised by a principal contains its 2-hop neighbor set information.

Now, any principal can detect whether one of its neighbors has sent a false HELLO

message by searching any contradiction among the neighbor set information sent in the

HELLO messages. The above solution can prevent a malicious principal from advertising

spoofed links to non-neighboring principals. However, the protocol is not suitable for

a MANET with a relatively high mobility of principals, where the neighborhood of a

principal can change very frequently. Moreover, the protocol is unable to detect the
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above mentioned attack if the attacker spoofs links with far-away (more than two hops

away) or not-existing principals.

G) Mitigating Byzantine Attack.

The authors in [156] have proposed a mechanism for the detection and defense against

Byzantine attacks in on-demand MANET routing protocols. The mechanism requires

a public key infrastructure (PKI) existing in the network with the help of which two

principals can establish a shared secret key (SSK) between them. The route discovery

messages are protected by the SSKs along the route from a source to a destination.

The protocol detects attacks using both message and route redundancy during a route

discovery. A principal receives multiple copies of the same route discovery message

coming through different paths or encrypted by different SSKs. Hence, as long as there

are sufficiently many uncompromised principals in the network, the routing protocol

should be able to discover routes that go around some compromised principals. The

authors use either a voting mechanism or a Bayesian estimation mechanism to check

discrepancies among multiple received copies of the same routing message and to detect

the malicious principals. The authors have also proposed an optimal secure routing

protocol, named SARC, which can establish optimal or near optimal routes based on a

routing metric that combines both the trustworthiness and the performance (link quality,

congestion etc.) values of a route. Trustworthiness and performance value of a route is

calculated by accumulating those values for successive links between neighbors in that

route. A principal builds up the trustworthiness on its neighboring principals based on

its observations on the behaviors of the neighbors. The authors utilize the existence of

redundant routes between principals in a MANET to detect attacks; however, in a small

MANET, redundant routes between each pair of communicating principals may not be

always found. In this case, the proposed mechanism is unable to detect an internal

attacker.
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Figure 2.7: IDS Approaches to Mitigate Traffic Pattern Distortion Attacks in MANETs.

IDS Protocols to Mitigate Traffic Pattern Distortion Attacks

The IDSs in this category try to secure a routing protocol against the malicious principals

that have successfully become a part of some data traffic routes. A malicious principal

can become a part of a data traffic route because either there is no early stage prevention

mechanism to prevent malicious principals during the route establishment operations in

the network (as those discussed in the previous subsection), or the malicious principal

behaved normally during route establishments so that it can escape from the early stage

prevention mechanism, or the early stage prevention mechanism has failed to detect

the malicious principal due to inaccuracy of the mechanism. After becoming a part of

established data traffic routes, malicious principals individually or in collusions can try

to disrupt the packet forwarding service of a routing protocol in various ways. However,

we basically concentrate on the packet dropping attack (blackhole attack) which have

drawn the attention of many researchers in MANETs during the last few years. A

classification of different approaches used in the MANET IDSs for mitigating traffic

pattern distortion attacks is shown in figure 2.7. The protocols are basically of two

types, viz., A) the reputation based approaches [61,91,138,139,147,158,189,196], and B)
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the incentive based approaches [129, 157]. In the following, we discuss each of the two

types of approaches in detail.

A) Reputation based Approaches.

Reputation based approaches try to identify the malicious principals in the network by

monitoring the packet forwarding behaviors of principals from a cooperation perspective,

and isolate the identified misbehaving principals from the network. Based upon the

monitoring mechanism used, the reputation based approaches can be classified into two

further subcategories, viz., 1) passive overhearing based traffic monitoring approaches [61,

91,138,147], and 2) active acknowledgement based traffic monitoring approaches [139,158,

189,196]. The first category encompasses all the approaches where a principal involves in

overhearing the transmission of a neighboring principal to monitor its packet forwarding

activity. The second category encompasses all the approaches where a principal requires

acknowledgment packets actively sent by a succeeding principal in a data traffic route

in order to confirm the successful reception of data packets. Some of the important

reputation based IDS protocols in MANETs belonging to each of the above two categories

are discussed below.

1) Passive Overhearing based Traffic Monitoring Protocols:

In [61], the authors have proposed a watchdog and pathrater based mechanism to

detect and mitigate packet dropping attacks in MANETs. The solutions have been
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designed as extensions to the DSR routing protocol. The watchdog is responsible for

identifying the malicious principals, whereas the pathrater avoids establishing routing

paths through malicious principals. When a principal in a data traffic route forwards a

data packet, the watchdog running in the principal verifies, using transmission overhear-

ing, whether or not the next hop principal in the route also forwards the packet (Fig.

2.8). If the next principal does not forward the packet, the watchdog in the observing

principal increments a failure count for the next hop principal. When this count exceeds

a certain threshold, the observing principal blacklists the next hop principal and sends

a misbehavior report against the next hop principal to the source principal. Receiving

this misbehavior report, the source blacklists the reported malicious principal. As dis-

cussed by the authors [61], watchdog is not able to detect misbehaving principals in the

presence of six types of problems, viz., 1) ambiguous collisions, 2) receiver collisions, 3)

limited transmission power, 4) false misbehavior, 5) collusion and 6) partial dropping.

The pathrater module, which runs in every principal, combines the knowledge of mis-

behaving principals with link reliability information to rate different available routing

paths from a source to a destination principal. During route discovery, the path with

the best rating is chosen for forwarding data packets.

The authors in [91] have proposed an extension to the basic watchdog based mech-

anism [61]. The authors designed their mechanism to run with the AODV routing

protocol. The main focus of the authors is to increase the security of the watchdog

mechanism against collusion of malicious principals. The protocol classifies the princi-

pals in a network into three types, viz., trusted, watchdog and ordinary principal. The

initial set of principals that are deployed during the network formation considers each

other as trusted. A principal joining the network later is considered as an ordinary prin-

cipal. The watchdog principals are a subset of trusted principals which execute watchdog

mechanisms to monitor the ordinary principals in their neighborhood. Watchdog prin-

cipals are elected periodically based upon their remaining energy, storage capacity and

computing powers. The protocol uses two threshold values, viz., the suspect threshold,
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and the acceptance threshold. If a watchdog principal detects that a neighboring ordinary

principal either drops a received data packet or remains silent about the dropping of a

data packet by its (ordinary principal’s) next hop principal, then the suspect counter

corresponding to the observed principal is incremented. When the suspect count crosses

the suspect threshold, the identity of the ordinary principal is broadcast by the watchdog

principal as malicious. A watchdog principal also keeps track of the good packet for-

warding behavior of a neighboring ordinary principal, and as soon as the good behavior

count crosses the acceptance threshold, the ordinary principal is upgraded to trusted

principal. The protocol assumes a secure channel between each pair of watchdog princi-

pals. Since the watchdogs are executed only by the trusted principals, the chance of false

misbehavior reporting reduces. Moreover, unlike the basic watchdog protocol [61], this

protocol can detect two colluding ordinary principals in a route. However, the protocol

can do nothing if a watchdog principal is compromised.

Ex-Watchdog [138] is another extension to the basic watchdog mechanism [61], which

tries to solve the false misbehavior reporting problem of the basic scheme. The neighbor

monitoring mechanism used in this protocol is exactly the same as that in [61]. However,

in this protocol, when a source principal receives a misbehavior report from an interme-

diate principal, the source sends a special message through an alternative route to the

destination principal to verify the number of data packets received by it. If the number

of packets received by the destination does not match with the number of packets sent by

the source itself, the source principal blacklists the principal reported as malicious in the

received misbehavior report. Otherwise, it blacklists the intermediate principal that sent

the misbehavior report for sending false report. The authors assume a public key infras-

tructure (PKI) running in the network, which along with some encryption mechanism

ensures that malicious principals cannot tamper with the contents of control packets. As

identified by the authors [138], the protocol faces problem when there exists no alterna-

tive route to the destination to verify the correctness of a received misbehavior report.

The protocol also inherits all other problems of the basic watchdog mechanism [61].
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The authors in [147] have proposed a passive overhearing based mechanism for de-

tecting blackhole attack launched by colluding malicious principals in a MANET. In

this mechanism, initially, a backbone network of strong principals is established over the

MANET. A strong principal is a computationally powerful and trustworthy principal ca-

pable of tuning its antenna to normal as well as to long ranges. Each regular principal is

associated with a backbone network principal. The authors have proposed a distributed

protocol for the formation and maintenance of the backbone network in a MANET. For

blackhole detection, all the neighbors of a principal in a data traffic route are required to

do passive overhearing for monitoring the number of data packets received and forwarded

by the principal in a data session. Data packets in a session are transmitted in fixed sized

blocks. For each data block transmitted by the source principal, an acknowledgement

based mechanism running among the source, destination, and the backbone network,

enables the source principal to check whether the destination receives the data block

successfully. A symmetric cryptography based mechanism is used to ensure authenti-

cation in the above acknowledgement process. If the checking results in a failure, the

backbone network initiates a process for detecting the malicious principals in the route.

The backbone network is informed about the identity of the principal from which the

source received the RREP during the route discovery for the corresponding route. The

backbone network asks all the neighbors of the RREP replier principal to know to whom

the principal has forwarded the data block. Voting is used on the received responses

from the neighbor principals to determine the correct answer. If the answer is null, i.e.,

the RREP replier has forwarded data packets to none, the RREP replier is declared as

malicious and the backbone network alerts all the principal of the network. Otherwise,

the same process is repeated for the principal to which the RREP replier principal has

forwarded packets. The main advantage of the proposed mechanism is that it can be

implemented on the top of any MANET routing protocol. The main disadvantage of

the mechanism is the assumption of strong (higher resources) principals in the network,
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which makes it unsuitable for all types of MANETs. The assumption that strong princi-

pals are always trusted also restricts the use of the mechanism to specific networks. Also

it is not proved that backbone network is optimal in terms of minimality or coverage.

2) Active Acknowledgement based Traffic Monitoring Protocols:

With an objective to solve the receiver collision and limited transmission power prob-

lem of the basic watchdog based protocol [61], the authors in [139] have proposed the

TWOACK protocol which uses a two-hop acknowledgement based mechanism to de-

tect misbehaving links along a data traffic route. The proposed mechanism can work

with any source routing protocol such as the DSR protocol. Upon the receipt of a data

packet, each principal along the route from source to destination is required to send back

a TWOACK acknowledgment packet to the principal that is two hops away from it in

the reverse traffic direction (Fig. 2.9). Upon receiving this TWOACK packet, the two

hop predecessor principal Ni is confirmed that the data packet is properly forwarded by

its next hop principal Ni+1. Otherwise, the link between principals Ni+1 and Ni+2 is

considered as malicious and a report is sent to the source principal by Ni. The same

process applies to every three consecutive principals along the route. The authors use a

one-way hash chain based mechanism to ensure authentication of the TWOACK packets.

The TWOACK scheme successfully solves the receiver collision and limited transmission

power problem of watchdog based monitoring mechanism. However, the two hop ac-

knowledgment process required for every data packet transmission adds a significant
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amount of communication overhead, which is unnecessary when there is no intruder in

a route. Moreover, a compromised intermediate principal can send a false misbehavior

report against a good conducting link, and the source blacklists the link based on the

incorrect report.

In [158], the authors have proposed an adaptive acknowledgement (AACK) based

blackhole detection mechanism for the DSR routing protocol. The AACK scheme, which

is a successor of the TWOACK scheme [139], operates in two modes, viz., the AACK

mode and the TACK mode. The AACK mode is the default mode in which, a source

principal S relies only on end-to-end acknowledgements (ACKs) from the destination

D. However, if S does not receive an ACK packet within a predefined waiting time,

it switches to the TACK mode. The operation in the TACK mode is exactly same as

the operation in the TWOACK scheme, except that it detects misbehaving principals

instead of links. By optimizing the use of two hop acknowledgements, the AACK scheme

saves considerable amount of communication bandwidth as compared to the TWOACK

scheme. However, the AACK scheme also suffers from the false misbehavior reporting

problem as in the TWOACK scheme. Moreover, since the authors in the AACK scheme

[158] did not mention any authentication mechanism for the acknowledgement packets,

the scheme cannot fight against malicious principals that are able to forge control packets.

Shakshuki et al. have proposed an enhanced adaptive acknowledgement (EAACK)

based IDS scheme [189] for the detection of packet dropping misbehaviors in MANETs.

The scheme is implemented on top of the DSR routing protocol. The EAACK scheme can

be considered as an extension to the AACK [158] scheme, which aims to solve the false

misbehavior reporting problem of the TWOACK and AACK schemes. EAACK uses the

adaptive acknowledgement and the two hop acknowledgement mechanism as that used

in the AACK scheme [158]. To solve the false misbehavior reporting problem, EAACK

uses an approach similar to that used in the passive overhearing based Ex-Watchdog

scheme [138]. To verify the correctness of a misbehavior report sent by an intermediate

principal, the source principal invokes the misbehavior report authentication (MRA)
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Figure 2.10: Functioning in the Thack Mode of the A3ACK Scheme.

module of the EAACK scheme which sends an MRA packet through an alternative

route to the destination to confirm whether the data packets are received properly by it

or not. Based upon the answer of the destination, the source blacklists either the reported

principal or the reporting principal as misbehaving. The authors use digital signatures

to ensure the authentication of all acknowledgement packets. As in Ex-Watchdog [138],

the EAACK scheme also faces problem when the MRA module finds no alternative

route to the destination. Use of digital signature to authenticate each acknowledgement

packet in EAACK is highly expensive for MANETs. None of the above three schemes,

viz., TWOACK, AACK and EAACK, can fight against colluding misbehaving principals

because a principal can remain silent about the packet dropping misbehavior of its next

hop principal.

The adaptive three acknowledgement (A3ACK) scheme [196] is another extension of

the AACK scheme [158]. The A3ACK scheme can detect packet dropping attacks even

when there are two consecutive colluding misbehaving principals in a route. A3ACK is

also designed on top of the DSR routing protocol. The scheme operates in three modes,

viz., the end-to-end acknowledgement (Aack) mode, two acknowledgement (Tack) mode,

and the three acknowledgement (Thack) mode. Operations of the Aack mode and the

Tack mode of the A3ACK scheme are exactly the same as the those of the AACK mode

and TACK mode of the AACK scheme [158] respectively. While working in the Tack

mode, if the source principal fails to receive acknowledgement packet (Tack) within a
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predefined timeout, it switches to the Thack mode. In the Thack mode, every four

consecutive principals in a route work together, and the fourth principal (three hops

away from the first one) is required to send back a Thack acknowledgement packet to

the first principal in the group within a predefined time out, as in shown in figure 2.10. If

principal Ni does not receive the Thack packet from Ni+3 within the predefined timeout,

then Ni reports to the source that the principals Ni+1 and Ni+2 are misbehaving. The

A3ACK scheme solves the two principal collusion problem of the earlier acknowledgement

based schemes with the cost of extra control message overhead. However, the protocol

cannot fight against a collusion of more than two principals. Moreover, A3ACK does

not include any module for the verification of false misbehavior reporting. Also, it is not

mentioned by the authors whether A3ACK uses any authentication mechanism.

B) Incentive based Approaches.

In the incentive based (or credit based) approaches, a principal gains an incentive /

credit / payment for its cooperation in forwarding data packets for the other principals

in the network. At the same time, a principal is required to spend its credits to request

other principals to forward its packets. Moreover, a principal is fined some credits when

a misbehavior of the principal (other than packet dropping) is detected. An incentive

based approach can be either centralized where a central server manages the credits for

all principals in the network, or distributed where each principal in the network locally

manages credits for its neighboring principals. Since the incentive based approaches can

stimulate the principals in a network for cooperating in packet forwarding, the approaches

provide an effective way to fight against selfish principals in a MANET. However, to

defend against malicious principals, the incentive based approaches are not as effective

as the reputation based approaches. This is because, the incentive based protocols, unlike

the reputation based approaches, do not blacklist a packet dropping principal, rather,

restrains the network from providing any credit to the packet dropping principal so that

it cannot forward its own packets. However, the objective of a malicious principal in

MANETs is usually not to send its own packets using the network but to disrupt the
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routing service of the network. In the following, we discuss some of the incentive based

cooperation stimulating approaches proposed for MANETs.

Balakrishnan et al. have proposed the fellowship model [129] to mitigate flooding

and packet dropping attacks in any MANET routing protocol. The protocol assumes

fixed sized packets. During the network deployment phase, each principal commits a

significant proportion of its resource for network services. The committed resource is

equally distributed among the neighbors. Each principal maintains a data structure

called contribution-list in which it keeps track of the contribution-count for each of

its neighbors. Contribution-count corresponding to a neighbor indicates the amount

of resource committed to that neighbor. The model defines three parameters, viz.,

contribution-metric (δ), merit-factor (θ), and demerit-factor (λ), with the relationship

λ > θ > δ. During an observation period, the channel usage of a principal is measured

as the number of packets generated by the principal in the period. The fellowship model

works as follows. When the channel usage of a principal crosses a predefined transmission

threshold, its neighboring principals do not forward any more packet from it and reduce

the contribution-count corresponding to the principal by λ units for each packet trans-

mitted after the threshold is crossed. When a principal forwards a packet received from a

neighbor, it reduces the contribution-count corresponding to the neighbor by δ units. If

the principal fails to forward a packet, it increases the contribution-count corresponding

to the neighbor by θ units. Each principal uses passive overhearing to detect whether

its neighboring principals forward a packet sent by it or not. If a neighbor forwards a

packet, the contribution-count corresponding to it is increased by θ units; however, if it

drops the packet, contribution-count is reduced by λ units. A principal does not forward

a packet for a neighbor for which the contribution-count does not indicate a positive

value. The above mechanisms together can effectively mitigate flooding attack, identify

and expel malicious and selfish principals that do not contribute significant resources for

the network, and allow repenting expelled principals to rejoin the network. However, a

satisfactory level of cooperation would be motivated by the model only if the values for
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the parameters λ, θ, and δ are determined appropriately for a specific network.

In [157], the authors proposed Express which is a secure credit based cooperation

stimulating mechanism for MANETs. The mechanism is designed to work with the

DSR routing protocol. This is a centralized approach where a computationally powerful

reliable clearance center (RCC) is assumed, which can act as a central credit clearance

server. The RCC might be kept outside the network and the principals in the network

communicate to it periodically. The RCC opens a credit account for each principal of

the network and issues a public key certificate to it. Initially, some credits are issued

to each principal. Subsequently, a principal gains credits by forwarding packets for the

other principals and spends the collected credits to send its own packets. During a data

transmission session, each principal in the route prepares reports on its cooperation for

packet forwarding. Principals send their reports periodically to the RCC. In addition to

the forwarding principals, the source and the destination principals also send reports on

packets sent and received by them. Based on the received reports, the RCC clears the

credits of principals periodically. A principal acting as a source looses credits for sending

each packet, and a principal gains credits based on the number of packets successfully

forwarded by it. The authors proposed a digital signature and one-way hash chain based

mechanism using which the RCC can verify the authenticity and the correctness of the

contents on each report sent by the principals in the network. The mechanism requires

lightweight cryptographic operations to be executed by the principals in the network,

and costly operations to be executed by the RCC. Using a game theoretic analysis, the

authors have shown that, by adjusting the protocol parameters properly, the scheme is

able to stimulate the principals in a MANET for a certain level of cooperation. The main

drawback of the scheme lies in the assumption of a centralized computationally enriched

and reliable server which may not be found in all MANET application scenarios.
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Table 2.3: Comparison of IDS Protocols that Mitigate Route Logic Compromise Attacks
in MANETs.
IDS Proto-
col

Attack Type
Addressed

Mechansim
Used

Intrusion
Response

Routing Protocol Cryptography
Used

Deng et al.
[77]

Sinkhole at-
tack

Information
cross veri-
fication by
source

Source broad-
casts alarm
message

AODV Unspecified

TOGBAD
[137]

Sinkhole at-
tack

A supervi-
sor principal
checks plau-
sibility of
information

Supervisor
principal
broadcasts
alarm message

OLSR Unspecified

Sun et al.
[89]

Impersonation
attack

Neighbor set
verifications
by source

Route correc-
tion

AODV Public key
cryptogra-
phy

TIK [90] Wormhole
attack

Use of packet
leashes

Avoidance of
route contain-
ing wormhole

Any MANET rout-
ing protocol

TESLA
[59] based
broadcast
authenti-
cation

WAP [146] Wormhole
attack

Source detects
wormhole
route based on
packet round
trip delay

Avoidance of
route contain-
ing wormhole

DSR Digital sig-
nature

RAP [85] Rushing at-
tack

Restricting
transmission
power, secure
route dele-
gation, and
randomized
route request
forwarding

Not considered On-demand
MANET rout-
ing protocols

Digital
signature
or HMAC

FAP [115] Flooding at-
tack

Neighbor mon-
itoring

Blacklisting by
neighbors

On-demand
MANET rout-
ing protocols

Unspecified

Kannhavong
et al. [127]

Isolation at-
tack

Overhearing
transmissions
from MPR

Blacklisting by
neighbor

OLSR Unspecified

Kannhavong
et al. [123]

Isolation at-
tack

3 hops neigh-
bors discovery

Not considered OLSR Unspecified

Yu et al.
[156]

Byzantine
attack

Using message
& route redun-
dancy

Blacklisting by
message recipi-
ent

On-demand
MANET rout-
ing protocols

Symmetric
keys de-
rived from
public key
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Table 2.4: Comparison of IDS Protocols that Mitigate Traffic Pattern Distortion Attack
in MANETs.
IDS Pro-
tocol

Mechansim Used Intrusion Re-
sponse

Routing
Protocol

Cryptography Used

Watchdog
&
Pathrater
[61]

Watchdog run
by intermediate
principals

Blacklisting by
source

DSR Not mentioned

Patcha &
Mishra
[91]

Watchdog run
by trusted
principals

Alert message
broadcast by ob-
serving trusted
principal

AODV Not mentioned

Ex-
Watchdog
[138]

Watchdog run
by intermediate
principals, &
misbehavior re-
port verification

Blacklisting by
source

DSR Public key encryption

Agrawal
et
al. [147]

Monitoring by
trusted back-
bone network

Alert mes-
sage broadcast
by backbone
network

AODV Symmetric key cryptogra-
phy

TWOACK
[139]

2-hop acknowl-
edgement

Blacklisting by
source

DSR One-way hash chain

AACK
[158]

Adaptive 2-hop
acknowledge-
ment

Blacklisting by
source

DSR Not mentioned

EAACK
[189]

Adaptive 2-hop
acknowledge-
ment, & mis-
behavior report
verification

Blacklisting by
source

DSR Digital signatures

A3ACK
[196]

Adaptive 3-hop
acknowledge-
ment

Blacklisting by
source

DSR Not mentioned

Fellowship
[129]

Localized credit
management

Credit reduction Any
MANET
routing
protocol

Not mentioned

Express
[157]

Centralized
credit manage-
ment

Credit reduction DSR Digital signature, & one-way
hash chain
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Comparison of Point Detection IDS Protocols in MANETs

We have compared the point detection IDS protocols in MANETs based on parameters

such as attack type addressed, mechanism used, intrusion response, routing protocol

used, and use of cryptography in these approaches. Table 2.3 provides a comparison of

the point detection IDS protocols that try to mitigate route logic compromise attacks,

and table 2.4 provides a comparison of the point detection IDS protocols that try to

mitigate traffic pattern distortion attack (blackhole attack) in MANETs.

From table 2.3, we can observe the various types of monitoring and information

verification or validation based mechanisms that the IDS protocols in MANETs use to

defend against various types of route logic compromise attacks. It can be observed that,

the mechanism used by a protocol is designed with an objective to counter a specific

attack method used by an adversary to launch a particular type of attack. However,

the mechanism used by an IDS protocol also depends on the routing protocol on top

of which the IDS is designed to work. Most of the protocols compared in table 2.3 are

designed to work with a specific routing protocol [77, 89, 123, 127, 137, 146], whereas the

protocols in [85, 115, 156] can work with any on-demand routing protocol, and only the

protocol in [90] can work with any MANET routing protocol. Since the attack methods

used by an adversary to launch a particular type of route logic compromise attack in

MANETs is routing protocol specific, most of the IDSs designed to mitigate these attacks

are also routing protocol specific. Column 4 of table 2.3 lists the responsive actions

taken by the IDSs when existence of malicious principals in the network is identified

or detected. We can see that most of the protocols [77, 89, 115, 127, 137, 156] try to

isolate identified malicious principals from the network so that they cannot participate

in future route discoveries, whereas some other protocols [85,90,123,146] only try to avoid

establishing routes through the malicious principals. Isolation of a malicious principal

is done either globally [77, 137] where an alert message is broadcast into the network

by the principal that detects misbehavior, or locally [89, 115, 127, 156] where a principal
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detecting misbehavior blacklists a malicious principal on its own. From the last column

of table 2.3, we observe that some of the IDS protocols did not mention the use of any

cryptography in implementing their mechanisms. Since these IDSs do not authenticate

the protocol control messages, the protocols are less secure against an adversary that

can forge a packet.

All the protocols compared in table 2.4 address the packet dropping (or blackhole)

attack in MANETs. As already mentioned, the incentive based protocols [129,157] that

use a credit management mechanism and reduce credit of malicious principals as an in-

trusion response action are not as strong against malicious principals as the reputation

based protocols [61,91,138,139,147,158,189,196] that use a traffic monitoring mechanism

and isolate a malicious principal as an intrusion response action. The reputation based

protocols in which a principal uses transmission overhearing [61,91,138,147] to monitor

packet forwarding activity of a neighbor suffer from the problems of ambiguous collision,

receiver collision and limited transmission power. However, the reputation based proto-

cols that use active acknowledgements from packet recipients [139, 158, 189, 196] do not

suffer from the above mentioned problems. But, these protocols certainly have a larger

control message overhead than the overhearing based approaches. In [61, 139, 158, 196],

a source principal blacklists a principal, or a link, as misbehaving based on the report

from an intermediate principal in the route. However, since the reporting intermediate

principal might be compromised, these protocols are not safe against false misbehavior

reporting. In [138, 189], a source performs cross verification of the content of a misbe-

havior report from the destination to prevent false misbehavior reporting. The protocols

in [91, 147] assume the existence of trustworthy principals in a network, which cannot

be compromised, and allows only these trustworthy principals to generate and broadcast

alert messages against malicious principals. Most of the protocols compared in table

2.4 are designed to work on top of the DSR routing protocol, whereas the protocols

in [91, 147] work with the AODV routing protocol and only the protocol in [129] can

work with any MANET routing protocol. In a source routing protocol such as DSR,
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the header of a data packet contains the identities of all the intermediate principals in

a route from a source to a destination. This becomes an advantage in designing an IDS

mechanism to monitor the data traffic flow in a route. However, after an in depth study,

we realized that with minor modifications, the traffic monitoring IDS protocols designed

on top of a source routing protocol such as DSR, can be used on top of a table driven

routing protocol such as AODV, and vice versa. It can be noted here that, the operation

of a traffic monitoring IDS protocol does not depend on the proactive or the reactive

nature of the underlying routing protocol. This is because, a traffic monitoring IDS

mechanism runs along with the data packet forwarding module not with the route man-

agement module of a routing protocol. Finally, the protocols in table 2.4 that did not

mention the use of any cryptography lacks security, as discussed in the case of protocols

listed in table 2.3.

2.5 Chapter Summary

In this chapter, we have surveyed the existing literature related to both the key man-

agement and authentication protocols (KM-APs) and the network layer intrusion detec-

tion systems (IDSs) for MANETs. We have classified the existing KM-AP protocols in

MANETs as the arbitrated KM-AP protocols which are applicable in a managed net-

work, and the self-organized KM-AP protocols which are applicable in a self-organized

network environment in MANETs. In addition, the KM-AP protocols are also classified

as the symmetric key management protocols and the public key management protocols.

Protocols under each of these categories have been discussed and analyzed in details. We

have compared the surveyed KM-AP protocols based upon parameters such as trust coor-

dination, type of keys managed, mechanism used and the network architecture assumed

by the protocols. The existing network layer IDS protocols in MANETs are classified

into two major categories, viz., the general purpose IDS protocols and the point detection

IDS protocols. The chapter provides a detailed study and analysis of the existing point
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detection IDS protocols in MANETs. The surveyed point detection IDS protocols have

been compared based upon parameters such as attack type addressed, mechanism used,

intrusion response, routing protocol used, and use of cryptography in these protocols.

The survey done in this chapter shows us that a lot of research effort has been made

in order to design efficient KM-AP and network layer IDS protocols to ensure secure

communication in MANETs. The existing protocols have been designed for various

types of networking environments in MANETs. Different protocols designed for a specific

networking environment have used different mechanisms to implement their objectives.

Each mechanism has its own advantages and disadvantages also. Although the existing

protocols can ensure a good level of security for communication in various networking

environments of MANETs, there is still a need for doing more research in order to

design more efficient protocols that can solve the limitations associated with the existing

protocols and that can provide security solutions for networking environments for which

there exists very few protocols in the literature. We believe that the survey and analysis

made in this chapter would be useful in doing the above mentioned research.
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Extended Strand Space Model: A

Formal Verification Tool to Analyze

Correctness of Security Protocols

3.1 Overview

Irrespective of the simplicity in the design of a security protocol, it is quite a complex

task to figure out whether the protocol is correct, i.e, whether the protocol can guar-

antee its security goals. Although the strength of the cryptographic algorithms used in

the implementation of a protocol is a major concern for security, this is not the only

problem faced by the security protocol designers. Security violations can also be caused

by an attacker by violating the protocol rules or by injecting forged messages during a

protocol session. Since a hypothetical attacker can try to forge and inject messages at

each step of a protocol session, the number of such attacks is typically unbounded or

at least huge. The situation is more complicated when multiple sessions of the same

protocol run concurrently in a network, and it is quite usual in many cases. Hence,

although best practices recommended by security experts can be used while designing a
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security protocol, it is not enough to guarantee the security of the protocol. The diffi-

culty in determining the correctness of a security protocol was first witnessed when Lowe

discovered a security flaw [31] in the Needham-Schroeder public-key protocol [3] which

was believed to be secure for long 17 years.

From the above discussions, we conclude that for reasoning about the correctness

of a security protocol, rigorous, mathematical based methods are essential. It is worth

mentioning here that the above mentioned flaw in the Needham-Schroeder public-key

protocol could be found by applying formal methods as it is done in [38]. A lot of

research work has been carried out in the last several years in order to design formal

methods for reasoning about the correctness of security protocols. These methods use

either a symbolic protocol model [11, 19, 53, 118], or a computational protocol model

[9, 13, 17, 29, 44]. Computational protocol model based approaches are complex and are

closer to real implementation of a security protocol. However, symbolic model based

approaches are much more simpler and are best suited for analyzing the correctness of a

protocol when cryptographic algorithms are assumed to hold ideal properties.

Strand space model [53] (SSM) is a symbolic protocol model based formal verifi-

cation approach, which unifies a number of previously developed algebraic techniques.

SSM has quite a few advantages which made it popular for reasoning about the se-

curity protocols as compared to many other symbolic model based formal verification

approaches. Using SSM, the correctness has been proved and the potential security gaps

have been successfully identified for a number of well-known security protocols, such as

the Needham-Schroeder-Lowe protocol [38], Otway-Rees protocol [15], and Yahalom pro-

tocol [19]. SSM has also been used to analyze many recently proposed security protocols

such as the protocols in [191, 201, 202]. Some of the major advantages of SSM are as

stated in the following.

• SSM enables the analyzer of a security protocol to explicitly define the attacker

(penetrator) model. Hence, the security of a protocol can be analyzed against a
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specified hypothetical attacker.

• In SSM, security objectives of a protocol are defined clearly, and each of the security

objectives is analyzed distinctly.

• SSM provides a clear semantics to the assumptions regarding the freshness of in-

formation.

• Proofs are simple to construct and comprehend. The proofs are also informative

in the sense that they help in identifying the exact assumptions under which a

protocol is correct.

• A proof in SSM contains the exact causal relationship information which makes

the proofs concise.

Despite the above mentioned advantages, the original theory of SSM is unable to an-

alyze security protocols with security objectives other than the objectives defined by the

SSM, or having cryptographic primitives other than the primitives defined by the SSM.

The SSM model basically defines two security objectives - secrecy and authentication,

and defines two cryptographic primitives - encryption and concatenation. Moreover,

SSM does not differentiate between symmetric encryption and asymmetric encryption.

However, the most attractive feature of SSM is that, the model is flexible enough for

extending it in order to incorporate any new concepts relevant to the verification a

security protocol. Researchers have proposed a number of extended or improved ver-

sions [55, 151, 163, 170, 201] of the SSM model to accommodate additional objectives or

primitives into it. Maneki [55] has introduced the concept of ‘honest function’ to incor-

porate the exclusive-or (XOR) and exponential function as cryptographic primitives in

the SSM model. Huawei and Wenyu [151] have extended the SSM model so that it can

be used to analyze security protocols that use digital signature or message authentication

code (MAC) function as cryptographic primitives to implement integrity as a security ob-

jective. In [163], Huawei and Lizheng have considered possible dishonest activities by an
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honest principal in a network, in addition to the dishonest activities by the hypothetical

attackers. Lili et al. [170] have proposed an extended SSM model using which protocols

that use digital signature as a cryptographic primitive to implement authentication as a

security objective can be analyzed. Recently, Li et al. [201] have proposed an improved

version of the SSM model for the analysis of multiparty non-repudiation protocols which

use digital signature as a cryptographic primitive to implement non-repudiation as a

security objective.

None of the above mentioned extensions of the SSM model is suitable for analyzing

a security protocol that uses MAC function as a cryptographic primitive to implement

authentication as a security objective. In this chapter, we have extended the SSM model

in a novel way so that it can be used for the above mentioned purpose. Unlike the orig-

inal SSM model, the proposed extended model differentiates between symmetric keys

and asymmetric keys. Like in the original model, we consider dishonest activities by the

attacker principals only, and consider secrecy and authentication as security objectives.

However, we have incorporated MAC function as a symmetric cryptography based prim-

itive, and established theorems necessary for analyzing the authentication property in a

security protocol that uses MAC primitive to realize the authentication objective.

Organization

The rest of the chapter is organized as follows. In the next section, we provide an overview

of the existing work regarding the formal verification methods for security protocols.

Section 3.3 describes the fundamentals of the strand space verification model. The

proposed extended strand space verification model is presented in section 3.4. Section

3.6 concludes the chapter.
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3.2 Formal Verification of Security Protocols

A network consists of a set of principals each of which is associated with an identity

using which each principal in the network can be identified uniquely. A principal can be

either an honest principal or a dishonest principal. A dishonest principal (or attacker)

tries to prevent a security protocol to achieve its security goals. A session of a security

protocol involves exchange of messages among two or more principals in the network. At

any instant of time, there can be multiple sessions of a protocol running concurrently. A

security protocol defines a set of roles, and a principal, participating in a protocol session,

plays as one of the protocol roles. An honest principal always follows the rules defined

by a protocol; however, dishonest principals in the network are not constrained to follow

any rule. The communication channel through which the principals exchange messages

can be either a public channel or a private channel. A private channel is accessible by

the authorized principals only. However, a public channel can be accessed by anyone. It

can be noted here that the communication channel in a MANET is usually public. In

the following section, we explain how a dishonest principal can launch its attacks in a

security protocol.

3.2.1 Flaws and Attacks in a Security Protocol

An attacker usually exploits some weakness of a security protocol to launch its attack.

There can be several types of weaknesses or flaws in a security protocol. In the follow-

ing, we provide a non-exhaustive list of some of the well-known types of flaws that are

commonly found in security protocols.

Cryptographic Flaw

A security protocol usually assumes some ideal properties for the cryptographic algo-

rithms used in the implementation of the protocol. However, these ideal cryptographic

properties can be broken by an attacker by exploiting weaknesses in the cryptographic
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algorithms. For example, an adversary can try to extract the secret key used for encryp-

tion by analyzing a set of messages encrypted with that key. Moreover, the adversary

can take the advantage of some collateral information, leaked by the particular usage of

a cryptographic primitive within a security protocol, to refine its attack. For instance,

the adversary can perform power consumption analysis or time consumption analysis for

encrypting a message with different secret keys in order to get some hints on the secret

key used by a protocol.

Internal Action Flaw

A security protocol may fail to guarantee its intended security properties due to the

absence of some small but crucial operations in some steps of the protocol. This type of

weakness in a security protocol is termed as an internal action flaw. For example, the

three pass protocol in [2], has been found to be insecure due to the absence of a check

on the message received in the third step of the protocol.

Type Flaw

This kind of flaw in a security protocol is caused due to the absence of proper type check-

ing of messages. For instance, an honest principal participating in a protocol session,

may receive a message of an unexpected type sent by an attacker. Failing to detect the

type mismatch, the honest principal may interpret the contents of the message wrongly

and may respond in an unexpected way, from which the attacker can obtain some secret

information. The Otway-Rees protocol [15] is found to be insecure due to a weakness

which is of the above type.

Freshness Flaw

If a security protocol does not have the ability to distinguish between a fresh message and

an old message, a freshness flaw may occur. In such case, an attacker can reuse an old
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message, obtained from an expired session of the protocol, in a new session to mislead the

honest principals. For example, exploiting the freshness flaw in the Needham-Schroeder

authentication protocol [3], an attacker can make a server and its client reuse an old

secret key which the attacker has already compromised.

Using the flaws in a security protocol, a dishonest principal can launch various types

of attacks. Examples of such attacks include the man-in-the-middle attack, the oracle

attack, the replay attack etc. In a man-in-the-middle attack, an attacker present in the

communication route between two honest principals violates the protocol rules while

relaying protocol messages from one principal to the other. An oracle attack can be

launched in a security protocol by forcing unintended interactions among different ses-

sions of the protocol. For example, an attacker may use an honest principal as an oracle

to obtain a message that the attacker could not produce on its own. This message can

then be used to forge new messages that can be injected into another session of the same

protocol to mislead the participating principals.

3.2.2 Two Approaches to Formal Verification

A formal verification method works on an abstract protocol model that specifies the

rules defined by a security protocol. On the abstract model of a protocol, mathematical

analysis is carried out to prove whether the defined security objectives of the protocol

are ensured. The existing formal verification methods can be classified into two main

categories depending upon the abstract protocol model they use. The methods in the

first category use a symbolic protocol model and were developed mainly in the formal

methods community. The methods in the other category use a computational protocol

model which involves complexity and probability theories. Both of these approaches

have made much progress in the last few years. In the following, we provide the basic

concepts underlying each of the above mentioned approaches of formal verification.
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Symbolic Model Based Approaches

The symbolic models were first introduced by Dolev-Yao [11], and thus, these models

are also known as Dolev-Yao models. In a symbolic protocol model, a security protocol

is represented symbolically using a free-term algebra. In this term algebra, messages

are represented as terms and the cryptographic primitives are represented as operations

defined on those terms. A principal (honest or dishonest) is restricted to use only the

operations defined by the model. The cryptographic primitives are considered as black-

boxes. The model assumes some ideal properties for the cryptographic primitives. These

ideal properties are captured by the corresponding algebraic properties of the symbolic

operations.

For example, symmetric key encryption and decryption can be modeled using two

symbolic operations, enc and dec, where enc(x, y) represents the encryption of x under

the key y, and dec(x, y) represents the decryption of x with key y. The above two

operations satisfy the following equality:

dec(enc(x, y), y) = x.

Hence, the only way to obtain the term x from the encrypted term enc(x, y) is to apply

the operation dec with the key y. The above equation captures the ideal property of

symmetric encryption.

In general, any number of such equations can be incorporated to model the ideal

properties of a cryptographic primitive. However, the model assumes that the only

properties that hold for the primitive are those explicitly specified by these equations.

Furthermore, it is assumed that a dishonest principal is not able to guess the secret

keys. However, an attacker can collect, from different protocol sessions, the messages

exchanged among the honest principals through the public channel, and can apply the

cryptographic primitives defined by the model to derive some secret information from
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these messages. Examples of well known formal methods based on symbolic protocol

model include the Dolev-Yao model [11], BAN logic [19], the PCL logic [118], the strand

space model [53] etc. Some other symbolic model based approaches are proposed in

[16,20,23, 28,32,38, 43,47,54].

Computational Model based Approaches

Computational models of security protocols were originally proposed in the papers by

Goldwasser and Micali [13] and by Yao [8]. Computational models are mathematical

models that are closer to implementation of a security protocol. In these models, data are

represented as strings of bits and cryptographic primitives are modeled as probabilistic

polynomial time algorithms whose inputs and outputs are bitstrings. Some functional

properties are assumed to be fulfilled by these algorithms, (e.g., dec(enc(x, y), y) = x).

In addition, the algorithms are assumed to satisfy some constraints that express what

an attacker cannot do. An attacker is modeled as a polynomial time algorithm which

has access to public communication channel. A run of the protocol is modeled as a

probabilistic Turing machine. The length of the keys used for cryptographic operations

is considered as a security parameter, and the execution time of the attacker algorithm is

supposed to be of polynomial complexity in this security parameter. A security property

for a protocol is defined to hold computationally when the probability that the property

is violated by the attacker in a run of the probabilistic machine is negligible for a value of

the security parameter. Examples of formal verification methods based on computational

protocol model can be found in [8, 9, 13, 17, 18,29,44].

A number of automated and semi-automated tools have been proposed in the litera-

ture for the verification of an abstract security protocol. Most of these tools are designed

to work on a symbolic protocol model, but a very few of them can also work on a compu-

tational protocol model. These tools either use model checking (e.g., NRL Analyzer [30],
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Interrogator Model [33], FDR [38], Murϕ [43], Brutus [48], and Revere [39]), or use theo-

rem proving (e.g., Isabelle [45]) to automate the verification of the security of a formally

specified protocol.

Both symbolic model based approach and computational model based approach have

their own importances in analyzing the correctness of security protocols. The basic dif-

ference lies in the representation of the cryptographic primitives in the two approaches.

Symbolic approach deals with an abstract protocol model which assumes prefect cryp-

tography, and hence, the success of hypothetical adversary is deterministic. On the

other hand, in computational approach, the strength of a cryptographic primitive is a

function of the complexity of the cryptographic algorithm, and the key size used in a

specific implementation of a protocol. Hence, the success of hypothetical adversary is

probabilistic, which also depends upon the computational power of the adversary. Since

symbolic model based approach reasons about the protocol logic of a security protocol,

based on a simple model assuming perfect cryptography, this is an appropriate and an

easier way to analyze the correctness of a newly designed protocol. However, computa-

tional model based approach is useful in estimating the security of a ‘correct protocol’

in a specific implementation of it. It can be noted that, if a protocol is proven to be

incorrect using symbolic model, it would certainly be proven to be insecure using the

computational model irrespective of the implementation specification of the protocol.

There is one more advantage of the symbolic model based approach, which is in the con-

text of proof automations. Since symbolic approach reasons on a more abstract protocol

model, it is better suitable for designing automated verification tools. However, due to

the inherent complexities, the computational approach is very difficult to use in proof

automation. Considering the advantages of both the approaches, researchers have been

trying to bridge the gap between the two approaches. A recent survey on the progress

in this direction has been done by Warinschi et al. [178].
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3.2.3 Verification of Protocol Implementation

In addition to verifying the abstract model of a security protocol, formal verification

of security protocols also addresses the issue of verifying protocol implementations. A

protocol implementation is a piece of code which is written in a specific programming

language (like C, Java etc.), based upon an abstract protocol specification. There ex-

its a large gap between an abstract protocol and its real implementation, which arises

from the complex data types and control flows used in implementations. Moreover, se-

curity flaws can also be introduced by the programmers during implementation of an

abstract protocol. Hence, even if the abstract model of a protocol is proved secure us-

ing some formal verification method, a real implementation of the protocol may not

be secure. Researchers have proposed semi-automated formal techniques to solve the

above problem. These techniques belong to two main categories, viz., the automated

model extraction approaches [149, 150, 160, 161, 169], and the automated code generation

approaches [162, 171–173, 182]. In automated model extraction approach, an abstract

protocol is extracted in an automated way from the code implementing a protocol, and

security is analyzed using formal methods on this abstract protocol. However, there

is a need to prove the soundness of the logical correspondence between the real imple-

mentation and the extracted abstract protocol. On the other hand, an automated code

generation approach starts from an abstract protocol by proving its security using some

formal method. Next, depending upon specified programming language, a computation-

ally sound implementation code is generated in an automated way from the specification

of the abstract protocol. Since, in this thesis, we work on designing new security proto-

cols that can overcome drawbacks of the existing protocols, we concentrate on proving

the security of an abstract protocol rather than its implementation. Hence, we do not

dwelve much more into the literature related to formal verification of security protocol

implementations. However, one can refer to [200] for a comprehensive survey on this

research.
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Table 3.1: List of Symbols and Variables Used in the Strand Space and its Extended
Model.
A set of all unsigned terms

(messages)
TPID set of all principal-IDs (subset of T)

s a strand K set of all cryptographic keys
n a node in a strand k a set of keys (subset of K)
Σ a strand space (set of all

strands)
K an instance of key (element of K)

NΣ set of all nodes in a strand
space Σ

KSK set of all symmetric keys

C a bundle KASK set of all asymmetric keys
T set of all atomic terms KP set of all keys known to a penetrator P
C set of all ciphertext terms KP

SK
set of all symmetric keys known to a
penetrator P

J set of all terms output of a
join operation

KP

ASK
set of all asymmetric keys known to a
penetrator P

M set of all terms output of a
MAC operation

Ik[x] k-ideal of a term x

AM set of all authenticated
terms (message-MAC pairs)

Ik[S] k-ideal of a set of terms S

3.3 Fundamentals of Strand Space Model

In this section, we provide a brief introduction to the strand space model. For a detailed

understanding of the strand space theory, one can refer to [53]. In the strand space

model, the execution of a specific protocol in a specific network, during a specified period

of time, is represented by a set of strands. A strand represents the sequence of message

transmission and reception events that are executed by a particular principal, in a single

run of the protocol. If a principal is involved in multiple runs of the protocol during

the specified time period, then each run is represented by a separate strand. A principal

can be either a legitimate member of the network or a penetrator. The strand space is

the set of all such strands each of which corresponds to a single protocol run, run by a

legitimate member or a penetrator, during the specified period of time. A bundle is a

set of causally related strands, which is a subset of the strand space. In the following,
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we describe the strand space model using more formal terminologies. Table 3.1 provides

a list of symbols and variables that has been used to describe the strand space and the

proposed extended model in this chapter.

3.3.1 Strand Space Basics

A term is a message that can be exchanged between any two principals in a protocol.

The set of all possible terms is represented by the set A. If a0, a1 ∈ A are two terms,

then a0 � a1 expresses that a0 is a subterm of the term a1. In particular, a0 is a subterm

of itself, i.e., a0 � a0. A signed term denotes the transmission or the reception event

of a term. For instance, if a term a is sent by a principal A and is received by another

principal B, then the corresponding transmission and the reception events are denoted

by the signed terms +a and −a respectively. The notation (±A)∗ is used to represent

the set of all possible finite sequences of signed terms. We use the convention that a

term is unsigned unless otherwise specified. A strand space is a set Σ equipped with a

trace mapping tr : Σ → (±A)∗. Each element s ∈ Σ is a strand and tr(s) is called the

trace of the strand s. The mapping tr is not necessarily injective (i.e., one-to-one).

Definition 3.3.1. The following are defined over a fixed strand space Σ

1. If s ∈ Σ and i is an integer whose value ranges between 1 and length(tr(s)), then

the pair �s, i� is called a node belonging to the strand s. Let n = �s, i�. Then we

also express this relationship as n ∈ s. The set of all nodes belonging to all strands

in Σ is represented by the set NΣ.

2. Suppose n ∈ NΣ is a node and n = �s, i� for some s ∈ Σ. Then term(n) is defined

as the ith signed term of tr(s), i.e. term(n) = (tr(s))i. The unsigned part of

the term(n) is denoted as uns term(n). Let an unsigned term t � uns term(n).

For the sake of brevity, this relationship is also expressed as t � term(n), and we

also say that t occurs in n. More generally, term(n) is sometimes considered as
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unsigned and we use term(n) instead of uns term(n). It would be clear from the

context when term(n) is considered unsigned.

3. Suppose node n1 ∈ s1 and node n2 ∈ s2 for some strands s1, s2 ∈ Σ. Then an edge

in the form n1 → n2 expresses that term(n1) = +a and term(n2) = −a for some

a ∈ A.

4. An edge in the form n1 ⇒+ n2 from a node n1 to another node n2 expresses that,

n1 = �s, i�, n2 = �s, j� for some s ∈ Σ and, i < j. In the special case, the edge

n1 ⇒ n2 expresses that n1 = �s, i�, n2 = �s, i+ 1�.

3.3.2 Concept of Bundle

Definition 3.3.2. Let Σ be a strand space and NΣ be the set of all nodes in Σ. By→Σ,

we denote the set of all edges in Σ that are of the form n1 → n2 for some n1, n2 ∈ NΣ.

By ⇒Σ, we denote the set of all edges in Σ that are of the form n1 ⇒ n2 for some

n1, n2 ∈ NΣ. Let GΣ = �VΣ,EΣ� be a directed graph defined over Σ, where VΣ = NΣ,

and EΣ = (→Σ ∪ ⇒Σ). Let C be a finite and acyclic subgraph of GΣ, which is defined

as C = �NC,EC�, where NC ⊂ NΣ, EC = (→C ∪ ⇒C), →C⊂→Σ and ⇒C⊂⇒Σ.

Now, C is said to be a bundle if it satisfies the following two conditions.

1. For some n1, n2 ∈ NΣ, if n2 ∈ NC and edge (n1 → n2) ∈→Σ, then edge (n1 →
n2) ∈→C.

2. For some n1, n2 ∈ NΣ, if n2 ∈ NC and edge (n1 ⇒ n2) ∈⇒Σ, then edge (n1 ⇒
n2) ∈⇒C.

Definition 3.3.3. Suppose n is a node, s is a strand and C is a bundle in a strand space

Σ. We say n is in C, i.e., n ∈ C, iff n ∈ NC. Strand s is in C, i.e., s ∈ C, iff n� ∈ NC for

all n� ∈ s.
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Definition 3.3.4. Suppose C is a bundle, and s is a strand that may or may not belong

to C. C-height(s) is defined as the largest integer i for which the node �s, i� is in C.

Remark 3.3.5. For some strand s and bundle C, C-height(s) = 0 implies that s /∈ C, and
C-height(s) = length(tr(s)) implies that s ∈ C.

Definition 3.3.6. Suppose s is a strand, C is a bundle, and C-height(s) = l. Then

C-trace(s) = �(tr(s))1, (tr(s))2, ..., (tr(s))l�.

Definition 3.3.7. Let U ⊆ A be a set of unsigned terms. A node n ∈ NΣ is said to

be an entry point for U if the sign of term(n) is positive, uns term(n) ∈ U, and for all

n� ⇒+ n, uns term(n�) /∈ U.

Lemma 3.3.8. Let a ∈ A be an unsigned term, U = {b | a � b}, and let n ∈ NΣ.

Then n is an entry point for U iff a � uns term(n), sign of term(n) is positive, and

∀n� ⇒+ n, a is not a subterm of uns term(n�).

Definition 3.3.9. Suppose a ∈ A is an unsigned term and n ∈ NΣ. Let us define the

set U = {b | a � b}. Now, we say a originates on n iff n is an entry point for U. In

addition, if a does not originate on any other node n� ∈ NΣ, then we say a is uniquely

originating in Σ (a originates in NΣ uniquely).

Remark 3.3.10. Note that if a originates on a node n, it is not necessary that a =

uns term(n). However, it follows from definition 3.3.7 and 3.3.9 that a � uns term(n),

sign of term(n) is positive, and ∀n� ⇒+ n, a is not a subterm of uns term(n�).

Definition 3.3.11. For a bundle C, let us define by �C, the reflexive, transitive closure

of the set of edges (EC) in C. From definition 3.3.1, it is obvious that the relation �C is

antisymmetric also, i.e. �C is a partial order.

Remark 3.3.12. The relation �C is a subset of NC ×NC.

Lemma 3.3.13. Suppose C is a bundle. If S is a non-empty subset of NC, then S has

�C-minimal members.
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Remark 3.3.14. Lemma 3.3.13 follows from the properties of �C relation.

Lemma 3.3.15. Let C be a bundle, and S be a non-empty subset of NC that satisfies the

following condition:

If (∃n, n� ∈ NC, such that, uns term(n) = uns term(n�)), then (n ∈ S ⇔ n� ∈ S).
Then, if m is a �C-minimal member of S, the sign of m must be positive.

Lemma 3.3.16. Let C be a bundle, a ∈ A be an unsigned term, and S be a subset of

NC, where S = {n | a � term(n)}. Now, if m is a �C-minimal member of S, then a

originates on the node m.

3.3.3 Concepts of Term Algebra

Definition 3.3.17. The set of terms A is specialized into two disjoint subsets T and K,

where T represents the set of atomic messages, andK represents the set of cryptographic

keys.

Definition 3.3.18. A term algebra on A is defined with the help of the following three

cryptographic functions.

1. inv: K→ K

2. encr: K×A → A

3. join: A×A → A

Function inv is injective. For the sake of convenience, the following notations are used

interchangeably. inv(K) = K−1, encr(K,m) = {m}K , join(a, b) = ab. If k ⊆ K, then
the set of inverses of the members of k is denoted by the set k−1. Let us define the set of

ciphertext messages by the set C, and the set of messages that are the output of a join

operation, by the set J, i.e., C = {{a}K | a ∈ A ∧K ∈ K}, and J = {ab | a, b ∈ A}.

Axiom 3.3.19. Suppose a, b, c, d ∈ A and K1, K2 ∈ K. The assumptions of free encryp-

tion are stated as follows.
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1. {a}K1 = {b}K2 iff (a = b ∧K1 = K2)

2. ab = cd iff (a = c ∧ b = d)

3. The sets C, J, K, T are pairwise mutually exclusive.

Definition 3.3.20. A term is said to be simple if it is an element of (T ∪K ∪C).

Definition 3.3.21. Suppose a, b, c ∈ A and K ∈ K. The subterm relation (�) is defined

as the following.

1. a � a

2. a � {b}K iff (a � b ∨ a = {b}K)

3. a � bc iff (a � b ∨ a � c)

3.3.4 Defining a Penetrator

Definition 3.3.22. Let KP be the set of keys that are known to a penetrator. The

following are all the possible traces that can be associated with a penetrator.

1. Text Message (M-type trace): �+a�; a ∈ T

2. Flushing (F-type trace): �−a�; a ∈ A

3. Tee (T-type trace): �−a,+a,+a�; a ∈ A

4. Concatenation (C-type trace): �−a,−b,+ab�; a, b ∈ A

5. Separation into components (S-type trace): �−ab,+a,+b�; a, b ∈ A

6. Key (K-type trace): �+K�; K ∈ KP

7. Encryption (E-type trace): �−K,−a,+{a}K�; a ∈ A, K ∈ K

8. Decryption (D-type trace): �−K−1,−{a}K ,+a�; a ∈ A, K ∈ K
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Essentially, the set of penetrator traces defines the cryptographic capabilities of a poten-

tial penetrator of the network.

3.3.5 Concepts of Ideals and Honesty

Definition 3.3.23. Let k ⊆ K. The k-ideal defined over A is a subset Ik of A such

that,

1. a ∈ Ik =⇒ (ab, ba ∈ Ik)∀b ∈ A.

2. a ∈ Ik =⇒ ({a}K ∈ Ik)∀K ∈ k.

For some x ∈ A and S ⊆ A, the notations Ik[x] and Ik[S] denote the smallest k-ideals

that contain x and S respectively. Note that for two atomic terms a, b ∈ A, if a �= b,

then b /∈ Ik[a].

Proposition 3.3.24. If S ⊆ A, then Ik[S] is the union of the k-ideals of each element

of S, i.e., Ik[S] =
∪

x∈S Ik[x].

Proposition 3.3.25. Let K ∈ K, k ⊆ K, and S be a subset of A such that every

element of S is an element of (T∪K). Now, if {a}K ∈ Ik[S], then a ∈ Ik[S] and K ∈ k.

Proposition 3.3.26. Let k ⊆ K,S ⊆ A such that every element of S is simple. Now,

if ab ∈ Ik[S], then either a ∈ Ik[S] or b ∈ Ik[S].

Proposition 3.3.27. Let C be a bundle, I ⊆ A, and S ⊆ NC such that, S = {n ∈
NC | uns term(n) ∈ I}. Now, if m is a �C-minimal member of S, then m is an entry

point for I.

Definition 3.3.28. Let C be a bundle, and I ⊆ A. Now, I is said to be honest relative

to C if the following condition is satisfied.

∀m ∈ NC, (m is an entry point for I) implies (m is a regular (non-penetrator) node)

or (m is an M-type penetrator node) or (m is a K-type penetrator node).
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Theorem 3.3.29. If k ⊆ K, S ⊆ T∪K, and K ⊆ S∪k−1, then Ik[S] is honest relative

to any bundle C.

Corollary 3.3.30. Let C be a bundle, k ⊆ K, S ⊆ T∪K, K = S∪k−1, and S∩KP = ∅.
Now, (uns term(n) ∈ Ik[S]; ∃n ∈ C) implies that there must be a regular node m in C,
which is an entry point for Ik[S].

Corollary 3.3.31. Let C be a bundle, k ⊆ K, S ⊆ T ∪K, K = S ∪ k−1, S ∩KP = ∅,
and there is no regular node in the bundle C, which is an entry point for Ik[S]. Then, if

a term a = {x}K, for some x ∈ A and K ∈ S, occurs in a node in C, then the term a

originates on a regular node only.

3.4 Proposed Extension to the Strand Space Model

The extended strand space model is defined on the platform of the strand space basics

(subsection 3.3.1) and the concept of bundle (subsection 3.3.2) as given in the original

model. In the following, we first extend the term algebra (subsection 3.3.3) and the

penetrator model (subsection 3.3.4) of the original strand space model to accommodate

the additional cryptographic primitives. Then, we refine the concepts in the original

strand space model about ideals and honesty (subsection 3.3.5) in the context of our

extended model. The following subsections describe the extended term algebra, the

extended penetrator model and the refined concepts of ideals and honesty of the extended

strand space model.

3.4.1 Extended Term Algebra

This subsection describes the term algebra of the extended strand space model, which is

an extension over the term algebra defined in subsection 3.3.3.

Definition 3.4.1. Further specialization of the set of terms A.
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We extend the specialization (Definition 3.3.17) of the set of terms A by further

specializing its subsets T and K. The set of atomic messages T is specialized into a

set TPID ⊆ T, where TPID represents the set of all principal-IDs that can be used in a

protocol. The set of cryptographic keys K is specialized into two disjoint subsets KSK

and KASK, where KSK represents the set of symmetric keys and KASK represents the

set of asymmetric keys that can be used in a security protocol, and KSK ∪KASK = K.

Definition 3.4.2. A term algebra on A is defined with the help of the following six

basic cryptographic functions.

1. The key-inverse operation inv : K→ K

• inv(K) is also denoted as K−1

• Mapping inv is injective

• inv(inv(K)) = K, ∀K ∈ K

• If k ⊆ K, then k−1 = {inv(K) | K ∈ k}

• If K ∈ KSK, then inv(K) = K

• If K ∈ KASK, then inv(K) = K �, where K � ∈ KASK and K � �= K

2. The symmetric encryption operation symencr : KSK ×A → A

• symencr(K,m) is also denoted as {m}K

• The set of messages that are output of an symencr operation is denoted by

CSE, i.e., CSE = {{a}K | a ∈ A ∧K ∈ KSK}

3. The asymmetric encryption operation asymencr : KASK ×A → A

• asymencr(K,m) is also denoted as �m�K

• The set of messages that are output of an asymencr operation is denoted by

CASE, i.e., CASE = {{a}K | a ∈ A ∧K ∈ KASK}



Chapter 3 132

4. The join operation join : A×A → A

• join(a, b) is also denoted as ab

• The set of messages that are output of a join operation is denoted by J, i.e.,

J = {ab | a, b ∈ A}

5. The MAC operation mac : KSK ×A → A

• mac(K,m) is also denoted as MACK(m)

• The set of messages that are output of a mac operation is denoted byM, i.e.,

M = {MACK(m) | m ∈ A ∧K ∈ KSK}

6. The shared secret key mapping ssk : TPID ×TPID → KSK

• ssk(X, Y ) is also denoted as KXY

• ssk(X, Y ) = ssk(Y,X), i.e., KXY = KY X

• Mapping ssk is injective, i.e., (KXY = KX�Y �) implies ((X = X � ∧ Y =

Y �) ∨ (X = Y � ∧ Y = X �))

Axiom 3.4.3. We extend the set of assumptions of free encryption defined in Axiom

3.3.19 as follows. Suppose, a, b, c, d,m1,m2 ∈ A and K1, K2 ∈ KSK.

1. {a}K1 = {b}K2 iff (a = b ∧K1 = K2)

2. ab = cd iff (a = c ∧ b = d)

3. MACK1(m1) = MACK2(m2) iff (m1 = m2 ∧K1 = K2)

4. The sets CSE,CASE, J, M, K, T are pairwise mutually exclusive.

Definition 3.4.4. The subterm relation (�) of definition 3.3.21 is redefined as the

following. Suppose, a, b, c,m ∈ A and K ∈ KSK.

1. a � a
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2. a � {b}K iff (a � b ∨ a = {b}K)

3. a � bc iff (a � b ∨ a � c)

4. a � MACK(m) iff (a = MACK(m))

From the above definition, we can see that, a � b implies a � {b}K , but, a � m does

not imply that a � MACK(m). The assertion 4 in definition 3.4.4 is reasonable because

knowing K, one can easily calculate b from {b}K , but, m cannot be computed from

MACK(m) even if K is known.

Definition 3.4.5. A composite cryptographic function message-authenticate or msgauth

is defined using the two basic cryptographic functions join and mac (defined in Definition

3.4.2) as follows.

• msgauth : KSK ×A → A

• msgauth(K,m) is also denoted as [m]K

• [m]K = join(m,mac(K,m)) = m MACK(m)

The set of messages that are output of a msgauth operation is denoted by set AM.

Clearly, AM ⊆ J.

Lemma 3.4.6. Suppose m1,m2 ∈ A and K1, K2 ∈ KSK. Then, [m1]K1 = [m2]K2 iff

(m1 = m2 ∧K1 = K2).

Proof. The lemma can easily be proved using definition 3.4.5 and the axiom 3.4.3 in the

following way.

[m1]K1 = [m2]K2 ⇔ m1 MACK1(m1) = m2 MACK2(m2) (from Def. 3.4.5)

⇔ m1 = m2 ∧MACK1(m1) = MACK2(m2) (from Axiom 3.4.3)

Again, MACK1(m1) = MACK2(m2) ⇔ K1 = K2 (from Axiom 3.4.3). Hence, [m1]K1 =

[m2]K2 iff (m1 = m2 ∧K1 = K2).
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Lemma 3.4.7. Suppose a,m ∈ A, K ∈ KSK. Then, a � [m]K iff a � m ∨ a =

MACK(m).

Proof. The lemma can be proved using definition 3.4.4 and definition 3.4.5 in the follow-

ing way.

a � [m]K ⇔ a � m MACK(m) (from Def. 3.4.5)

⇔ a � m ∨ a � MACK(m) (from Def. 3.4.4)

Again, a � MACK(m) ⇔ a = MACK(m) (from Def. 3.4.4). Hence, a � [m]K iff

a � m ∨ a = MACK(m).

3.4.2 Extended Penetrator Model

This subsection describes the penetrator model of the extended strand space model,

which is an extension over the penetrator model defined in section 3.3.22.

Definition 3.4.8. Let KP

SK
⊆ KSK be the set of symmetric keys and KP

ASK
⊆ KASK

be the set of asymmetric keys that are initially known to a penetrator. Let us also define

KP = KP

SK
∪KP

ASK
. The list of all possible penetrator traces are now defined as follows.

1. Text Message (M-type trace): �+a�; a ∈ T

2. Flushing (F-type trace): �−a�; a ∈ A

3. Tee (T-type trace): �−a,+a,+a�; a ∈ A

4. Concatenation (C-type trace): �−a,−b,+ab�; a, b ∈ A

5. Separation into components (S-type trace): �−ab,+a,+b�; a, b ∈ A

6. Key (K-type trace): �+K�; K ∈ KP

7. Sym-Encryption (SE-type trace): �−K,−a,+{a}K�; a ∈ A, K ∈ KSK
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8. Sym-Decryption (SD-type trace): �−K−1,−{a}K ,+a�; a ∈ A, K ∈ KASK

9. MAC-Computation (MAC-type trace): �−K,−a,+MACK(a)�; a ∈ A, K ∈ KSK

10. Authenticating message with MAC (MMAC-type trace):�−K,−a,+[a]K�; a ∈ A, K ∈
KSK

3.4.3 Refined Concepts of Ideals and Honesty

Definition of Ideals and Honesty

The extended strand space model inherits the definitions of ideal (Definition 3.3.23) and

the definition of honesty (Definition 3.3.28) from the original model.

Re-Establishment of Proposition 3.3.24 - Proposition 3.3.27

The correctness of Proposition 3.3.24, Proposition 3.3.25, Proposition 3.3.26, and Propo-

sition 3.3.27 is dependent upon the definition of ideals, assumptions of free encryption

and upon the concept of bundle (proofs are given in [53]). As mentioned above, the ex-

tended strand space model inherits the definition of ideals and the concept of bundle from

the original model. Moreover, the set of assumptions of free encryption in the extended

model is a superset of the assumptions in the original model. Hence, the propositions

(Prop.3.3.24 - Proposition 3.3.27) are valid in the extended strand space model also.

Re-Establishment of Theorem 3.3.29

(If k ⊆ K, S ⊆ T∪K, and K ⊆ S∪ k−1, then Ik[S] is honest relative to any bundle C.)

Proof. As every element of S is either an element of T or an element of K, proposition

3.3.25 and proposition 3.3.26 can be applied here. Let us suppose that m is a penetrator

node and is an entry point for Ik[S]. By the definition of entry point (Def. 3.3.7), m

must be a positive node, term(m) ∈ Ik[S] and the term of any node preceding node
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m cannot belong to Ik[S]. We need to consider various kinds of penetrator strands (as

defined in Def. 3.4.8) on which m can occur. The node m cannot occur on an F-type,

T-type, C-type, S-type, SE-type or SD-type penetrator strand (reasons are similar to

those given in the proof of Theorem 6.11 in [53]). Now, let us consider the remaining

two cases:

Case 1 (MAC-type trace). m is on a strand with trace �−K,−a,+MACK(a)�. Since m
is a positive node, m is the third node of the strand. So, term(m) = MACK(a). Hence,

MACK(a) ∈ Ik[S]. According to clause 5 of definition 3.4.2, MACK(a) ∈ M. Now,

MACK(a) is neither a ciphertext message nor the outcome of a join operation. Hence,

by the definition of ideals (Def. 3.3.23), MACK(a) ∈ Ik[S] implies MACK(a) ∈ S. But,
S ⊆ T ∪K. These facts contradict axiom 3.4.3, which says that the sets M,K,T are

mutually exclusive.

Case 2 (MMAC-type trace). m is on a strand with trace �−K,−a,+[a]K�. Hence, m =

+[a]K and, [a]K ∈ Ik[S]. Thus, by definition 3.4.5, a MACK(a) ∈ Ik[S]. So, according
to proposition 3.3.26, either a ∈ Ik[S] or MACK(a) ∈ Ik[S]. If a ∈ Ik[S], then node

m cannot be an entry point. On the other hand, MACK(a) ∈ Ik[S] contradicts axiom
3.4.3, as explained above.

So, node m can occur only on a M-type or K-type penetrator strand, if not occurring

on a regular strand. Hence, according to definition 3.3.28, Ik[S] is honest relative to any

bundle C.

Re-Establishment of Corollary 3.3.30

(Let C be a bundle, k ⊆ K, S ⊆ T ∪ K, K = S ∪ k−1, and S ∩ KP = ∅. Now,

(term(n) ∈ Ik[S]; for some n ∈ C) implies that there must be a regular node m in C,
which is an entry point for Ik[S].)

Proof. The corollary is similar to the corollary 6.12 in [53]. The correctness of this

corollary depends upon the correctness of proposition 3.3.27 and theorem 3.3.29. As
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both of them are already established in the context of the extended strand space model,

corollary 3.3.30 is also valid in the extended model.

Re-Establishment of Corollary 3.3.31

(Let C be a bundle, k ⊆ K, S ⊆ T∪K, K = S∪k−1, S∩KP = ∅, and there is no regular
node in the bundle C, which is an entry point for Ik[S]. Then, if a term a = {x}K , for
some x ∈ A and K ∈ S, occurs in a node in C, then the term a originates on a regular

node only.)

Proof. Using corollary 3.3.30, it can be said that there is no node in C whose term belongs

to Ik[S]. Now, let us suppose that there is a node n in C, such that, term(n) = a. By

contradiction, let us also assume that the term a originates on a node m ∈ C, which is a

penetrator node. Let us consider all types of penetrator strands, as defined in definition

3.4.8, where m can occur. Node m cannot occur on an F-type, T-type, K-type, M-type,

C-type, S-type, SE-type or SD-type penetrator strand (reasons are similar to those given

in the proof of Corollary 6.13 in [53]). Hence, now, we examine the remaining two cases:

Case 1 (MAC-type trace). m is on a strand with trace �−K0,−h,+MACK0(h)�. As m
is an originating node for the term a, by the definition of originating node (definition

3.3.9), m must be a positive node. Hence, m is the third node of the strand. So,

term(m) = MACK0(h). Again, as the term a originates on m, by definition 3.3.7

and 3.3.9, a � term(m), i.e., a � MACK0(h). By definition 3.4.4, this implies a =

MACK0(h). But, a ∈ CSE, and MACK0(h) ∈ M. These two contradict axiom 3.4.3

which says the set CSE, and M are mutually exclusive to each other.

Case 2 (MMAC-type trace). m is on a strand with trace �−K0,−h,+[h]K0�. So, m =

+[h]K0 , and term(m) = [h]K0 = h MACK0(h). As explained above, a � term(m), i.e.,

a � h MACK0(h). By definition 3.4.4, this implies a � h or, a � MACK0(h). But, a � h

contradicts the assumption that a originates on m. On the other hand, a � MACK0(h)

contradicts axiom 3.4.3, as explained above.
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Hence, a = {x}K can originate on a regular node only.

Corollary 3.4.9. Let C be a bundle, k ⊆ K, S ⊆ T ∪K, K = S ∪ k−1, S ∩KP = ∅,
and there is no regular node in the bundle C, which is an entry point for Ik[S]. Then any

term of the form [g]K for K ∈ S does not originate on a penetrator node.

Proof. Using corollary 3.3.30, it can be said that there is no node in C whose term belongs

to Ik[S]. Suppose [g]K originates on a penetrator node m ∈ C. By definition 3.3.7 and

3.3.9, m must be a positive node, [g]K � term(m), and for any node n preceding m,

[g]K cannot be the subterm of term(n). We now need to consider all types of penetrator

strands, as defined in definition 3.4.8, where m can occur. By simple observation, m

cannot occur on a M-type, F-type, T-type, C-type, S-type or K-type penetrator strand.

Let us examine the other cases:

Case 1 (SE-type trace). m is on a strand with trace �−K0,−h,+{h}K0�. As m is a

positive node, m = +{h}K0 . So, term(m) = {h}K0 . Now, [g]K � term(m), i.e., [g]K �

{h}K0 . By definition 3.4.4, this implies either [g]K � h or, [g]K = {h}K0 . Now, [g]K � h

contradicts the assumption that [g]K originates on m. Again, [g]K ∈ J (Def. 3.4.5), and
{h}K0 ∈ CSE (Def. 3.4.2). So, [g]K = {h}K0 contradicts axiom 3.4.3, which says the set

J, and CSE are mutually exclusive to each other.

Case 2 (SD-type trace). m is on a strand with trace �−K−1
0 ,−{h}K0 ,+h�. Hence, m =

+h, i.e., term(m) = h. Now, [g]K � term(m) means [g]K � h. From this, using

definition 3.4.4, we can say [g]K � {h}K0 . But, this contradicts the assumption that

[g]K originates on m.

Case 3 (MAC-type trace). m is on a strand with trace �−K0,−h,+MACK0(h)�. Hence,
m = +MACK0(h), i.e., term(m) = MACK0(h). So, [g]K � term(m) means [g]K �

MACK0(h). By definition 3.4.4, this implies [g]K = MACK0(h). But, [g]K ∈ J (Def.

3.4.5), andMACK0(h) ∈M (Def. 3.4.2). So, [g]K = MACK0(h) contradicts axiom 3.4.3,

which says the set J, and M are mutually exclusive to each other.
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Case 4 (MMAC-type trace). m is on a strand with trace �−K0,−h,+[h]K0�. Hence,

m = +[h]K0 , i.e., term(m) = [h]K0 . So, [g]K � term(m) means [g]K � [h]K0 . By lemma

3.4.7, this implies either [g]K � h or, [g]K = MACK0(h). Now, [g]K � h contradicts the

assumption that [g]K originates onm. On the other hand, [g]K = MACK0(h) contradicts

axiom 3.4.3, as explained above.

Hence, [g]K cannot originate on a penetrator node, or in other words, [g]K can origi-

nate only on a regular node.

3.5 Usefulness of the Proposed Extension

Table 3.2 compares different aspects of the proposed extended strand space model with

those of the original SSM and the other existing extensions to it. As we can see from this

table, unlike the original SSM, all of the extended models, including the proposed model,

differentiate between symmetric and asymmetric cryptography. However, like the original

SSM, the proposed model and the other extensions, except the model proposed in [163],

do not consider dishonest activities by the honest principals in a network. In other words,

these verification models do not consider the attacks on a security protocol launched by

the potential internal attackers in a network, and they assume the existence of some

proper intrusion detection system (IDS) responsible for identifying and excluding the

internal attackers from the network. It can be noted that, the above assumption is true

for almost all the practical MANET application scenarios, which we have also assumed

throughout this thesis. The last column in table 3.2 summarizes the main cryptographic

features of the target security protocols (i.e., the protocols that can be analyzed using

a specific verification model) for each of the verification models. The features include

the cryptographic primitives that are used by the target protocols and the security

properties realized by the target protocols using each of the corresponding primitives.

As discussed in section 2.2 of Chapter 2, a specific cryptographic primitive can be used

for realizing only some specific security properties. An ‘NA’ (not applicable) value in a
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Table 3.2: Comparison of Different Symbolic Model based Formal Verification Models.
NA≡ Not Applicable.

Characteristics of the Target Protocols
Model Does the model

Differentiate
between Sym-
metric &
Asymmetric
Cryptography?

Does the
model
Consider
Dishonest
Activities
by Honest
Principals?

Primitives
used for
Message Gen-
erations

Security Properties Realized using the Primitives

Authentication Secrecy Integrity Non-
repudiation

Original NO NO join NA NA NA NA
SSM encryption YES YES NA NA
Maneki YES NO join NA NA NA NA
[55] encryption YES YES NA NO

XOR NO YES NA NA
Huawei & YES NO join NA NA NA NA
Wenyu encryption YES YES NA NO
[151] Digital Signa-

ture
YES NA YES NO

MAC NO NA YES NA
Huawei & YES YES join NA NA NA NA
Lizheng encryption YES YES NA NO
[163] Digital Signa-

ture
YES NA NO NO

Lili et YES NO join NA NA NA NA
al. [170] encryption YES YES NA NO

Digital Signa-
ture

YES NA NO NO

Li et al. YES NO join NA NA NA NA
[201] encryption YES YES NA YES

Digital Signa-
ture

YES NA NO YES

Proposed YES NO join NA NA NA NA
Extension encryption YES YES NA NO

MAC YES NA YES NA

field of the last column of table 3.2 indicates that the corresponding security property is

not realizable by the corresponding cryptographic primitive. For instance, none of the

four security properties listed in table 3.2 can be realized using the join cryptographic

primitive. Usually, join is combined with other cryptographic primitives to implement

specific goals in a security protocol. Since the original SSM does not differentiate between

symmetric and asymmetric cryptography, the non-repudiation property is not realizable

using encryption primitive in the original SSM. In all other extensions, non-repudiation

is a realizable security property for the encryption primitive. However, the extended

models, except the model proposed in [201], are not designed to analyze security protocols

realizing the non-repudiation property.
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From table 3.2, we can see that neither the original SSM, nor the other extensions to

it are designed to analyze security protocols that use MAC function as a cryptographic

primitive to achieve the authentication property. Most of these models do not consider

MAC function as a cryptographic primitive. The model proposed in [151] considers the

MAC function as a primitive, but, it can analyze protocols that use MAC function to

achieve only the integrity property. However, there is a class of security protocols that

use MAC function to achieve authentication and /or integrity properties. Hence, these

protocols cannot be analyzed using neither the original SSM, nor the existing extensions

to it. The CLPKM protocol, proposed in Chapter 6, belong to this class of protocols,

which has been successfully analyzed using the proposed extended strand space model

in section 6.3 of Chapter 6.

3.6 Chapter Summary

In this chapter, we have proposed a novel extension of the strand space verification

model. The extended model differentiates between symmetric and asymmetric cryptog-

raphy, and incorporates message authentication code (MAC) function as a symmetric

cryptography based primitive. We have redefined the term algebra and the penetrator

model of the original theory to incorporate these primitives into the extended model. In

addition, we have refined the theorems and the lemmas corresponding to the concept of

ideals and honesty in the original model. Using the theorems established in the proposed

extended model, one can analyze the correctness of a security protocol that uses MAC

function as a cryptographic primitive to achieve authentication. Although, as in the

original model, we consider only the secrecy and the authentication as the security ob-

jectives, the proposed model can be further extended to support other security objectives

which a protocol may aim to achieve using the symmetric and asymmetric cryptographic

primitives incorporated in the proposed extended model.
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Membership Model: Analyzing

Applicability and Performance of

KM-AP Protocols in MANETs

4.1 Overview

From the discussions in chapter 2, we have seen that a large number of key manage-

ment and authentication protocols (KM-APs) have been proposed for MANETs in the

literature. Most of the protocols focus on providing basic authentication services to the

members of a MANET while trying to optimize their performances and resource con-

sumptions. However, the applicability of any KM-AP protocol is very much restricted

in the sense that it can be used in certain networking environments only. There may be

several aspects of networking environment of a MANET, such as the characteristic of the

communication links between the principals, mobility pattern of the principals, traffic

pattern generated by the applications running in the principals, hardware capabilities

of the principals, presence of malicious principals in the network, characteristic of the

potential adversaries of the network etc. A network model captures all of the important

142
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characteristics of a network. It can be noted that, if each and every characteristic of a

network is to be captured by a model, then the model would be too complex to analyze

and use. Hence, usually the characteristics of a network, that are important with respect

to a specific purpose are captured by a network model. A network model is constituted

with a set of component models, for instance, the characteristics related to the traffic

generation in a network are captured by the ‘traffic model’, and those related to the po-

tential adversaries of the network are captured by the ‘adversary model’ of the network,

etc. Although the above mentioned characteristics of a network have received significant

attention from the researchers of KM-AP protocols in MANETs, the network character-

istics related to the membership issues of a MANET has received very little or almost

no attention from the KM-AP protocol researchers for MANETs. In this chapter, we

identify the importance of the membership issues with respect to KM-AP protocols in

MANETs. There are several issues related to the membership of a MANET as well. For

example, some of the questions that can be raised about the membership of a MANET

are as follows: “Who grants the membership of a MANET?”, “Is the membership static

or dynamic?”, “What is the mechanism to revoke the membership in a MANET?”, and

so on. To answer some of these questions regarding the membership of a MANET, we

characterize answers to these questions as a membership model which is an essential

component of the network model of a MANET. A membership model of a MANET is

a set of specifications relevant to the membership issue of the MANET. After a careful

analysis of the existing KM-AP protocols in MANETs, we have observed that the appli-

cability and the performance of a protocol are very much dependent on the underlying

network’s membership model. A protocol designed for one membership model may not

work properly if we use it in some other model. Hence, membership model should be

considered as an integral part of the network model of a MANET while designing a KM-

AP protocol for the MANET. However, the membership model has not been taken into

consideration in the design phase of most of the existing KM-AP protocols for MANETs.



Chapter 4 144

In this chapter, we have identified and defined various possible membership mod-

els for a MANET and analyzed the applicability and the performance of a set of six

representative existing KM-AP protocols in MANETs on these models. We have also

qualitatively shown how performance of a KM-AP protocol may vary from one member-

ship model to another. From the analytical results, we have also tried to formulate some

guidelines that could be helpful for the designers of KM-AP protocols in MANETs and

for the potential users / administrators of MANETs.

Organization

The rest of the chapter is organized as follows. In the next section, we identify and define

different possible membership models for a MANET. Section 4.3 discusses about the ap-

plicability of KM-AP protocols in MANETs on the underlying membership model of the

networks. In section 4.4, a set of six representative KM-AP protocols in MANETs have

been analyzed to figure out their underlying membership model. Section 4.5 summarizes

the analysis made in the chapter. Finally, the chapter is concluded in section 4.6.

4.2 Membership Models for a MANET

There are a variety of areas where mobile ad hoc networks are used. Depending on

the type of application, the membership issue for a network can be treated in different

ways. For example, in a personal ad hoc network with a set of initial member principals,

each member may have the potential to grant new memberships, whereas for an ad hoc

network formed by a group of military personnel, there could be a single, centralized

authority possessing the sole power of granting new memberships. Moreover, this mem-

bership granting authority could be online, semi-online or offline to the members of the

network depending on the requirements. Some networks may allow new members to join

at any time, whereas in some other scenarios membership may not be granted after the
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deployment of the actual network. A set of questions, like these, relevant to the mem-

bership issue concerning an ad hoc network can only be answered by the administrator

of the network, and the set of answers to all these questions defines the membership

model for the network. Clearly, the membership model should be viewed as an essen-

tial requirement of the users / administrator of the network while designing a security

protocol for the same. In the following subsections, we first identify the various possi-

ble membership models for MANETs, and then explain the importance of membership

model for a MANET.

4.2.1 Components of Membership Model

A membership model is fully characterized by the specifications of its two major com-

ponents, viz., a) Membership Granting Server (MGS) and b) Membership Set Pattern

(MSP). Hence, we can say, MEMBERSHIP MODEL = MGS MODEL + MSP MODEL.

In the following, we describe the functions of these two components and identify various

possible models for them.

Membership Granting Server (MGS) Models

For every MANET, there is a membership granting server (MGS) which possesses the sole

power of deciding who can become a member of the MANET. A membership granting

server is essentially responsible for (i) taking the decisions about granting new member-

ships to the applicants and (ii) issuing some sort of initial ‘security credentials’ to the

newly accepted members. It is to be noted that some KM-AP protocols use some sort

of authentication server (AS), like certificate authority (CA) or private key generator

(PKG), which should not be confused with membership granting server (MGS). An AS

basically provides the following services: It (i) coordinates the mutual authentication

process between communicating members, (ii) provides ‘credential’ renewal service to

the members, and (iii) revokes the issued ‘credentials’ of the compromised members.
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Apart from the functional differences, there are some characteristic differences between

the above two types of servers. For instance, the MGS involves in a decision making

process which may require direct human involvement, but it is not mandatory in case

of an AS. Second, due to critical nature of its functions, MGS normally demands higher

physical security than AS(s). Third, ASs always need to be a part of the network (online)

in order to provide authentication services to the principals in the network, which is not

necessary for an MGS.

Membership granting servers can be of various types depending upon their: 1) phys-

ical location (Internal / External), 2) reachability (Online / Semi-online / Offline), 3)

number (Single / Multiple) and 4) architecture (Centralized / Distributed).

1. Internal / External MGS: This distinction arises as an answer to the question

whether the MGS(s) is (are) also a member(s) of the actual network or not.

2. Online / Offline / Semi-Online MGS: An MGS can be online all the time in which

case the principals in the network are always connected with the MGS or it could

be offline, in which case the principals are not connected with the MGS after their

deployment. Note that an internal MGS is always online. A third possibility

also exists where the MGS does not initiate any connection with the principals

in the MANET and does not need to maintain any information at the principals.

However, there is a dedicated gateway principal in the network through which the

principals in the network can connect with the MGS whenever required. We call

such an MGS a semi-online MGS.

3. Single / Multiple MGS: There could be a single or more than one server to grant

memberships for the network. Multiple MGSs can be of two types, viz., homoge-

neous and heterogeneous. Generally, homogeneous MGSs are just the replication of

the same MGS, and they are replicated for load distribution purpose or to provide

greater availability. On the other hand, heterogeneous MGSs come into the picture
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to cope up with practical requirements. For example, a secured MANET might be

formed by the personnel from different departments (like police, army, narcotics-

control etc.), and, in such cases, the MGSs to grant memberships to different types

of members may have their own membership granting policies.

4. Centralized / Distributed MGS: An MGS can be a centralized system (principal) or

it could be a collection of principals providing the services of MGS in a distributed

manner. A distributed MGS is different from multiple MGSs in the sense that, in

a distributed MGS, the principals comprising the MGS collectively decide to grant

membership to the applicants. There could be various reasons behind designing

a distributed MGS, like providing fault tolerance, increasing security, reliability,

availability etc.

Membership Set Pattern (MSP) Models

Membership set is the set of all potential members which are allowed to join the network.

The membership set pattern (MSP) of a MANET specifies the various characteristics

of its membership set. In the following, we identify different possible types of MSP for

MANETs.

1. Open / Closed MSP : If the entire set of potential members is to be determined

before the deployment of the actual network, then the membership set is said to

be closed. On the other hand, if new membership can be granted even after the

network is formed, then the membership set is said to be open. Open MSP can

be further classified into two more subcategories, viz., limited and unlimited. If

there is no limit on the number of new memberships that can be granted after

the deployment of the network, then the membership set is said to be open and

unlimited. Otherwise, it is said to be open and limited.
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2. Homogeneous / Heterogeneous MSP: If there exists heterogeneity in the mem-

bership of the network, i.e., if the membership set is logically partitioned into a

number of authentication groups, then the MSP is called heterogeneous, otherwise,

it is called homogeneous. Heterogeneous MSPs can be further classified into two

more subcategories, viz., migratable and nonmigratable. In a migratable hetero-

geneous MSP, principals are allowed to migrate from one group to another group

under certain conditions; however, in a nonmigratable MSP such migrations are

not permitted.

Note that an MGS model is a kind of specifications about the available infrastructure

for the network on which the designer of a KM-AP protocol has to base his solutions.

On the other hand, MSP model is some specifications about the requirements of the

network administrator which the designer of a protocol has to fulfill.

Table 4.1 shows all possible models of MGS for a MANET and Table 4.2 shows all

possible models of MSP for a MANET. It is to be noted that we have not considered

multiple external homogeneous MGSs in our model. This is because, being external to

the MANET, an MGS is free enough to have sufficient resources in it. Hence, there is no

need to replicate an external MGS for load distribution purpose, rather extra resources

can be added easily to the existing server whenever required. From table 4.1 and table 4.2

we see that we can have 12 types of MGS models and 9 types of MSP models, combining

which we get one hundred and eight types of membership models possible for a

MANET.

4.2.2 Importance of Membership Model for a MANET

Membership model of a MANET is important for various reasons. First, it specifies the

requirements of users / administrator of the MANET. Second, it also specifies partially

the kind of security requirements that the MANET is required to fulfill. This is because

the security that a KM-AP protocol is able to provide also depends on the underlying
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Table 4.1: Various Models of Membership Granting Server (MGS).

MGS
Model
No.

Physical
Location
of MGS

Reachability
of MGS

Number
of MGS

Architecture
of MGS

Homogeneity of Multiple
MGSs

1 Internal Online Single Centralized -
2 Internal Online Single Distributed -
3 Internal Online Multiple Centralized Homogeneous
4 Internal Online Multiple Centralized Heterogeneous
5 Internal Online Multiple Distributed Homogeneous
6 Internal Online Multiple Distributed Heterogeneous
7 External Online Single Centralized -
8 External Semi-online Single Centralized -
9 External Offline Single Centralized -
10 External Online Multiple Centralized Heterogeneous
11 External Semi-online Multiple Centralized Heterogeneous
12 External Offline Multiple Centralized Heterogeneous

membership model of the MANET. For instance, a MANET with an external MGS is

definitely more secure than an internal one, but it is not always possible to keep the

MGS outside the network due to some tactical reasons. On the other hand, the security

of a MANET with a single or multiple internal MGS is always under threat to principal

compromise attack, if the MGS is centralized. A distributed MGS in this case can solve

the problem to some extent; however, this requires an effective and secure mechanism

for the coordination among the principals of MGS. Hence, not only the strength of the

cryptographic functions we use in a KM-AP protocol, but also the membership model

determines the strength of security that the protocol would be able to provide to a

MANET. Third, since the applicability and the performance of a KM-AP protocol on a

MANET depend on the membership model of the MANET, it also specifies the type of

KM-AP protocols that have to be used with the MANET. In the subsequent sections,

we explain how the applicability and the performance of KM-AP protocols in MANETs

depend on the underlying membership model.
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Table 4.2: Various Models of Membership Set Pattern (MSP).

MSP
Model
No.

Closed /
Open

Limited /
Unlimited (in
case of Open
MSP)

Homogeneous /
Heterogeneous

Migratable / Non-migratable
(in case of Heterogeneous MSP)

1 Closed - Homogeneous -
2 Closed - Heterogeneous Migratable
3 Closed - Heterogeneous Non-migratable
4 Open Limited Homogeneous -
5 Open Limited Heterogeneous Migratable
6 Open Limited Heterogeneous Non-migratable
7 Open Unlimited Homogeneous -
8 Open Unlimited Heterogeneous Migratable
9 Open Unlimited Heterogeneous Non-migratable

4.3 Authentication Protocols for Different MANET

Membership Models

There exist a lot of KM-AP protocols in MANETs in the literature which provide basic

authentication services to the members of a MANET while trying to optimize their per-

formance and resource consumptions. All of these protocols have some inherent assump-

tions about the underlying membership model on which they can work. Besides, most of

them do not provide any specification related to the membership issue of the underlying

network. Nonetheless, the applicability and the performance of a KM-AP protocol are

very much dependent on the membership model of the target network. Hence, inade-

quate specifications about the underlying membership model can mislead the designer

of a protocol to design a less effective or even an ineffective solution. To summarize,

if we have two KM-AP protocols, Protocol-A and Protocol-B designed for two different

membership models, MM-1 and MM-2 respectively, then the following situations may

arise.

• Protocol-A designed for MM-1 may not be applicable for MM-2.
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• Protocol-A designed for MM-1 can be applied in MM-2, but with degraded perfor-

mance.

• Protocol-A may outperform over Protocol-B in MM-1, but the result may be op-

posite in MM-2.

In the following subsections, we first identify some possible criteria on the basis of

which the performance of a KM-AP protocol can be characterized qualitatively and

quantitatively, and also the performances of two different KM-AP protocols, which are

applicable for the same membership model, can be compared. In the next section, we

analyze with examples how the applicability and the performance of KM-AP protocols

depend on the underlying membership model.

4.3.1 Criteria to Evaluate MANET Authentication Protocols

In this section, we identify some possible criteria on the basis of which the performance

of KM-AP protocols in MANETs could be assessed and / or compared. We divide

these criteria into two basic categories. In the first category, we enlist the qualitative

parameters, whereas, in the second category, we enlist some quantitative measures about

the performance of a KM-AP protocol.

Qualitative Parameters

The quality of a KM-AP protocol in MANETs is assessed in terms of the security services

it is able to provide, scalability of the protocol, and the availability of services despite

failures of the principals.

• Security Services: The security services normally include the basic authentication

services like individual authentication, group authentication and mutual authenti-

cation services. In addition, the integrity and the confidentiality of the authenti-

cation process also need to be ensured.
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• Scalability: A KM-AP protocol is scalable if its performance does not degrade

when the size (number of principals) of the network is increased. Clearly, a protocol

designed for a membership model with closed membership set pattern (MSP) is

not scalable. Normally, the limited resources of MANETs become a burden for a

protocol to perform efficiently in a large size network.

• Service Availability: Service availability of a KM-AP protocol refers to the ability

of the protocol to provide its services to the network members despite failure of

some principal. This quality is very much desirable in any protocol designed for

MANET, as principal failure is very common in such networks.

Quantitative Parameters

Parameters in this category can be further classified into two subcategories, viz., 1) cost

/ overhead parameters and 2) quality of service parameters.

1. Cost/Overhead Parameters: The main concern of the parameters in this category

is to reflect the resource consumptions of a protocol. Some possible parameters of

this category are given below.

• Storage Requirement: This is the amount of memory required at a principal to

keep necessary information for the proper functioning of a KM-AP protocol.

• Computational power Requirement: This is a measure of the computational

complexity of a KM-AP protocol which basically depends on the number and

type of cryptographic operations being used by the protocol. This can be

measured as the total number of CPU cycles executed by each principal in

the network to perform the computations for a KM-AP protocol during a

single run of the protocol.

• Message Overhead: This is a measure of the total amount of control packets

being exchanged between the principals in the network during a complete run
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of a KM-AP protocol.

2. Quality of Service Parameters: The parameters in this category provide an assess-

ment about the effectiveness of an authentication protocol. Some possible param-

eters that could be considered in this category are as follows.

• Resilience against principal capture: This is defined as the percentage of total

communications (not involving the captured principal), which does not get

compromised due to the capture of one principal in the network.

• Trust Established Delay: This is the duration between the moment when a

principal starts authentication establishment procedure with its communicat-

ing party and the moment when the trust is established.

• Initial Setup Delay: This is the time taken by a protocol to install the au-

thentication environment initially on all the principals in the network. The

initial setup process includes the secure generation and distribution of public

and secret values to all the principals in the network. This is also the amount

of time taken by a protocol to restore the authentication environment into the

network in case of reconfiguration of the system.

• Principal Registration Delay: This is the delay incurred by a new principal,

willing to become a member of the network, after submitting its request to

the membership granting server.

A Combined Performance Metric (CPM)

The cost / overhead and quality of service parameters described above could be combined

to yield a single performance measure for a KM-AP protocol. A possible performance

metric, termed as combined performance metric (CPM), could be defined as follows:
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Let, Dte = Trust Establishment Delay (miliseconds)

Dis = Initial Setup Delay (milieconds)

Dpr = Principal Registration Delay (miliseconds)

RE = Resilience Against Principal Capture (%)

SR = Storage Requirement (Kbyte)

CC = Computational Cost (Kcycles)

MO = Message Overhead (Kbyte)

Let us denote by TC the ‘Total Cost’ incurred by a protocol and by QOS the ‘Quality

of Service’ achieved by the same protocol. Then, we can define TC and QOS as follows.

TC = CC × (wsr × SR + wmo ×MO), (4.1)

where wsr and wmo are the relative weights of the performance metrics SR and MO

respectively such that, wsr + wmo = 1.

QOS =
RE

(wDte
×Dte + wDis

×Dis + wDpr
×Dpr)

, (4.2)

where wDte
, wDis

and wDpr
are the relative weights of the performance metrics Dte, Dis

and Dpr respectively such that, wDte
+ wDis

+ wDpr
= 1.

The combined performance metric (CPM) can now be defined as follows.
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CPM =
QOS

TC
(4.3)

Equation 4.1 reflects the fact that the total cost (TC) associated with a KM-AP pro-

tocol increases proportionally with the increase in its computational cost (CC), storage

requirement (SR), or message overhead (MO). Similarly, equation 4.2 reflects the fact

that the quality of service (QOS) offered by a KM-AP protocol increases proportionally

with the increase in its resilience against principal capture (RE), but, it reduces pro-

portionally with the increase in the delay parameters, Dte, Dis and Dpr. The combined

performance metric (CPM) corresponding to a KM-AP protocol is defined as the ra-

tio of the service quality offered by the protocol to the total cost-overheads associated

with the implementation of the protocol in a specific MANET. This fact is captured by

equation 4.3. In equation 4.1 and 4.2, the weight values are chosen by the administrator

of the network in such a way that it reflects the level of importance the administrator

wishes to give to the concerned parameters. For instance, while defining equation 4.1,

the administrator of a MANET is left with a choice to decide whether to give relatively

higher importance to the number of bytes consumed for the storage of the principals (SR)

than the number of bytes consumed for the bandwidth of the communication channel

of the network (MO) by a protocol. The decision depends on certain characteristics of

the underlying network, such as the storage capacity of principals, and the bandwidth

capacity of the communication medium of the network. The administrator can choose

suitable values for the relative weights wsr and wmo accordingly. Similarly, appropriate

values should be chosen for the relative weights wDte
, wDis

and wDpr
in equation 4.3,

depending upon the level of user satisfaction for a specific type of delay. Exhaustive

simulation studies can give the value of CPM for different KM-AP protocols for various

membership models, on the basis of which one can decide which protocol is best suited

for a MANET with a specific membership model or can determine the membership model
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of a MANET for which a particular protocol will perform best.

It can be noted here that, the parameters considered to define CPM in the above

example are representative of a set of possible performance metrics used to evaluate

KM-AP protocols for MANETs in the literature (Chapter 2). Also the formula used

to define equations 4.1, 4.2 and 4.3 show only one of the possible ways in which the

parameters TC,QOS and CPM can be defined in a meaningful way. The designers of

KM-AP protocols / administrators of MANETs can choose appropriate parameters and

use appropriate formula for evaluating performances of KM-AP protocols in a specific

MANET. However, the above example shows us how the administrator of a MANET

can choose the best KM-AP protocol for a specific network, if more than one KM-AP

protocols are found applicable in the specific MANET (satisfying its network model

including the membership model). In the following section, we show how to analyze the

applicability of a KM-AP protocol with respect to the membership models in MANETs.

4.4 Applicability Analysis of MANET Authentica-

tion Protocols

There are a large number of key management and authentication protocols for MANETs

existing in the literature. A detailed discussion about all of them is out of scope of this

thesis. In this chapter, we have selected a set of six representative KM-AP protocols in

MANETs, from the KM-AP protocols surveyed in chapter 2, for which we have analyzed

their applicability using the proposed membership model. It can be noted here that

a protocol, which is not directly applicable for a membership model, may be used for

that model if major or minor modifications are made to the design of the protocol.

However, in the following membership model analysis, we analyze the protocols with an

objective to figure out the membership model(s) that a protocol can support without any

modifications to it. We discuss in subsection 4.4.3 the issues related to the adaptation
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of a protocol to other membership models for which it is not originally targeted.

The protocols we have chosen for our analysis purpose are well known, and each pro-

tocol uses a different mechanism (discussed in Tables 2.1 & 2.2) to achieve its objectives.

Similar analysis can be carried out to identify the applicable membership models for any

other KM-AP protocol in MANETs. Following is the list of protocols we have analyzed

in this chapter.

i) Protocol-A by Zhou et al. [51].

ii) Protocol-B by Pirzada et al. [97].

iii) Protocol-C by Kong et al. [68].

iv) Protocol-D by Capkun et al. [87].

v) Protocol-E by Deng et al. [98].

vi) Protocol-F by Ghorpade et al. [155].

Based upon the analysis carried out in section 2.3.5, we divide the above mentioned

protocols into two groups, viz., 1) protocols based on hierarchical network architecture

(Protocol-A, Protocol-B), and 2) protocols based on flat network architecture (Protocol-

C, Protocol-D, Protocol-E, Protocol-F). In the following two subsections, we analyze the

underlying membership models for the protocols belonging to each of the above men-

tioned two groups. Although all of the above mentioned protocols have been discussed

in chapter 2, a brief description of each protocol has been provided before analyzing its

membership model, for ease of analysis.

4.4.1 Analysis of the Hierarchical Architecture based Protocols

Analysis of Protocol-A [51]

1) Basic Description: This is an arbitrated public key management protocol which uses

a partially distributed certificate authority (CA) service. The authors used threshold

cryptography [21,25] to design a partially distributed CA. Under an (n, t+1) configuration

of this scheme, n principals in the network are selected as servers, each of which holds a
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share of the CA’s private key (k) and a database containing (Id, Public-key) combinations

of all the principals. The secret-sharing technique [4] has been used to generate the shares

of k. A server principal can generate a partially signed certificate using its sub-share.

Any principal can combine any t + 1 of such partially signed certificates to generate a

certificate signed with CA’s private k. A quorum of at most t compromised servers can

neither produce a correct certificate nor reveal the secret k. The correctness of certificates

can be verified using the global public key (K) of the CA. Some additional mechanisms

have also been used for better efficiency.

2) Locations of MGS and AS : In this protocol, the distributed certificate authority

(CA) plays the role of the authentication server (AS). The assumptions made in the

protocol clearly impose the existence of an MGS which is distinct from the AS. This is

because the CA server principals issue partial certificates based on the knowledge stored

in their databases. Hence, they do not have the authority to grant new memberships.

Rather, some MGS responsible for granting memberships, also initializes the databases

of the servers. In case of dynamic membership set, an applicant principal intending to

be a new member of the MANET must approach the MGS. The MGS after successful

verification of the applicant’s genuineness issues some initial security credentials to it and

updates the databases of the CA servers correspondingly. However, after obtaining the

initial credentials from the MGS, a member obtains other necessary security credentials

from CA.

3) MGS Model Analysis :

• Physical Location of MGS: As explained above, the assumptions made in the pro-

tocol indicate the existence of an external MGS.

• Reachability of MGS: If the membership set pattern (MSP) is open, then the MGS

must be online. This should be so, because in order to grant new memberships

after the deployment of the network, the databases of the server principals should

also be updated (with the new (ID, public-key) combination) by the MGS itself.
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So, the MGS should be online and cannot be semi-online or offline. However, for

a closed MSP, the MGS can be online, semi-online or offline.

• Number of MGS: The protocol assumes a single MGS. However, the protocol can

be directly used in scenarios with multiple heterogeneous MGSs if the required

MSP is homogeneous. In such a case, each MGS can update the database of the

CA server principals.

Hence, if the required MSP is open, the supportable MGS models (according to Table

4.1) for this protocol are: MGS-7, and MGS-10. If the required MSP is closed, then the

supportable MGS models are: MGS-7, MGS-8, MGS-9, MGS-11 and MGS-12. Table

4.3 shows a summary of the MGS model analysis for the protocol.

4) MSP Model Analysis :

• Closed / Open: For the open MSP, the MGS must be online. For the closed MSP,

the MGS can be online, semi-online or offline.

• Limited / Unlimited (in case of open MSP): The protocol cannot support unlimited

open MSP. This is because the number of new members that can be added is limited

by the memory size of the server principals (each new membership requires one new

entry in the server database).

• Homogeneous / Heterogeneous: The protocol is targeted for an MSP which is

homogeneous.

Hence, with an online MGS, the protocol can support MSP-1, and MSP-4 models,

and with a semi-online or offline MGS, it is able to support only the MSP-1 model.

Table 4.4 shows a summary of the MSP model analysis for the protocol.

5) Applicable Membership Models : Following is the complete list of membership mod-

els which are supported by the KM-AP protocol Protocol-A.

• MGS-7 + MSP-1
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• MGS-7 + MSP-4

• MGS-8 + MSP-1

• MGS-9 + MSP-1

• MGS-10 + MSP-1

• MGS-10 + MSP-4

• MGS-11 + MSP-1

• MGS-12 + MSP-1

Analysis of Protocol-B [97]

1) Basic Description: This is an arbitrated symmetric key management protocol which

uses server co-ordinated key establishment mechanism for the establishment of pairwise

symmetric keys. An important feature of this protocol is that users are authenticated

instead of principals. Hence, we consider the users instead of principals as the potential

members. Each user has to keep a secret password. There are a number of authentication

servers (AS) inside the network. Each server maintains a repository of user information

which stores the IDs, hashed passwords, priority values (calculated from the trust value

of users) and lifetimes indicating the validity periods of the passwords. Whenever a user

u1 wants to establish a secure link with another user u2, it sends an encrypted request

to the nearest AS. The hash digest of the user’s password is used as the encryption key

to encrypt the request message. The AS, after a successful decryption of the request

message, grants a ‘ticket’ and sends it to u1. Using this ticket, u1 can establish a session

key with u2. The ticket generation and granting mechanisms are the same as those used

in the Kerberos systems. The authors have also proposed mechanisms for ‘server elec-

tion’, ‘repository replication’ and ‘optional availability check’. Server election is initiated

whenever the number of available servers increases or decreases. In these situations, a
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client is upgraded as a server or a server is downgraded as a client. Repository replica-

tion is done periodically in order to maintain consistency among the servers. Optional

availability check is a mechanism to provide increased security against principal capture,

and it is achieved by prompting the users for their passwords periodically.

2) Locations of MGS and AS : In this protocol, the role of the MGS is played by the

ASs themselves. This is so, because whenever a new user wishes to become a member,

it needs to prove its identity to any of the ASs inside the network, and can obtain a

password. Hence, an AS has the power of allowing new members.

3) MGS Model Analysis :

• Physical Location & Reachability of MGS: As the AS principals (MGSs) are present

inside the network and they coordinate the mutual authentication between users,

the protocol uses internal and online MGS.

• Number of MGS: As there are multiple ASs, there are multiple MGSs inside the

network. All of the ASs follow the same membership issuance policy. Hence, the

multiple MGSs are homogeneous.

• Architecture of MGS: Each MGS consists of a single CA principal. Hence, the

architecture of an MGS in centralized.

Table 4.3 shows a summary of the MGS model analysis for the protocol.

4) MSP Model Analysis :

• Closed / Open: The users can approach an AS even after the deployment of the

network to obtain membership. Hence, the MSP used in the protocol is open.

• Limited / Unlimited (in case of open MSP): Each AS principal needs to store the

user information repository. Hence, the protocol can support only limited MSP as

the total number of active members is constrained by the storage capacity of the

AS server principals.
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Table 4.3: Characteristics of the Supportable MGS Models for the Hierarchical Archi-
tecture based Protocols.

Physical
Loca-
tion

Reachability Number Architecture Homogeneity (of Multi-
ple MGSs)

P
ro
to
co
l-
A

External i) Online;
ii) Semi-online
/ Offline: with
closed MSP

i) Single;
ii) Multiple:
with ho-
mogeneous
MSP

Centralized Heterogeneous

P
ro
to
co
l-
B

Internal Online Multiple Centralized Homogeneous

• Homogeneous / Heterogeneous: A user can obtain the authentication services from

any of the AS principals present inside the network. This indicates that there is

no logical grouping among the members of the network. Hence, the MSP handled

by the protocol is homogeneous.

Table 4.4 shows a summary of the MSP model analysis for the protocol.

5) Applicable Membership Models : Following is the complete list of membership mod-

els which are supported by the KM-AP protocol Protocol-B.

• MGS-3 + MSP-4

4.4.2 Analysis of the Flat Architecture based Protocols

Analysis of Protocol-C [68]

1) Basic Description: This is an arbitrated public key management protocol that uses a

fully distributed certificate authority (CA) service, where the role of the CA is distributed
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Table 4.4: Characteristics of the Supportable MSP Models for the Hierarchical Archi-
tecture based Protocols.

Closed / Open Limited /
Unlimited
(in case of
Open MSP)

Homogeneous /
Heterogeneous

Migratable / Non-
migratable
(in case of Heterogeneous
MSP)

P
ro
to
co
l-
A

i) Closed;
ii) Open: with
online MGS

Limited Homogeneous -

P
ro
to
co
l-
B

Open Limited Homogeneous -

among all the principals in the network using the threshold cryptography [21,25]. Unlike

in Protocol-A, in this protocol, a principal in the network does not need to store ID-public

key database. So, under an (n, t+1) configuration of this fully distributed protocol, any

t + 1 principals (preferably the neighbors of an applicant) can collaboratively provide

the required public key certificate (PKC) to an applicant principal. The applicant also

obtains a secret share of the private key of the CA service, using which it can generate

valid partial certificates. However, before issuing partial certificate and secret share to

an applicant, a principal needs to check the genuineness of the applicant. Some sort of

‘reliable out-of-bound physical proof’ is used for this purpose. Proactive share refreshing

is also used by the protocol as in Protocol-A. The authors also use some additional

mechanisms to ensure better efficiency and robustness.

2) Locations of MGS and AS : Like in Protocol-A [51], a distributed certificate author-

ity (CA) plays the role of an authentication server (AS). However, unlike in Protocol-A,

in this protocol, a principal does not maintain any member information in its storage

to issue partial certificates to the applicants. Rather, a principal physically verifies the

genuineness of a new applicant before issuing partial certificate to it. Hence, a group of
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t + 1 principals in the network not only play the role of a CA but also play the role of

an MGS. So, the MGS and AS are the same in the protocol.

3) MGS Model Analysis :

• Physical Location & Reachability of MGS: From the above discussions, it is clear

that an MGS is internal to the network and online to the other principals in the

network.

• Number of MGS: As a set of any t+1 principals can become a CA and thus an MGS,

the protocol supports multiple MGSs. Moreover, any MGS can issue membership

to any genuine applicant. Hence, the multiple MGSs are homogeneous.

• Architecture of MGS: Each MGS (or CA) is distributed as its role is distributed

among t+ 1 principals in the network.

Table 4.5 shows a summary of the MGS model analysis for the protocol.

4) MSP Model Analysis :

• Closed / Open: The MSP is open as principals can join after the deployment of

the network also.

• Limited / Unlimited (in case of open MSP): As the total number of members in

the network is not constrained by any network parameter, the protocol can support

both limited and unlimited MSP.

• Homogeneous / Heterogeneous: There exists no logical groups among the members

of the network. Hence, the MSP is homogeneous.

Table 4.6 shows a summary of the MSP model analysis for the protocol.

5) Applicable Membership Models : Following is the complete list of membership mod-

els which are supported by the KM-AP protocol Protocol-C.

• MGS-5 + MSP-4

• MGS-5 + MSP-7
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Analysis of Protocol-D [87]

1) Basic Description: This is a self-organized public key management protocol that uses

proactive certificate chaining mechanism. In this fully distributed protocol, a principal

can issue public key certificate to another principal signed by its own private key. How-

ever, the issuing principal needs to be confirmed about the genuineness of the applicant

principal before issuing its certificate. The verification is done physically through some

side channel when the two principals are within the communication range of each other.

The protocol maintains two types of certificates, viz., updated (which are not expired)

and non-updated. The principals periodically exchange information and merge their cer-

tificate repositories (both updated and non-updated) with their neighboring principals.

In this way, after a certain convergence time, all the principals in the network obtain a

complete view of the certificate graph of the network. When a principal X wants to au-

thenticate the (ID, Public-Key) combination of another principal Y , principal X searches

its local certificate repository to search for a certificate chain which starts at principal X

and ends at principal Y . Next, the validity and correctness of the successive certificates

in the chain are verified. The authentication process is considered successful only if, all

the certificates in the certificate chain are valid. In order to reduce storage requirements,

principals do not store updated copies of all the certificates in their repositories, rather

using some optimization algorithm, they choose a subset of the certificates to keep up-

dated. Updates of the certificates are collected from the corresponding certificate issuers

before they expire. The authors have also proposed a novel way for explicit certificate

revocation.

2) Locations of MGS and AS :

In this protocol, a network member principal, after verifying the genuineness, issues

certificates to the new applicants. Using these certificates, a new applicant becomes a

part of the certificate graph of the network and thus becomes a new member of the

network. Hence, each of the principals in the network acts as a membership granting
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server (MGS). However, the protocol uses no authentication server (AS). So, there is

MGS but no AS in this protocol.

3) MGS Model Analysis :

• Physical Location and Reachability of MGS: As each principal in the network is

an MGS, this protocol uses internal, online MGS.

• Number of MGS: From the above discussions, it is easy to understand that the

protocol uses multiple MGSs. As there is no difference in the membership issuance

policies of different MGSs, the MGSs are homogeneous.

• Architecture of MGS: As a single principal acts as an MGS, it is obviously central-

ized.

Table 4.5 shows a summary of the MGS model analysis for the protocol.

4) MSP Model Analysis :

• Closed / Open: Applicants can join the network anytime, and hence the MSP is

open.

• Limited / Unlimited (in case of open MSP): As the number of principals in the

network increases, the storage requirement on each principal (to keep the updated

and non-updated repositories) also increases. Hence, the maximum number of

principals in the network is restricted by the storage capacity of the principals.

Thus, the protocol can support only limited MSP.

• Homogeneous / Heterogeneous: The principals are not divided into logical authen-

tication groups. Hence, the MSP is homogeneous.

Table 4.6 shows a summary of the MSP model analysis for the protocol.

5) Applicable Membership Models : Following is the complete list of membership mod-

els which are supported by the KM-AP protocol Protocol-D.

• MGS-3 + MSP-4
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Analysis of Protocol-E [98]

1) Basic Description: This is an arbitrated public key management protocol that uses a

fully distributed private key generator (PKG) service. Identity based encryption (IBE)

[14] is the technique used here to replace certificate based authentication. In addition

to IBE, threshold cryptography [21,25] has also been used by the protocol to distribute

the functionality of the PKG service among all the principals in the network. This is

achieved by distributing the master secret of the PKG service among all the principals

in the network in a (n, k) threshold secret sharing fashion. A new applicant is required

to contact (physically or through some side channel) with at least any k number of

principals (preferably neighbors) in the network which can collaboratively provide the

applicant its private key. The applicant also obtains a subshare of the master key of the

PKG service using which, it can also take part in providing PKG service later.

2) Locations of MGS and AS : In this protocol, the relative location of MGS and AS

are similar to that in Protocol-C [68]. However, in place of a distributed CA which is

used in Protocol-C, in this protocol, a distributed PKG plays the role of an AS on the

one hand, and the role of an MGS, on the other hand. Hence, the MGS and AS are the

same in this protocol also.

3) MGS Model Analysis :

Although, unlike the Protocol-C [68], in this protocol, the functionality of a dis-

tributed CA has been replaced by the functionality of a distributed PKG, which has

its effects on the authentication mechanism itself, but this makes no difference on the

underlying membership model. Hence, the applicable MGS models are the same as that

in Protocol-C. Table 4.5 shows a summary of the MGS model analysis for the protocol.

4) MSP Model Analysis :

Same as that in Protocol-C. Table 4.6 shows a summary of the MSP model analysis

for the protocol.
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5) Applicable Membership Models : Following is the complete list of membership mod-

els which are supported by the KM-AP protocol Protocol-E.

• MGS-5 + MSP-4

• MGS-5 + MSP-7

Analysis of Protocol-F [155]

1) Basic Description: This is an arbitrated public key management protocol that uses

preinstalled information based public key verification mechanism. For authentication of

public keys, the protocol predistributes some information inside the member principals of

the network. In order to reduce the storage overhead, it uses the Merkle tree construction

mechanism [6]. During the initial setup phase, a Merkle tree is constructed involving

the (ID, Public-Key) pairs of all the members of the network. A Merkle tree (or hash

tree) is a complete binary tree where the value of each non-leaf node is computed as

the hash digest of the concatenated values of its two children nodes. In this protocol,

each leaf node of the tree corresponds to a network member, and the value of the leaf

node is computed as the hash digest of the (ID, Public-Key) pair of the member. All

the members store the root value of the tree. In addition, each member needs to store

a ‘proof’. The ‘proof’ corresponding to a member x is defined as follows. Let λ be

the path in the Merkle tree from the leaf node corresponding to member x to the root

node (excluding the root node) of the tree. Then, the proof for member x is the list of

hash values of the siblings of all the nodes in the path λ. Whenever a member needs to

authenticate itself to another member, it sends its proof along with its (ID, Public-Key)

pair to the verifier member. The verifier reconstructs the root value from the proof sent

and compares the result with the root value stored by it. Only if the two values match, the

verifier trusts on the public key information sent to it. For achieving better efficiency,

the authors have also proposed to divide the main Merkle tree into subtrees, where

principals are divided into different logical groups. This can reduce message overhead of
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the protocol considerably, provided that the probability of intra-group communication is

higher than inter-group communication. Node indexing on the tree can further reduce

the communication overhead for authentication.

2) Locations of MGS and AS : The protocol does not use any kind of authentication

server (AS). However, there is some MGS which is responsible for taking the decisions

of who can become members of the network and thus can obtain a leaf node in the tree.

Hence, the protocol uses only MGS but no AS.

3) MGS Model Analysis :

• Physical Location of MGS: The MGS used in this protocol pre-loads the required

security credentials inside the members of the network before the actual network

is deployed. Hence, although not specified by the protocol clearly, it is reasonable

to assume that the MGS is not part of the actual network. So, the protocol uses

external MGS.

• Reachability of MGS: As the MGS in this protocol does interact with the network

members after their deployment, it is not necessary for the external MGS to be

online. Hence, the protocol can work with online, semi-online or offline - any kind

of MGS.

• Number and Architecture of MGS: The protocol does not use multiple membership

issuance policies. Moreover, the construction of the Merkle tree cannot be carried

out by multiple independent authorities. Hence, the MGS is certainly single and

centralized.

Table 4.5 shows a summary of the MGS model analysis for the protocol.

4) MSP Model Analysis :

• Closed / Open: As no new member can join the network after the deployment, the

MSP is closed.
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Table 4.5: Characteristics of the Supportable MGS Models for the Flat Architecture
based Protocols.

Physical
Loca-
tion

Reachability Number Architecture Homogeneity (of Multi-
ple MGSs)

P
ro
to
co
l-
C

Internal Online Multiple Distributed Homogeneous

P
ro
to
co
l-
D

Internal Online Multiple Centralized Homogeneous

P
ro
to
co
l-
E

Internal Online Multiple Distributed Homogeneous

P
ro
to
co
l-
F

External i) Online;
ii) Semi-online;
iii) Offline

Single Centralized -

• Homogeneous / Heterogeneous: Network members are not divided into logical

authentication groups. Thus, the MSP is homogeneous.

Table 4.6 shows a summary of the MSP model analysis for the protocol.

5) Applicable Membership Models : Following is the complete list of membership mod-

els which are supported by the KM-AP protocol Protocol-F.

• MGS-7 + MSP-1

• MGS-8 + MSP-1

• MGS-9 + MSP-1
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Table 4.6: Characteristics of the Supportable MSP Models for the Flat Architecture
based Protocols.

Closed / Open Limited /
Unlimited
(in case of
Open MSP)

Homogeneous /
Heterogeneous

Migratable / Non-
migratable
(in case of Heterogeneous
MSP)

P
ro
to
co
l-
C

Open i) Limited;
ii) Unlimited

Homogeneous -

P
ro
to
co
l-
D

Open Limited Homogeneous -

P
ro
to
co
l-
E

Open i) Limited;
ii) Unlimited

Homogeneous -

P
ro
to
co
l-
F

Closed - Homogeneous -

4.4.3 Difficulty of Adapting a KM-AP Protocol to Other Mem-

bership Models

In the above subsections, we have analyzed a subset of KM-AP protocols in MANETs to

determine the membership models on which they are applicable according to the inherent

assumptions made in these protocols. Now, we analyze the difficulties in adapting a KM-

AP protocol to some other membership models for which the protocol is not originally

targeted.

Suppose, we need to use Protocol-A [51] on a MANET with a single, internal MGS.

The MGS can be either centralized (MGS-1) or distributed (MGS-2). In the following, we

discuss the problems associated with adapting Protocol-A on the above two membership
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models.

Case 1. MGS is centralized : The centralized MGS could be implemented on any one

of the CA principals or on some client principal. However, the major objective of the

protocol was to increase the security of the MANET by designing a distributed certificate

authority as it is difficult to compromise multiple principals at the same time. But, with

a single centralized MGS inside the network, an adversary gets the scope to compromise

a single principal, namely, the MGS server principal, to compromise the security of the

entire MANET. Hence, this contradicts with the main objective of the protocol.

Case 2. MGS is distributed : With a distributed MGS in place of a centralized MGS, the

average principal registration delay (Dpr) of the protocol would get definitely increased.

This is because now an applicant has to communicate with multiple principals, instead

of just one, and prove to all of them about its genuineness to obtain membership. At the

same time, as the MGS principals are now internal to the network, the above process

would also increase the overall message overhead (MO) of the protocol. Furthermore, we

have two distinct options regarding the choice of principals for implementing the single,

internal, distributed MGS, as describe in the following.

• MGS overlaps with the CA: The MGS is implemented on a subset of the principals

constituting the CA. In this case, the principals of the CA server that also imple-

ment the MGS get overloaded. This is because the principals not only provide the

distributed CA service but also provide the distributed MGS service, and the mem-

bership acceptance process is indeed a time consuming process. As a result, the

CA service becomes slower and thus the average trust establishment delay (Dte) of

the protocol gets increased. Moreover, there is a need to device an effective mech-

anism using which the principals implementing the MGS can coordinate among

themselves to keep their databases synchronized and up-to-date.

• MGS does not overlap with the CA: For such a proposal, we have to face two

immediate problems. First, we have to device a mechanism for the trust association
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and secure communication between the distributed MGS and the distributed CA of

the network. This is because the communication between the two types of servers

is now through the insecure wireless medium of the network, unlike through a

secure side channel as assumed in the original protocol. Second, the communication

between the multiple principals of the distributed MGS and the principals of the

distributed CA, required for each membership acceptance, would be a reason for

increased message overhead (MO) of the protocol.

The above discussion shows that a straight forward adaptation of a KM-AP protocol

designed for one kind of membership model to some other type of membership model

has some limitations. First, it can necessitate the design of some extra modules or

modification of some existing modules of the protocol in order to combat the problems

that may arise in the new model. Second, if the protocol is applied directly to some other

model, then the performance of the protocol may degrade. The above analysis vouches

for the claim we make in this chapter about the dependency of the applicability and the

performance of KM-AP protocols for a MANET on the underlying membership model

of the MANET.

4.5 Summary of Analysis

Table 4.7 and 4.8 shows the summary of the membership model analysis for the repre-

sentative hierarchical architecture based and flat architecture based KM-AP protocols in

MANETs respectively. From the tables, we can observe the following significant points.

The existence of membership granting server (MGS) and authentication server (AS)

in a KM-AP protocol in MANETs has three different possibilities.

• In some protocols, MGS and AS are the same entities, eg., Protocol-B, Protocol-C,

Protocol-E.

• In some protocols, MGS and AS are distinct entities, eg., Protocol-A.
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Table 4.7: Summary of Analysis for the Representative Hierarchal Architecture based
KM-AP Protocols in MANETs.
Protocol Basic Features Locations of

MGS and AS
Supportable Membership
Models

Protocol-
A

i) Partially dis-
tributed protocol,
ii) Uses asymmet-
ric cryptography,
iii) Uses threshold
cryptography.

Distinct MGS
and AS.

1) MGS-7 + MSP-1
2) MGS-7 + MSP-4
3) MGS-8 + MSP-1
4) MGS-9 + MSP-1
5) MGS-10 + MSP-1
6) MGS-10 + MSP-4
7) MGS-11 + MSP-1
8) MGS-12 + MSP-1

Protocol-
B

i) Partially dis-
tributed protocol,
ii) Uses symmetric
cryptography,
iii) Uses Kerberos
methodology.

MGS and AS
are same.

1) MGS-3 + MSP-4

• Some protocols use only MGS, but they do not use any kind of AS, eg., Protocol-D,

Protocol-F.

So, there may or may not be an AS in the network, and if there exists one or more

ASs, they can be overlapping or non-overlapping with the MGS of the network. However,

for all KM-AP protocols, there must be an MGS for the network.

It can be noted that, a KM-AP protocol is applicable for only a few membership

models out of one hundred and eight possible membership models defined in this thesis.

This is a practical limitation of almost any KM-AP protocol designed for MANETs.

However, from the perspective of the users/administrators of MANETs, applicability to

lesser number of membership models is not a drawback for a MANET KM-AP protocol.

If a provably secure KM-AP protocol is applicable and shows satisfactory performance on

a given MANET, then the users/administrator of the network has absolutely no reason

to worry about whether the protocol is applicable to other MANET environments or

not.
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Table 4.8: Summary of Analysis for the Representative Flat Architecture based KM-AP
Protocols in MANETs.
Protocol Basic Features Locations of

MGS and AS
Supportable Membership
Models

Protocol-
C

i) Fully distributed
protocol,
ii) Uses asymmet-
ric cryptography,
iii) Uses threshold
cryptography.

MGS and AS
are same.

1) MGS-5 + MSP-4
2) MGS-5 + MSP-7

Protocol-
D

i) Fully distributed
protocol,
ii) Uses asymmet-
ric cryptography,
iii) Uses certificate
graph.

Only MGS, no
AS.

1) MGS-3+MSP-4

Protocol-
E

i) Fully distributed
protocol,
ii) Uses asymmet-
ric cryptography,
iii) Uses threshold
cryptography,
iv) Uses IBE.

MGS and AS
are same.

1) MGS-5 + MSP-4
2) MGS-5 + MSP-7

Protocol-
F

i) Fully distributed
protocol,
ii) Uses asymmet-
ric cryptography,
iii) Uses Merkle
tree.

Only MGS, no
AS.

1) MGS-7+MSP-1,
2) MGS-8+MSP-1,
3) MGS-9+MSP-1
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We can observe from table 4.7 and 4.8 that there can be more than one KM-AP pro-

tocols applicable for a specific membership model. For example, in a MANET with mem-

bership model MGS-7+MSP-1, or MGS-8+MSP-1 or MGS-9+MSP-1, both Protocol-A

and Protocol-F are applicable. In a MANET with membership model MGS-5+MSP-4,

or MGS-5+MSP-7, either Protocol-C or Protocol-E can be used. Similarly, in a MANET

with membership model MGS-3+MSP-4, any of the protocols Protocol-B or Protocol-D

can be used. In these situations, a KM-AP protocol for a MANET should be chosen

from the set of applicable protocols based on the performances of the protocols on the

membership model of the given MANET. For this purpose, a combined performance

metric (CPM), as the one defined in this chapter, can be used to compare the perfor-

mances of different protocols using either simulations or testbed implementations. The

parameters constituting the CPM value, and the relative weights of each such parameter

can be determined to reflect the performance requirements of the users/administrator of

the MANET.

From the above discussions, we formulate the following guidelines which can be used

by the KM-AP protocol designers, and users / administrators of MANETs in order to

make their tasks easy and correct.

4.5.1 Guidelines for Authentication Protocol Designers

For designing a KM-AP protocol for a specific MANET, a protocol designer can follow

the best practices as described here.

1. Collect the information regarding the characteristics of the networking environment

of the MANET from the potential user/administrator of the network.

2. Identify the membership model of the MANET from the information collected in

the previous step.

3. Confirm from the user/administrator whether the membership model identified is
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correct or not. If so, proceed to the next step. Otherwise, go back to step 2.

4. Design KM-AP protocol that must be applicable on the identified membership

model.

5. Evaluate the performance of the designed KM-AP protocol on the identified mem-

bership model. Make necessary modifications to the protocol if the performance is

not satisfactory.

4.5.2 Guidelines for MANET Users/Administrators

For selecting an appropriate KM-AP protocol for a MANET, the user / administrator

of the network can follow the best practices as described here.

1. Analyze the characteristics of the networking environment and identify the mem-

bership model for the MANET.

2. Analyze the applicability of the existing KM-AP protocols in MANETs, and iden-

tify the protocols that are applicable for the membership model identified in the

previous step.

3. Define a suitable combined performance metric (CPM) as suggested in this chapter.

4. Evaluate the CPM values (using simulations or testbed implementations) for all

the protocols identified in step 2, on the membership model identified in step 1.

5. Choose the protocol with the best CPM value for the actual use in the given

MANET.

It can be noted here that, for some membership models in MANETs, there might

be no KM-AP protocol existing in the literature. In such situations, it reveals an open

challenge for the researchers to design an efficient KM-AP protocol suitable for the given

membership model.
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4.6 Chapter Summary

In this chapter, we have proposed a model for the study of membership of principals

in MANETs with a view to utilize the concept for understanding the applicability of

KM-AP protocols in different types of MANETs. We have pointed out that one or more

membership granting server (MGS) is intrinsically present for all MANETs and explored

the possibilities of various types of MGS along with the various possible types of mem-

bership set pattern (MSP) for a MANET. We have studied a set of six representative

KM-AP protocols in MANETs and analyzed their applicability on different member-

ship models. The analysis shows the membership models on which these protocols are

applicable. We have also analyzed the difficulties in adapting a KM-AP protocol to a

membership model for which it has not been designed. The concept of membership model

and the systematic way of analyzing a KM-AP protocol to figure out the membership

models on which it is applicable can be extended to analyze any other KM-AP protocol

in MANETs. We have also presented a set of performance criteria which can be used to

evaluate, and compare the performance of KM-AP protocols in MANETs. Besides, the

concepts can be used as a tool to specify the design criteria for a KM-AP protocol in

MANETs by the designers of new protocols. This could lead the designers to design a

solution which is more effective for a specific application environment.



Chapter 5

The SEAP Protocol: Secure and

Efficient Symmetric Key

Management in Authoritarian

MANETs

5.1 Overview

In an authoritarian MANET, there exist single or multiple authorities that command the

whole network. Most of the real life MANETs, such as those used in military communi-

cations, are authoritarian MANETs, where members of the network are managed by a

single authority (like the commender). Unlike in self-organized MANETs, in an author-

itarian MANET, the authority managing the network can configure all the members of

the network with some initial security credentials before their deployment, and therefore,

an arbitrated KM-AP protocol can be used in such MANETs. As we have discussed in

chapter 2, the arbitrated protocols are more secure than self-organized protocols, since

the trust is arbitrated by a highly trusted authority. Since principals in a MANET are

179
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resource constrained, symmetric key management protocols are more preferable than

the public key management protocols in many situations. Among the arbitrated sym-

metric key management protocols discussed in section 2.3.2, the group key management

protocols [46, 49, 50, 60, 64–66, 71–73, 80, 95, 105, 106, 120, 152, 193], have poor resilience

against compromise of a principal. Among the pairwise key management protocols,

the predistribution based approaches [74, 81, 82,96,107–110,145,194], or the master-key

based approaches [83,121,175,195] are not secure against principal impersonation attack

during shared key establishment processes between pairs of principals. This is because,

neither the secret keys in the key ring of a principal, used in the predistribution based

approaches, nor the master-key installed in a principal, used in the master-key based

approaches are uniquely associated with the identity of the principal. Hence, a principal

can assume any arbitrary identity while establishing, using its preinstalled key ring or

master-key, the shared secret keys with the other principals. Although authentication

of the identity of an individual principal (sensor node) is not necessary in WSNs, this is

an essential requirement in most of the MANET scenarios. In the server co-ordinated

pairwise key management protocols [75,97,184], each principal holds a unique secret key

shared with the server, and hence, the protocols in this category are not susceptible to

principal impersonation attack during pairwise key establishments.

From the discussions in chapter 4, we have seen that a KM-AP protocol assumes a

membership granting server (MGS) which can be internal or external to the network.

However, since an external MGS can be kept in a physically secure location, considering

the lower physical security of the principals in a MANET, using an external MGS is much

more secure than using an internal MGS in MANETs. Use of an external MGS can be

problematic when the membership set pattern (MSP) of the MANET is dynamic. To

support dynamic MSP, the MGS needs to update the information at the principals in the

network whenever a member joins or leaves the network, which requires the MGS to be

always online. But, due to the highly dynamic nature of MANETs, it is very difficult for

an external MGS to maintain connectivity with the principals in the network all the time.
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Besides, since principals in a MANET are easy to capture, providing robustness against

server compromise is very important for a server co-ordination based KM-AP protocol

in MANETs. Use of multiple servers can provide robustness against server compromise;

however, registering each principal under all of the servers inside the network necessitates

synchronization among the databases of the servers, which, in turn, causes the servers to

exchange large amount of control messages among themselves periodically. To the best

of our knowledge, none of the existing server co-ordination based pairwise symmetric

key management protocols in MANETs address all of the above mentioned security and

performance issues in MANETs.

In this chapter, we have proposed a Secure and Efficient Authentication Protocol

(SEAP) for MANETs. The SEAP protocol is a server co-ordination based pairwise sym-

metric key management protocol that uses an external MGS and supports dynamic MSP.

However, unlike the existing approaches, the SEAP protocol does not require the exter-

nal MGS to be online, rather, its connectivity to the network is semi-online (described

in section 4.2.1). With the use of multiple authentication servers (ASs) inside the net-

work, the SEAP protocol provides robustness against server compromise; however, the

protocol does not require a client to be authenticated to multiple servers. Rather, a

client in our protocol is authenticated to a single AS server only, and whenever an AS

server is compromised, a client under the compromised server is re-registered under a

different AS server. We have done a formal security analysis of the proposed protocol

using the strand space verification model [53]. In addition, we have conducted simula-

tions using the QualNet simulator [204], and have done practical experimentations with

the proposed protocol using a real MANET testbed. The simulation and the testbed

implementation results confirm the effectiveness of the proposed SEAP protocol.
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Organization

The remainder of this chapter is organized as follows. In the next section, we describe the

proposed SEAP protocol in detail. Security of the protocol is analyzed in section 5.3. The

applicability and the qualitative efficiency of the proposed scheme is analyzed in section

5.4. The results obtained from the simulation studies and testbed implementations are

given in section 5.5 and section 5.6 respectively. Section 5.7 concludes the chapter.

5.2 The SEAP Authentication Protocol

5.2.1 Assumptions

The SEAP protocol assumes an underlying routing protocol, and loose time synchro-

nization among principals in the network. In addition, we assume an intrusion detection

system (IDS) running in the network, with the help which compromised principals are

detected and reported to all the principals in the network. In order to solve the connec-

tivity problem of the external MGS, we use a semi-online (section 4.2.1) external MGS

which does not initiate any connection with principals inside the network. However, we

assume a gateway principal in the network, through which any principal of the network

can connect with the external MGS whenever required. However, the requirement for

establishing such connections is minimal in our protocol. In our protocol, any principal

can be used as an authentication server (AS) and server assignments are static unless a

server principal is compromised.

5.2.2 Basic Mechanism

A principal willing to obtain membership for the network needs to apply to the MGS.

The MGS after verifying the genuineness of the applicant executes the server assignment

module (subsection 5.2.4) of the protocol. In our protocol, each principal is registered



Chapter 5 183

with an AS principal as its client. The server assignment module assigns an AS principal

for a new applicant. In addition, the server assignment module can designate an applicant

as a new AS whenever it is required to do so. The MGS generates some initial security

credentials for the applicant using the credential generation module (subsection 5.2.5) of

the protocol. The initial security credentials are transferred to the applicant principal

through a physically secure side channel, and for this reason it is necessary that the

applicant principal should be physically close to the MGS during membership issuance.

With the help of the initial security credentials obtained from the external MGS,

a new principal can establish trust relationship with its AS principal, and in addition,

a principal designated as a server can also establish trust relationships with the other

existing AS principals in the network. For these purposes, the client-server secure com-

munication module and the server to server handshaking module of the protocol are

used, which are described in subsection 5.2.7 and subsection 5.2.6 respectively. An AS

principal basically provides three services, viz., i) session key establishment service (sub-

section 5.2.8), ii) key renewal service (subsection 5.2.9), and iii) client revocation service

(subsection 5.2.10). In addition, the AS principals in the network in collaboration with

the MGS provide the server revocation service to revoke a compromised AS principal,

using the server revocation module of the protocol (subsection 5.2.11). Once a server

is revoked, a client under the revoked server invokes the server re-assignment module

(subsection 5.2.12) of the protocol which re-assigns the client to a different server.

5.2.3 Data-Structures and Parameters

To each principal X, the SEAP protocol assigns a unique identity, denoted as PIDX .

The authentication server of principal X is denoted as AS(X). The SEAP protocol uses

a computationally secure pseudo random function (PRF) and a computationally secure

message authentication code (MAC) function. In the following, we describe the data-

structures maintained by a) the external MGS, b) a member principal, and c) a principal
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designated as an AS.

A) The following data-structures are maintained by the MGS.

i) System-Secret (SMGS): A secret key from which the credentials of all principals

are generated.

ii) Authentication Server Information Table (ASIT ): For each principal acting as an

AS inside the network, there is an entry in the ASIT table. The structure of the table

is as shown below.

ASIT = �server-id, NOC�
The first field of an entry indicates the PID of an AS, and the second field indicates

the number of clients (NOC) currently assigned under the AS.

iii) BLACKLISTMGS: A linked list containing the PIDs of all compromised princi-

pals.

B) The following data-structures are maintained by any principal X (client/AS) in

the network.

i) Master-Secret (SX): A symmetric key used as a shared secret key between X and

MGS.

ii) Client-Key (KX): A symmetric key used as a shared secret key between X and

AS(X).

iii) Membership Information (MINFOX): This data-structure holds some mem-

bership information related to principal X. Format of the data-structure is as shown

below.

MINFO = �principal-id, server-id, exptime�
The first and the second field of MINFOX indicate the PID of X, and the PID of

AS(X) respectively. The exptime field indicates the expiration time of the client-key

(KX) of X.

C) In addition to the data-structures listed above (item B), the following data-

structures are also maintained by a principal X designated as an AS in the network.

i) Server Key Table (SKTX): The SKT table of principal X (SKTX) contains a set
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of shared secret keys (SSKs), one for each of the other AS principals in the network. The

structure of the table is as shown below.

SKT = �server-id, SSK, exptime�
The first field of an entry in this table indicates the PID of an AS principal, whereas

the second and the third field indicate the SSK and the expiration time of the SSK

associated with the AS respectively.

ii) Client-Key Cache (CKCX): This is a small cache used by an AS principal to store

the client-keys associated with its clients. Structure of the table is as shown below.

CKC = �client-id, client-key, exptime�
The first field of an entry indicates the PID of a client, whereas the second and the

third field indicate the client-key and the expiration time of the client-key associated

with the client respectively. Use of CKC table is optional in the SEAP protocol.

iii) BLACKLISTX : A linked list used by the AS principal X to keep track of its

compromised clients.

The SEAP protocol uses a parameter called LIFETIME, whose value indicates the

length of time for which the client-key of a principal, or the SSK between a pair of AS

principals, is valid after its issuance. The value of LIFETIME is determined based

upon the strength of the potential adversary to compromise a principal in the network.

In the following sub-sections, we describe each module of the SEAP protocol in detail.

Table 5.1 provides a list of notations and abbreviations used in this chapter.

5.2.4 Server Assignment

This component is executed by the MGS to determine an AS for an applicant principal.

The SEAP protocol restricts the maximum number of clients assigned under an AS

principal. If the number of clients assigned under for each AS principal, indicated by the

NOC values in the ASIT table, has reached the maximum limit, the MGS designates

the applicant principal itself as a new AS. Otherwise, the applicant is assigned under the
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Table 5.1: List of notations and abbreviations used in chapter 5.
MGS Membership Granting Server.
AS Authentication Server.
PIDX Principal-id of principal X.
PRF Pseudorandom Function.
MAC Message Authentication Code.
SMGS System-secret stored by the MGS.
ASIT Authentication Server Information Table.
NOC Number of Clients under an AS.
SX Master secret of principal X.
KX Client-key of principal X.
MINFOX Membership Information of principal X.
SSK Share Secret Key (between two ASs).
SKT Server Key Table.
CKC Client-Key Cache.
exptime Expiration Time.
BLACKLIST Linked list of the PIDs of compromised principals.
LIFETIME Credential lifetime.

AS principal with the smallest NOC value. If the applicant is designated as a new AS,

an entry in the ASIT table is inserted, with PID of the applicant as the server-id, and

the NOC value is set to 1. This is because, in our protocol, an AS principal is a client

to itself, i.e., AS(X) = X, if X is an AS principal. If the applicant is assigned under

an existing AS, the MGS updates the NOC value of the appropriate entry in the ASIT

table. After completing server assignment, the MGS executes the credential generation

module of the protocol to generate the required security credentials for the applicant

principal.

It can be noted here that, in this protocol, any principal can be used as an authentica-

tion server and server assignments are static (unless a server is compromised). However,

if a network contains some principals which have higher computational resources than

the other principals, the server assignment strategy can be modified to use only the

computationally rich principals as the authentication servers.
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5.2.5 Credential Generation

The algorithm used by the MGS to generate the security credentials SX , KX , and

MINFOX for an applicant principal X is given in Algorithm 1. As shown in line 1

of this algorithm, the MGS can always calculate the master-secret SX of a principal X

from PIDX using the system-secret SMGS. However, due to the one-way property of

the PRF function, one cannot calculate SX without the knowledge of SMGS. Hence, the

master-secret SX of a principal X can be used as a shared secret key between the prin-

cipal X and the MGS. Similarly, from line 4 and line 5, we observe that the client-key

KX of a principal X can be used as a shared secret key between X and AS(X), since

only AS(X) can calculate KX from the MINFOX using its master-secret SAS(X).

Input: SMGS, P IDX , P IDAS(X)

begin

1: SX ← PRFSMGS
(PIDX);

2: exptime← current time+ LIFETIME;
3: MINFOX ← PIDX�PIDAS(X)�exptime;
4: SAS(X) ← PRFSMGS

(PIDAS(X));
5: KX ← PRFSAS(X)

(Hash(MINFOX));
6: return �SX , KX ,MINFOX�;

end
Algorithm 1: Algorithm to generate security credentials for a principal X.

In addition to the above credentials, the MGS also generates the SKTX for an ap-

plicant principal X, if the applicant is designated as an AS. The algorithm used for this

is shown in Algorithm 2. From lines 3 and 4 of this algorithm, we see that, for each of

the existing AS principals, Y , the MGS generates an SSK, KXY , from MINFOX using

the master-secret SY of principal Y . Hence, the same key KXY can also be calculated

by principal Y from MINFOX . In line 5, the generated SSK along with the PID of

Y are inserted into the SKTX generated for principal X.
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Input: SMGS,MINFOX

begin
1: SKTX ←NULL;
2: for (each existing server Y in the network) do
3: SY ← PRFSMGS

(PIDY );
4: KXY ← PRFSY

(Hash(MINFOX));
5: insert �PIDY , KXY � into SKTX ;
6: end for
7: return SKTX ;

end
Algorithm 2: Algorithm to generate the server key table (SKT) for a server principal
X.

5.2.6 Server to Server Handshaking

This module is executed by a principal designated as a new AS for handshaking with each

of the existing AS principals in the network. The newly assigned AS principal X sends

a server-registration-request (SRR) message to each of the existing AS principals, Y , in

the network. The SRR message contains the MINFOX , a nonce value Nx generated

by X, and the MAC digest of the above information calculated using the SSK, KXY ,

between X and Y . It can be noted that, X obtains the SSK, KXY , from its SKT table

SKTX .

X → Y : MINFOX , Nx,MACKXY
(MINFOX , Nx)

The recipient server Y checks the exptime filed on the MINFOX and if it has not

expired, calculates the SSK, KXY , from the MINFOX using its master-secret SY .

Using the calculated SSK, principal Y can verify the received MAC digest sent along

with the message. A successful verification confirms that, X is a valid member of the

network, as, otherwise it cannot possess the valid key (KXY ). Besides, Y can verify

whether X is designated as an AS, by checking the principal-id and the server-id fields

of the received MINFO data-structure. This is because, only for a server principal, the

values in the above mentioned two fields can be the same. Upon a successful verification,
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principal Y inserts an entry into its SKT table, SKTY , with the following values: server-

id=PIDX , SSK = KXY , exptime = exptime in MINFOX . The AS principal Y sends

to the AS principal X a server-registration-reply (SRP) message as shown below.

Y → X : PIDY , Nx,MACKXY
(PIDY , Nx)

After verifying the correctness of the nonce value and the MAC digest in the re-

ceived SRP message, AS principal X is confirmed about successful handshaking with AS

principal Y .

5.2.7 Client-Server Secure Communication

A server needs to send a message to one of its clients, say X, only in response to some

service request from a principal in the network. The requesting principal can be the

client principal X itself or any other principal in the network. However, the requester

must send, along with request message M , the proper MINFO of principal X, to enable

AS(X) to calculate the client-key of principal X.

Requester → AS(X) : M,MINFOX

The server AS(X) calculates the client-key KX using its master-secret SAS(X) from

MINFOX . The server can check whether principal X is its client, and whether its

client-key KX is not expired, by checking the server-id and the exptime fields of the

MINFOX respectively. Using the calculated client-key, the server can send a reply

message M � securely to X.

AS(X)→ X : M �,MACKX
(M �)

Principal X can verify the MAC digest attached with the message using its client-key

and becomes sure about the authenticity and integrity of the message.

Once an AS principal successfully calculates the client-key of a clientX, the AS inserts

an entry in its CKC table, CKCAS(X), with the following values: client-id= PIDX ,

client-key= KX , exptime=exptime in MINFOX . Caching the client-keys by an AS

principal reduces the need for recalculating the keys in future communications, although
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at the cost of a little bit increased storage consumption. However, since a client-key can

be computed by an AS by computing simple cryptographic operations, the use of CKC

table is optional in our protocol, and it depends on storage available at the MANET

principals and on the upper limit of the NOC value used in a specific implementation

of the protocol.

5.2.8 Session Key Establishment

A session key establishment between an initiator principal A and a responder principal

B is coordinated by the AS of the initiator, AS(A), and the AS of the responder, AS(B).

We use the term home server to refer to the AS of the initiator, and foreign server to

refer to the AS of the responder principal. The home server and the foreign server could

be the same entity, if the principals A and B are assigned under the same AS.

The protocol used for establishing a session key, Kssn, between initiator A and re-

sponder B is as shown below. In the following, we assume: AS(A) = H, AS(B) = F ,

EK [M ] stands for encryption of a message M using a key K, and Nb is a nonce value

generated by the responder principal B.

1. A→ B : PIDA

2. B → A : MINFOB, Nb

3. A→ H :

MINFOA,MINFOB, EKA
[PIDA, P IDB, Kssn, Nb]

4. H → F :

MINFOB, EKHF
[PIDA, P IDB, Kssn, Nb]

5. F → B : EKB
[PIDA, P IDB, Kssn, Nb]

6. B → A : EKssn
[Nb]
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In the above process, a session key Kssn, randomly generated by the initiator A,

is sent to the responder principal B through a secure path from the initiator to the

responder principal. The secure path from the initiator to the responder is constituted

with the following three consecutive secure paths i) secure path from initiator A to home

server H, ii) secure path from home server H to foreign server F and iii) secure path

from foreign server F to responder B. As mentioned in section 5.2.7, a server, in order

to send a message securely to one of its clients, requires the proper MINFO of the client.

For this reason, principal A first obtains theMINFO of principal B in step 1 and step 2 of

the above protocol. In step 3 and step 4, we see that the servers H and F are provided

the appropriate MINFO of A and B respectively, which they require to calculate the

client-keys KA and KB of principal A and B respectively. The protocol prevents replay

attack by using a nonce value Nb with the secret key sent by principal A to principal B

(steps 3 to 5). In step 6, the initiator principal A is confirmed about the establishment

of the session key Kssn with the responder principal B. The servers, H and F , after

forwarding the session key, Kssn, deletes it from their memory.

5.2.9 Key Renewal

The SEAP protocol provides key renewal service for two types of keys, viz., i) client-key

of a principal, and ii) SSK between a pair of AS principals.

A principal sends a renewal request message to its AS for the renewal of its client-key

and the MINFO before its client-key expires. An AS renews the credentials only if the

client principal is not in the blacklist of the AS. To renew the credentials, the AS first

renews the exptime field in the MINFO data-structure of the client. In addition, the

AS generates the new client-key corresponding to the renewed MINFO using its master-

secret. The AS also updates its CKC table properly to reflect the key renewal. Finally,

the new client-key and the renewed MINFO are sent to the client encrypted using the

existing client-key. The client after verifying the authenticity of the received message



Chapter 5 192

using its existing client key replaces the existing client-key and the existing MINFO

with the new values. The security of the clients to server communication is ensured as

described in subsection 5.2.7.

A pair of AS principals renews the SSK between them, stored in the SKT tables

of the ASs, before the key expires. The new SSK is generated from the existing SSK

and exchanged securely using the existing SSK. The SSK and the exptime filed of

the corresponding entries in the SKT tables of the ASs are updated to reflect the key

renewal.

5.2.10 Client Revocation

Whenever an AS principal X comes to know that one of its clients is compromised, the

server adds the PID of the client into its blacklist, BLACKLISTX . The server does

not provide any service to a blacklisted client. Since the client-key of the compromised

principal cannot be valid after a duration of LIFETIME, the AS principal X needs to

keep the PID of the compromised client in the BLACKLISTX only for the duration of

LIFETIME. The AS also deletes the entry corresponding to the compromised client from

its CKC table. In addition, the AS principal informs, in a secure way, to the external

MGS about the client revocation. Recall that, a principal X can use its master-secret

SX as a shared secret key with the MGS to send messages securely to the MGS. The

MGS decreases the NOC value of the entry corresponding to the AS principal in the

ASIT table, and adds the PID of the compromised client in the BLACKLISTMGS.

5.2.11 Server Revocation

The server revocation service is provided by the AS principals inside the network collabo-

ratively with the external MGS. Whenever, an AS principal detects another AS principal

as compromised, it informs the MGS about the incident, through the secure channel us-

ing its master-secret. The MGS counts the votes against an AS principal casted by the
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other AS principals, and when the number of such votes reaches a predefined threshold

value, the MGS adds the PID of the compromised AS in the BLACKLISTMGS, deletes

the corresponding entry from the ASIT table, and generates a server revocation message

(SRM) to revoke the credentials of the compromised AS principal. The SRM message

contains the PID and the master-secret of the compromised AS principal. Structure of

the SRM message is as shown below.

SRM = �server-id, master-secret�
After generating the SRM message, the MGS waits for the eventual call from an AS

principal which sends the next vote against the compromised server. It is to be noted

that the MGS in our protocol is semi-online, and hence, unable to initiate a connection

with any principal in the network. Hence, the MGS sends the SRM message to an AS

principal using the same connection, which is setup by the AS principal to send its vote.

After receiving the SRM message from the MGS, an AS principal sends the message to

each of the other AS principals in the network, using the SSKs between the ASs. In

addition, the AS principal also broadcasts the SRM message throughout the network.

All the ASs upon receiving the SRM message delete the entry corresponding to the

compromised server from their SKT tables.

A principal receiving the broadcasted SRM message, checks to see whether it is a

client under the compromised AS or not. If the receiving principal is under the compro-

mised server, then it verifies the authenticity of the SRM message. To verify the SRM

message, the principal calculates a client-key corresponding to its own MINFO using the

master-secret sent along with the SRM message. If the calculated client-key matches

with its own client-key, then it becomes sure that the SRM message is generated by the

MGS only. This is because, without the knowledge of the master-secret of the AS of a

principal, the principal’s client-key cannot be calculated. Again, the master-secret of a

principal can only be disclosed by the MGS if the principal is compromised. When a

principal is confirmed about the compromise of its AS, it invokes the server re-assignment

module (subsection 5.2.12) of the protocol to register itself to a different AS.
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5.2.12 Server Re-assignment

A principal X sends a server re-assignment request (SRAR) message to the MGS when

the server AS(X) of the principal is revoked. The request message is sent securely

using the master-secret of the principal. The MGS after verifying the authenticity of

the SRAR message checks whether the requesting principal is blacklisted or not. If

not blacklisted, then the MGS calls the server assignment (subsection 5.2.4) module

to assign an authentication server for the requesting principal and calls the credential

generation (subsection 5.2.5) module to generate the credentials corresponding to the new

assignment. It is to be noted that, the master-secret of the principal remains unchanged.

The new credentials are sent back to the principal using the same connection which

the principal sets up to send the SRAR message to the MGS. The new credentials are

encrypted with the master-secret of the principal.

5.3 Security Analysis

5.3.1 Security Against Principal Compromise

The SEAP protocol uses an external MGS kept outside the network in a physically secure

location. Hence, the MGS cannot be compromised by an adversary in the network.

However, the adversary can compromise a client principal or an AS principal inside the

network. The client revocation and the server revocation modules of the protocol ensure

that a client or an AS principal is isolated from the network, whenever it is reported by

the underlying intrusion detection system (IDS) as compromised. In the following, we

analyze the resilience and the robustness of the SEAP protocol against compromise of a

client or an AS principal.

In our protocol, each client possesses a unique master-secret and a unique client-key

which are calculated from the unique identities of the principals using a computationally

secure PRF function. Hence, using the security credentials of a compromised client,
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the security credentials of any other client or server cannot be calculated. This ensures

resilience against client principal compromise. By compromising an AS principal, an

adversary can obtain the client-keys of its clients using the master secret of the server.

However, the master-secrets of the clients cannot be obtained using the security cre-

dentials of the compromised AS. Using the master-secret, a client principal can always

authenticate itself (if the client is not compromised) to the external MGS to obtain a

fresh client-key, which is done by the server reassignment module of our protocol. Hence,

by compromising an AS, the adversary cannot prevent a client from obtaining the secu-

rity services. This ensures robustness against AS principal compromise. Moreover, an

AS does not store the session keys which are established through it between two client

principals. So, by compromising an AS, the adversary cannot compromise the commu-

nications between the clients in the network. In addition, the shared secret keys which

are used to secure communications among the AS principals, are unique for each pair

of servers. Hence, an adversary cannot compromise a communication between two ASs

not involving the compromised server. So, the protocol also ensures resilience against

AS principal compromise.

5.3.2 Security Against Brute-Force Attack

The system-secret, SMGS, is neither disclosed nor used by the external MGS for en-

crypting any message communicated with the principals in the network. Hence, using

a brute-force attack, an adversary cannot deduce SMGS by listening to the communica-

tions among the principals in the network and the MGS. The client-key of a principal

and the SSKs between pairs of ASs are cryptographically attached with expiration times

indicated by the exptime fields of the MINFO data-structures and the corresponding

entries in the SKT tables respectively. Hence, an expired client-key or an expired SSK

cannot be used by an adversary. The periodic renewal of the client-keys and the SSKs,

done by the key renewal module of the protocol, ensures the security of these keys against
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brute-force attack. Although the master-secrets of the principals are not renewed by the

SEAP protocol, a principal uses its master-secret only during the rare event when the

principal communicates with the external MGS. Moreover, the master-secret of a prin-

cipal is kept inside and encrypted by the login password of the principal. Hence, it is

reasonable to assume that the master-secret of a principal cannot be compromised by

an adversary by eavesdropping on the channel. However, if stronger security is required,

the principals can renew their master-secrets by communicating with the external MGS.

5.3.3 Security of Session Key Establishments

In this subsection, we prove the security of a session key establishment process in the

SEAP protocol, using the strand space formal verification model proposed by Guttman

et al. [53]. The strand space analysis of a key establishment protocol is used to prove the

secrecy and the authentication properties of the protocol against the man-in-the-middle

attack and the replay attack by analyzing the existence of internal action flaw, type flaw

and freshness flaw in the protocol.

First of all, we provide a mathematical model corresponding to the key establishment

module of the SEAP protocol. Since, in our protocol, a principal cannot obtain more

than one ID (PID), for ease of analysis, we use the name and the PID of a principal

interchangeably henceforward. We specialize the subsets T and K of the set of terms A.
The set of atomic messages T is specialized into a set TPID ⊆ T, where TPID represents

the set of all principal-IDs that can be used in the protocol. The set of cryptographic

keys K is specialized into two disjoint subsets KL and KS, where, KL represents the

set of long term keys, which includes the master secret keys, the client keys, the shared

secret keys (SSKs), and KS represents the set of short term keys, which are the session

keys used in our protocol. In order to represent the set of time-stamp values assigned in

the exptime fields of the membership information (MINFO) structure of the principals,

we define a set TS ⊆ A as the following.
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TS = {join(dd, join(mm, yy))|dd,mm, yy ∈ T\TPID}

Definition 5.3.1. We define two mappings, K : TPID → KL and S : TPID → KL,

to denote the association of each principal with its client key and master secret key

respectively. Hence, K(X) = KX and S(X) = SX . We assume the mappings X �→ KX

and X �→ SX are injective.

Definition 5.3.2. A mapping K : TPID ×TPID → KL is defined to associate a pair of

principals (two authentication servers) with the corresponding shared secret key. Hence,

K(X, Y ) = KXY . We assume the mapping X, Y �→ KXY is injective.

Definition 5.3.3. A mapping AS : TPID → TPID. The mapping is intended to denote

the association of each principal with its authentication server.

Axiom 5.3.4. Suppose, X, Y ∈ TPID. If the principals X and AS(X) are not compro-

mised by the penetrator, then KX /∈ KP. Moreover, if both of the principals X and Y

are not compromised then, KXY /∈ KP.

Axiom 5.3.4 inherently assumes that the cryptographic algorithm, the key size and

the key refresh rate used in the implementation of the protocol ensure that the perceived

adversary of the network cannot obtain the client key of a genuine principal or the shared

secret key (SSK) between two genuine authentication server principals in the network

by doing cryptanalysis on the encrypted messages exchanged between communicating

entities. Hence, the only way for an adversary to compromise the client key of a principal

is to capture either the principal itself or its authentication server and to capture the key

stored inside them. Similarly, to obtain the SSK between two principals the adversary

has to compromise at least one of the two principals.

5.3.4 The SEAP Strand Space

In the key establishment module of the SEAP protocol, a genuine principal in the net-

work can play one of the four roles, viz., 1) initiator, 2) responder, 3) home-server, and
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4) foreign-server (see subsection 5.2.8). The following definition essentially translates

the rules, that a principal should follow while acting in different protocol roles, into

corresponding mathematical models.

Definition 5.3.5. An infiltrated strand space Σ,P is a SEAP space if Σ is the union of

the following five kinds of strands.

1. “Penetrator strands”. P denotes the set of all strands in Σ whose traces are as one

of those defined in definition 3.3.22.

2. “Initiator Strands”. Init[A,B,H, F,N,K, ta, tb] denotes the set of all strands in Σ

with the trace:

� + A B,

− B F tb N,

+ A H ta B F tb {A B N K}KA
,

− {N}K�,

where A,B,H, F ∈ TPID, AS(A) = H; N ∈ T\TPID; K ∈ KS; and ta, tb ∈ TS.
The principal associated with a strand s ∈ Init[A,B,H, F,N,K, ta, tb] is A.

3. “Responder Strands”. Resp[A,B, F,N,K, tb] denotes the set of all strands in Σ

with the trace:

� − A B,

+ B F tb N,

− {A B N K}KB
,

+ {N}K�,

where A,B, F ∈ TPID, AS(B) = F ; N ∈ T\TPID; K ∈ KS; and tb ∈ TS. The
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principal associated with a strand s ∈ Resp[A,B, F,N,K, tb] is B.

4. “Home-Server Strands”.

H-Serv[A,B,H, F,N,K, ta, tb] denotes the set of all strands in Σ with the trace:

� − A H ta B F tb {A B N K}KA
,

+ B F tb {A B N K}KHF
�,

where A,B,H, F ∈ TPID, AS(A) = H; N ∈ T\TPID; K ∈ KS; and ta, tb ∈ TS.
The principal associated with a strand s ∈ H-Serv[A,B,H, F,N,K, ta, tb] is H.

5. “Foreign-Server Strands”.

F-Serv[A,B,H, F,N,K, tb] denotes the set of all strands in Σ with the trace:

� − B F tb {A B N K}KHF
,

+ {A B N K}KB
�,

where A,B,H, F ∈ TPID, AS(B) = F ; N ∈ T\TPID; K ∈ KS; and tb ∈ TS. The
principal associated with a strand s ∈ F-Serv[A,B,H, F,N,K, tb] is F .

It can be noted that, in a particular key establishment session, an initiator can verify

the authenticity of the home server, and the home server can verify whether the initiator

is its client or not. The same applies between the responder and the foreign server.

However, it is neither possible for an initiator to verify who is the authentication server

of the responder, nor it is possible for the responder to verify who is the server for

the initiator. This is the reason for which, the definition of initiator strands does not

relate B to F . Similar argument applies for the other strands also. The strand space

representation of the key establishment module of the SEAP protocol is shown in figure

5.1. The arrows → and ⇒ have their meanings as defined in item 3 and item 4 of the

definition 3.3.1 respectively.



Chapter 5 200

A B

H

F

⇒

→

→

⇒

m1

m2

⇒

→

m
3

⇒

→

m
4

⇒

→

m5

⇒
⇒

→ m6

⇒

m
1 

= A B

m
2 

= B F t
b

 N

m
3 

= A H ta B F tb {A B N K}
KA

m
4

 = B F t
b

 {A B N K}
K

HF

m
5

 = {A B N K}
KB

m
6

 = {N}
K

Figure 5.1: Strand space representation of the key establishment module.

5.3.5 Secrecy Guarantee

In this subsection, we prove that, if an initiator generates unique session keys in each

session, then the session key established in a session cannot be disclosed by an adversary

unless one of the principals among initiator, responder, home-server and foreign-server

is compromised. We state and prove the above in the following theorem.

Theorem 5.3.6. Suppose C is a bundle in Σ; A,B,H, F ∈ TPID such that none of

the principals A,B,H and F are compromised; K is uniquely originating in Σ; sinit ∈
Init[A,B,H, F,N,K, ta, tb] has C-height 4 and sresp ∈ Resp[A,B, F,N,K, tb] has C-
height 4. Let S = {KA, KB, KHF , K} and k = K\S.

Then, for every node m ∈ C, term(m) /∈ Ik[S].

Proof. By definition 5.3.5, AS(A) = H and AS(B) = F . As the principals A,B,H

and F are not compromised, by axiom 5.3.4, KA, KB, KHF /∈ KP. Hence, S ∩KP = ∅.
According to the hypothesis of the theorem, K = k ∪ S. Moreover, as all the keys used in

the SEAP protocol are symmetric keys, k = k−1. Hence, we can apply corollary 3.3.30.

To prove the above theorem using corollary 3.3.30, it is sufficient to prove that there is



Chapter 5 201

no regular node in C, which is an entry point for Ik[S]. Let us argue by contradiction

and assume that m is a regular node in C, which is an entry point for Ik[S]. According

to the definition of entry point, m must be a positive node and term(m) ∈ Ik[S]. This
implies that, either of the KA, KB, KHF and K is a subterm of term(m). From definition

5.3.5, we can see that in the SEAP strand space, there is no regular node in which a long

term key (element of KL) is a subterm. However, as stated earlier, KA, KB, KHF ∈ KL.

Hence, K must be a subterm of term(m). If m is in a strand s, then definition 5.3.5

implies that either one of the following is true.

1. s ∈ Init, and m = �s, 3�.

2. s ∈ H-Serv, and m = �s, 2�.

3. s ∈ F-Serv, and m = �s, 2�.

In all of the above cases, K is the session key established between the principals A and

B for a particular communication session. In case 2, let m� = �s, 1�. Hence, m� ⇒+ m.

Moreover, as K � term(m�), term(m�) ∈ Ik[S]. This violates the definition of entry

point. A similar argument can be made for case 3 also.

In case 1, as K is uniquely originating in Σ, s = sinit. So, term(m) =

A H ta B F tb {A B N K}KA
. As term(m) ∈ Ik[S], by proposition 3.3.26, at least

one of the following is true. 1) A ∈ Ik[S], 2) B ∈ Ik[S], 3) H ∈ Ik[S], 4) F ∈ Ik[S], 5)
ta ∈ Ik[S], 6) tb ∈ Ik[S], 7) {A B N K}KA

∈ Ik[S]. Cases 1-6 are impossible by definition

3.3.23. So, {A B N K}KA
∈ Ik[S]. By proposition 3.3.25, this implies KA ∈ k. But, this

contradicts with the hypothesis of the theorem which states that KA ∈ S and k = K\S.
Hence, the theorem is proved.

5.3.6 Authentication Guarantee

The SEAP protocol provides authentication guarantee to the initiator and the responder

of a key establishment session. Let us first establish the theorems which are necessary
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to prove the authentication guarantees.

Corollary 5.3.7. Suppose C is a bundle in the SEAP space Σ and K ∈ KS. If K /∈ KP,

then a term of the form {g}K cannot originate on a penetrator node in C.

Proof. Let, S = {K} and k = K\S. As K /∈ KP, S ∩KP = ∅. Hence, using corollary

3.3.31, we can prove that {g}K does not originate on a penetrator node only if we can

prove that there is no regular node in the bundle C, which is an entry point for Ik[S]. Let

us argue by contradiction and assume that there is a regular nodem in C which is an entry
point for Ik[S]. According to the definition of entry point, term(m) ∈ Ik[S]. However,
by theorem 5.3.6, term(m) /∈ Ik[{∗, ∗, ∗, K}]. The above two statements contradicts

each other, because proposition 3.3.24 says Ik[S] =
∪

x∈S Ik[x]. Hence, the corollary is

proved.

Proposition 5.3.8. Suppose C is a bundle in the SEAP space Σ, g ∈ A, and X, Y ∈
TPID such that the principals X, Y and AS(X) are not compromised. Then,

i) A term of the form {g}KX
cannot originate on a penetrator node in C.

ii) A term of the form {g}KXY
cannot originate on a penetrator node in C.

Proof. Let, S = {KX , KXY } and k = K. As the principals X, Y and AS(X) are not

compromised, by axiom 5.3.4, KX , KXY /∈ KP. Hence, S ∩KP = ∅. So, we can apply

corollary 3.3.31. To prove that {g}KX
or {g}KXY

does not originate on a penetrator

node, we need to show that there is no regular node in the bundle C, which is an entry

point for Ik[S].

Now, Ik[S] = IK[{KX , KXY }] which is essentially the set of terms in which either

KX or KXY is a subterm. So, a regular node m is an entry point for Ik[S] implies

that either of the keys KX and KXY originates on node m. However, in the SEAP

space, a key K originates on a regular node only if it belongs to a initiator strand s ∈
Init[∗, ∗, ∗, ∗, ∗, K, ∗, ∗]. By definition 5.3.5, K ∈ KS. However, KX , KXY ∈ KL. As

KS ∩KL = ∅, K cannot be equal to KX or KXY .
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Proposition 5.3.9. If a term of the form {g}KP
, for some P ∈ TPID, originates on a

regular strand s, then either of the following is true.

• s ∈ Init. In this case, g = P Q N K for some Q ∈ TPID, N ∈ T\TPID, and

K ∈ KS.

• s ∈ F-Serv. In this case, g = Q P N K for some Q ∈ TPID, N ∈ T\TPID, and

K ∈ KS.

Proof. Suppose, {g}KP
originates on a regular node m. By the definition of originating

node (Def. 3.3.9), m must be a positive node. From definition 5.3.5, we can see that

there are two positive nodes in a responder strand sr ∈ Resp, viz., �sr, 2� and �sr, 4�.
The node �sr, 2� does not have any encrypted subterm. On the other hand, the term of

node �sr, 4� is encrypted with a short term key, and not with a client key. In a home-

server strand sh ∈ H-Serv, the only positive node is m = �sh, 2�. However, the encrypted
subterm of term(m) is encrypted with a shared secret key between two principals, and

not with a client key.

If m is on a strand si ∈ Init[P,Q, ∗, ∗, N,K, ∗, ∗], then m = �si, 3�, and term(m) =

P ∗ ∗ Q ∗ ∗ {P Q N K}KP
. Hence, {g}KP

= {P Q N K}KP
. By axiom 3.3.19, this

implies g = P Q N K.

If m is on a strand sf ∈ F-Serv[Q,P, ∗, ∗, N,K, ∗], then m = �sf , 2�, and term(m) =

{Q P N K}KP
. Hence, {g}KP

= {Q P N K}KP
. By axiom 3.3.19, this implies that

g = Q P N K.

Proposition 5.3.10. If a term of the form {g}KPQ
, for some P,Q ∈ TPID, originates

on a regular strand s, then s ∈ H-Serv. In this case, g = R S N K for some R, S ∈
TPID, N ∈ T\TPID, and K ∈ KS.

Proof. If {g}KPQ
originates on a regular node m, then by the definition 3.3.9, m must

be a positive node. From definition 5.3.5, we see that no positive node in a responder

strand contains an encrypted term. On the other hand, the third node in an initiator

strand, and the second node in a foreign-server strand contain encrypted terms as their
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subterms. However, the subterms are encrypted with client keys of some principals, not

with shared secret keys.

If m is on a strand sh ∈ Init[R, S, P,Q,N,K, ∗, ∗], then m = �sh, 2�, and term(m) =

S Q ∗ {R S N K}KPQ
. Hence, {g}KPQ

= {R S N K}KPQ
. By axiom 3.3.19, this implies

that g = R S N K.

Proposition 5.3.11. If a term of the form {g}K, for some K ∈ KS, originates on a

regular strand s, then s ∈ Resp and g = N for some N ∈ T\TPID.

Proof. If {g}K originates on a regular node m, then by the definition 3.3.9, m must be a

positive node. From definition 5.3.5, we can see that a strand either in Init, H-Serv or F-

Serv has no positive node which contains a subterm encrypted by a short term key. Letm

be on a strand sr ∈ Resp[P,Q,R,N,K, tq]. Hence, m = �sr, 4�, and term(m) = {N}K .
By axiom 3.3.19, this implies that g = N .

Corollary 5.3.12. Suppose, X, Y ∈ TPID, N ∈ T\TPID and K ∈ KS. If s is a regular

strand in Σ, then the following holds.

1. If a term {X Y N K}KX
originates on s, then s ∈ Init[X, Y,W,Z,N,K, tx, ty]

for some W,Z ∈ TPID and tx, ty ∈ TS. The term originates on �s, 3�, and K

originates on s.

2. If a term {Y X N K}KX
originates on s, then s ∈ F-Serv[Y,X,W,Z,N,K, tx]

for some W,Z ∈ TPID and tx ∈ TS. The term originates on �s, 2�.

3. If a term {W Z N K}KXY
originates on s, then s ∈ H-Serv[W,Z,X, Y,N,K, tw, tz]

for some tw, tz ∈ TS. The term originates on �s, 2�.

4. If a term {N}K originates on s, then s ∈ Resp[V,W,Z,N,K, tw] for some V,W,Z ∈
TPID and tw ∈ TS. The term originates on �s, 4�.

Proof. The proof is evident from definition 5.3.5 and propositions 5.3.9, 5.3.10, and

5.3.11.
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Initiator’s Guarantee

The following theorem proves that if a bundle contains a strand si ∈ Init, then under

reasonable assumptions, there are regular strands sr ∈Resp, sf ∈F-Serv and sh ∈H-
Serv which agree on the initiator, responder, home server, responder nonce, and the

established session key values.

Theorem 5.3.13. Suppose C is a bundle in Σ; Nr ∈ T\TPID; Ks ∈ KS such that,

Ks /∈ KP and Ks is uniquely originating in Σ.

If, for some I, R, SI , F ∈ TPID, a strand si ∈ Init[I, R, SI , F,Nr, Ks, ∗, ∗] has C-
height 4, then the following regular strands exists:

• sr ∈ Resp[I, R, SR, Nr, Ks] of C-height 4,
• sf ∈ F-Serv[I, R, SI , SR, Nr, Ks, ∗] of C-height 2,
• sh ∈ H-Serv[I, R, SI , SR, Nr, Ks, ∗, ∗] of C-height 2, where SR = AS(R). The theo-

rem is correct only when none of the principals I, R, SI and SR are compromised.

Proof. The hypothesis of the theorem and the definition 5.3.5, implies the following.

AS(I) = SI (5.1)

As C-height(si) = 4,

�+I R,

−R F ∗ Nr,

+I SI ∗ R F ∗ {I R Nr Ks}KI

−{Nr}Ks
�

is the C-trace of the strand si. Now, as Ks /∈ KP, by corollary 5.3.7, the term {Nr}Ks

originates only on a regular node m1 in C. The term matches with the form 4 in corollary

5.3.12. Hence, node m1 belongs to a strand sr which satisfies the following condition.
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sr ∈ Resp[X1, X2, X3, Nr, Ks, ∗], where X1, X2, X3 ∈ TPID, and m1 = �sr, 4�.
From the above, and definition 5.3.5, we obtain the following.

AS(X2) = X3 (5.2)

Since �sr, 4� ∈ C, sr has C-height 4. Hence, �sr, 3� ∈ C. Now, term(�sr, 3�) =

−{X1 X2 Nr Ks}KX2
. Assuming the principals X2 and X3 are not compromised, by

proposition 5.3.8, the term {X1 X2 Nr Ks}KX2
originates only on a regular node m2 ∈ C.

The term matches with the form 2 in corollary 5.3.12. Hence, node m2 belongs to a

strand sf which satisfies the following condition.

sf ∈ F-Serv[X1, X2, X4, X5, Nr, Ks, ∗], where X4, X5 ∈ TPID, and m2 = �sf , 2�.
Hence, C-height(sf ) = 2.

From the above, and definition 5.3.5, we obtain the following.

AS(X2) = X5 (5.3)

From eqn. 5.2 and 5.3, we obtain the following.

X3 = X5 (5.4)

Hence, we can rewrite strand sf as the following.

sf ∈ F-Serv[X1, X2, X4, X3, Nr, Ks, ∗].
Since C-height(sf ) = 2, �sf , 1� ∈ C. Now, term(�sf , 1�) = −X2 X3 ∗ {X1 X2 Nr Ks}KX4X3

.

We have already assumed that the principal X3 is not compromised. So, assuming that

the principal X4 is not compromised, by proposition 5.3.8, the term {X1 X2 Nr Ks}KX4X3

originates on a regular node m3 ∈ C. The term matches with the form 3 in corollary

5.3.12. Hence, node m3 belongs to a strand sh which satisfies the following condition.

sh ∈ H-Serv[X1, X2, X4, X3, Nr, Ks, ∗, ∗], where m3 = �sh, 2�. Hence, C-height(sh) =
2.
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From the above, and definition 5.3.5, we obtain the following.

AS(X1) = X4 (5.5)

Since, C-height(sh) = 2, �sh, 1� ∈ C. Now, term(�sh, 1�) = −X1 X4 ∗ X2 X3 ∗
{X1 X2 Nr Ks}KX1

. It is already assumed that principal X4 is not compromised. Hence,

assuming that the principal X1 is also not compromised, by proposition 5.3.8, the term

{X1 X2 Nr Ks}KX1
originates on a regular node m4 ∈ C. The term matches with the

form 1 in corollary 5.3.12. Hence, node m4 belongs to a strand s�i which satisfies the

following condition.

s�i ∈ Init[X1, X2, X6, X7, Nr, Ks, ∗, ∗], where X6, X7 ∈ TPID, and m4 = �s�i, 3�.
From the above, and definition 5.3.5, we obtain the following.

AS(X1) = X6 (5.6)

From eqn. 5.5 and 5.6, we obtain the following.

X6 = X4 (5.7)

Hence, we can rewrite strand s�i as the following.

s�i ∈ Init[X1, X2, X4, X7, Nr, Ks, ∗, ∗]
By corollary 5.3.12, Ks originates on s�i. However, as Ks is uniquely originating in Σ

and Ks originates on si, s
�
i = si. Hence, the following holds.

X1 = I,X2 = R,X4 = SI , X7 = F (5.8)

So, from eqn. 5.2 and 5.8, we get the following.

X3 = AS(R) = SR (5.9)
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Hence, we can rewrite the strands sr, sf and sh as the following.

sr ∈ Resp[I, R, SR, Nr, Ks, ∗]
sf ∈ F-Serv[I, R, SI , SR, Nr, Ks, ∗]
sh ∈ H-Serv[I, R, SI , SR, Nr, Ks, ∗, ∗]

Remark 5.3.14. Theorem 5.3.13 does not guarantee that the strands sr, sf and sh would

agree on the same foreign server value as that in the strand si. This is the reflection of

the assumptions, made in the definition 5.3.5, that an initiator cannot verify who is the

foreign server for a responder. However, an initiator requires the guarantee only from

its home server that it establishes the correct session key with the correct responder

principal, and theorem 5.3.13 proves that the SEAP protocol ensures this guarantee to

an initiator.

Responder’s Guarantee

The following theorem proves that if a bundle contains a strand sr ∈Resp, then under

reasonable assumptions, there are regular strands si ∈Init, sf ∈F-Serv and sh ∈H-
Serv which agree on the initiator, responder, foreign server, responder nonce, and the

established session key values.

Theorem 5.3.15. Suppose C is a bundle in Σ; Nr ∈ T\TPID; Ks ∈ KS.

If, for some I, R, SR ∈ TPID, a strand sr ∈ Resp[I, R, SR, Nr, Ks, ∗] has C-height 3,
then the following regular strands exists:

• sf ∈ F-Serv[I, R, SI , SR, Nr, Ks, ∗] of C-height 2,
• sh ∈ H-Serv[I, R, SI , SR, Nr, Ks, ∗, ∗] of C-height 2,
• si ∈ Init[I, R, SI , ∗, Nr, Ks, ∗, ∗] of C-height 3, where SI = AS(I). The theorem is

correct only when none of the principals I, R, SI and SR are compromised.

Proof. By the hypothesis of the theorem and by definition 5.3.5, the following are true.

AS(I) = SI and AS(R) = SR (5.10)
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As C-height(sr) = 3,

�−I R,

+R SR ∗ Nr,

−{I R Nr Ks}KR
�

is the C-trace of the strand sr.

Let us assume that the principals R and SR are not compromised. Hence, by propo-

sition 5.3.8, the term {I R Nr Ks}KR
originates only on a regular node m1 in C. The

term matches with the form 2 in corollary 5.3.12. Hence, node m1 belongs to a strand

sf which satisfies the following condition.

sf ∈ F-Serv[I, R,X1, X2, Nr, Ks, ∗], where X1, X2 ∈ TPID, and m1 = �sf , 2�.
From the above, and by definition 5.3.5, we get the following.

AS(R) = X2 (5.11)

From eqn. (5.10) and (5.11) we obtain,X2 = SR. Hence, sf ∈ F-Serv[I, R,X1, SR, Nr, Ks, ∗].
Since �sf , 2� ∈ C, sf has C-height 2.

Hence, �sf , 1� ∈ C. Now, term(�sf , 1�) = −R SR ∗ {I R Nr Ks}KX1SR
. As-

suming the principals X1 and SR are not compromised, by proposition 5.3.8, the term

{I R Nr Ks}KX1SR
originates only on a regular node m2 in C. The term matches with

the form 3 in corollary 5.3.12. Hence, node m2 belongs to a strand sh which satisfies the

following condition.

sh ∈ H-Serv[I, R,X1, SR, Nr, Ks, ∗, ∗], where m2 = �sh, 2�.
From the above, and by definition 5.3.5, we get the following.

AS(I) = X1 (5.12)
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From eqn. (5.10) and (5.12), we obtain, X1 = SI . Hence, we can rewrite the strands

sf and sh as the following.

sf ∈ F-Serv[I, R, SI , SR, Nr, Ks, ∗];
sh ∈ H-Serv[I, R, SI , SR, Nr, Ks, ∗, ∗].
Since �sh, 2� ∈ C, sh has C-height 2. Hence, �sh, 1� ∈ C. Again, term(�sh, 1�) =

−I SI ∗ R SR ∗ {I R Nr Ks}KI
. Assuming that the principals I and SI are not

compromised, by proposition 5.3.8, the term {I R Nr Ks}KI
originates on a regular

node m3 in C. The term matches with the form 1 in corollary 5.3.12. Hence, node m3

belongs to a strand si which satisfies the following condition.

si ∈ Init[I, R,X3, X4, Nr, Ks, ∗, ∗], where X3, X4 ∈ TPID, and m3 = �si, 3�.
From the above, and by definition 5.3.5, we get the following.

AS(I) = X3 (5.13)

From eqn. (5.10) and (5.12) we obtain, X3 = SI . Hence, we can rewrite the strand

si as the following.

si ∈ Init[I, R, SI , ∗, Nr, Ks, ∗, ∗].
Since �si, 3� ∈ C, si has C-height 3.

Remark 5.3.16. Theorem 5.3.15 does not guarantee that the strands si, sf and sh would

agree on the same home server value as that in the strand sr. As explained earlier,

this is also the reflection of the assumptions made in definition 5.3.5, that a responder

cannot verify who is the home server for an initiator. However, the responder requires

the guarantee only from the foreign server that it establishes the correct and fresh session

key with the correct initiator principal. Theorem 5.3.15 proves that the SEAP protocol

ensures this guarantee to a responder principal.
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Table 5.2: A qualitative comparison of the SEAP protocol with some other recent KM-
AP protocols for MANETs.
Protocol Type

of Key
Managed

Mechanism Used Location
of MGS

MSP Network
Architec-
ture

Robustness
Against
Server
Compro-
mise

Dahshan et
al. [174]

PuK Fully distributed PKG External Static Flat Limited
robust-
ness

Li et al. [179] PuK Partially distributed
PKG

External Dynamic Hierarchical Limited
robust-
ness

Gharib et al.
[187]

PuK Preinstalled informa-
tion based verification

External Dynamic Flat -

El-Sayed
[193]

GSK Authenticated Diffie-
Hellman key establish-
ment

External Dynamic Hierarchical Not
robust

Boloorchi et
al. [194]

PSK Random key distribu-
tion

External Dynamic Flat -

Gandino et
al. [195]

PSK Transitory master key External Dynamic Flat -

Sanyal [184] PSK Server coordinated key
establishment

Internal Dynamic Hierarchical Not
robust

SEAP PSK Server coordinated key
establishment

External Dynamic Hierarchical Robust

5.4 Other Analysis

5.4.1 Applicability Analysis

The SEAP protocol uses a single and centralized MGS which is external to the network.

The reachability of the external MGS is semi-online, i.e., MGS cannot initiate connec-

tion with the principals in the network but the principals can initiate connection with

the external MGS. The membership set pattern (MSP) of the network is open, i.e., prin-

cipals can join or leave the network any time. In addition, as the SEAP protocol does

not impose any upper bound on the size of the network, the MSP is unlimited. In the

SEAP protocol, the membership set of the network gets divided into a number of logical

groups such that there is an authentication server (AS) for each group which provides
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authentication services to the members of that group only. Hence, the membership set is

heterogeneous. Moreover, the heterogeneous membership set is migratable, where migra-

tion of a principal from one group under an AS, to another group under a different AS

is allowed only under the condition that the current AS of the principal is compromised.

5.4.2 Storage Scalability

In the SEAP protocol, a principal X, keeps three pieces of security credentials which are

required to become a valid client of the network, viz., a master-secret (SX), a client-key

(KX), and a membership information data-structure MINFOX . Hence, the storage

requirement to keep the security credentials of a client is not dependent either on the

total number of principals or on the number of servers in the network. An AS principal,

in our protocol, can calculate the client-keys for all of its clients using its master-secret.

Hence, unlike the other existing server coordinated pairwise symmetric key management

protocols in MANETs [75, 97, 184], the SEAP protocol does not require a server prin-

cipal to store per client secrets in its memory. So, the SEAP protocol achieves storage

scalability for both the clients and the server principals.

5.4.3 Service Availability

In a server coordinated KM-AP protocol in MANETs, the availability of the key man-

agement services depends on the availability of the authentication servers (ASs) deployed

into the network. There are three main reasons for which an AS might be unavailable

to one if its client principals, viz., i) the AS is compromised, ii) the AS is overloaded,

and iii) the client cannot communicate with the AS due to network partitioning. Now,

the server revocation module along with the server re-assignment module of the SEAP

protocol ensures robustness against compromise of an AS principal. Moreover, by re-

stricting the maximum number of clients (NOC) registered under an AS principal, our

protocol also restricts the load on each AS principal. In a MANET, network partitioning
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is usually a temporary failure, and a client principal requires to communicate with its

server for key management services infrequently. Hence, temporary network partitioning

can cause only an increased delay in obtaining the required services by a client princi-

pal from its AS. It can be noted that, the problem of availability of server also exists

in the server coordinated pairwise symmetric key management protocols by Perrig et

al. [75] and by Sanyal [184]. Moreover, since these protocols depend upon a single server,

and incorporate no mechansim to fight against server compromise, service availability in

these protocols suffers from all of the three reasons mentioned above. In the protocol by

Pirzada et al. [97], a client is registered under all the ASs inside the network. Hence, this

protocol can solve all of the above three problems related to server availability. How-

ever, the protocol by Pirzada et al. [97] incurs extra control message overhead due to

periodic synchronizations among the repositories of the ASs, which is not required in the

SEAP protocol. Hence, in a MANET, where network partitioning is a rare event, the

SEAP protocol is more efficient than Pirzada et al. [97] considering both control message

overhead and service availability.

5.4.4 Qualitative Comparison

A qualitative comparison of the proposed SEAP protocol with some of the other recent

KM-AP protocols for MANETs, is shown in table 5.2. As discussed in chapter 2, the

public key (PuK) management protocols are inefficient for a MANET due to its resource

constraints. A group symmetric key (GSK) management protocol has poor resilience

against principal compromise, whereas a random key distribution based, or a transitory

master key based pairwise symmetric key (PSK) management protocol are not secure

against impersonation attack launched by an internal attacker during key establishments.

From the table, we can observe that, like the proposed SEAP protocol, most of the

recent KM-AP protocols for MANETs are also based on an external MGS and support

a dynamic MSP. In the hierarchical network architecture based protocols, a subset of
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Table 5.3: Simulation Configurations
Simulation Area 1500m× 1500m
Communication Range 400m
Channel Bandwidth 6mbps
Simulation Time 3hours
Number of Principals 50, 60, 70, 80, 90, 100
Mobility Model Random Way-point
Avg. speed 1− 15m/s
Routing Protocol AODV

Table 5.4: Specifications for the SEAP protocol parameters.
PID 16-bits
System-Secret 256 bits
Master-Secret 128 bits
Client-Key 128 bits
SSK 128 bits
Session-Key 64 bits
LIFETIME 600 seconds
exptime 4 bytes
PRF Algo. Multiplicative Linear Congruential Generator (MLCG)
Encryption Algo. Advanced Encryption Standard (AES)
MAC Algo. HMAC-MD5 128 bits digest

principals in the network act as servers, whereas in the flat network architecture based

protocols, all principals act in the same role. The distributed PKG based protocols

have limited robustness against server compromise, in the sense that, the protocols are

robust against a maximum of t servers compromise, where t is a parameter of threshold

cryptography used in these protocols. The GSK management protocol by El-Sayed [193],

and the server coordination based PSK management protocol by Sanyal [184] use a single

central server inside the network, and hence, are not robust against server compromise.
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5.5 Simulation Results

We have carried out simulations using the QualNet [204] simulator on a UNIX machine.

Simulation parameters and the specifications for the SEAP protocol parameters are as

given in table 5.3 and table 5.4 respectively. The time requirements for different cryp-

tographic operations are obtained from the benchmarks available at [206]. We have

modeled an application layer traffic generation, running on each principal, as the follow-

ing: a client periodically invokes a session key establishment process (we refer to it as a

‘call’) for another randomly selected client as the destination principal. The inter-arrival

time of this periodic process is uniformly distributed between a specified minimum and

a maximum limit. The reciprocal of the mean of this inter-arrival time is defined as the

average call rate, which is a measure of the average number of calls generated per unit

time by any client in the network. If a key establishment process results in a failure,

the corresponding initiator principal re-initiates the process. We limit the maximum

number of such retrials to the value of three. We use the following metrics to evaluate

and compare the performances of the KM-AP protocols:

Computational load : This is measured as the total duration of time (in milliseconds) a

principal of the network remains busy in executing the instructions of the authentication

protocol, during the simulation period.

Communication overhead : This is measured as the total size (in megabytes) of all

the protocol control packets generated by all the principals in the network during the

simulation.

Key Establishment Delay : This is measured as the duration of time (in milliseconds)

from the instant when an initiator principal invokes a key establishment process, to the

instant when the session key is established between the initiator and the corresponding

responder principal.

In order to demonstrate the advantage of the proposed SEAP protocol over the public

key management protocols in MANETs, we have chosen two recent distributed PKG
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Figure 5.2: Computational Load comparison with distributed PKG based protocols.

based public key management protocols by Dahshan et al. [174], and Li et al. [179], and

compared the computational load and the communication overhead of these protocols

with those of the proposed SEAP protocol. It can be noted that, among the public key

management protocols in MANETs, the distributed PKG based protocols have drawn a

large attention from the recent researchers, because of the efficiency of these protocols

in MANETs due to the use of identity based cryptography. We have also compared the

computational load, communication overhead, and the key establishment delay of the

proposed SEAP protocol with those of the existing server coordination based pairwise

symmetric key (PSK) management protocols by Pirzada et al. [97], and Sanyal [184].

In the simulations, where we measure the computational loads and the communication

overheads, we have scheduled the events of server compromise at every 45 minutes during

the simulation periods. However, since the protocol by Sanyal [184] uses a single server,

there is no server compromise event scheduled for this protocol. Moreover, we do not

schedule any server compromise event in the simulations where we measure the key

establishment delays for the server coordinated PSK management protocols.
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Figure 5.3: Computational Loads for different server coordinated PSK management
protocols.

5.5.1 Computational Load Comparison

We have measured the average computational loads imposed by the different protocols

for different call rates. All the simulations have been conducted in a network of 100

principals. For the SEAP protocol, we set the maximum NOC value for an AS prin-

cipal to 20. Figure 5.2 and figure 5.3 compare the computational load of the proposed

SEAP protocol with that of the distributed PKG based protocols, and the server coor-

dinated PSK management protocols respectively. Figure 5.2 shows that the distributed

PKG based protocols are 3 to 4 times computationally expensive than the proposed

SEAP protocol. Since unlike the protocol by Dahshan et al. [174], the protocol by Li

et al. [179] uses explicit server revocation, its computational load is higher than that of

the protocol by Dahshan et al. [174]. From figure 5.3, we observe that, among the server

coordinated PSK management protocols, the protocol by Pirzada et al. [97] imposes the

highest computational load on the principals of the network. This is due to the peri-

odic repository replication processes among the servers, and the server election process

executed by the protocol when a server principal is compromised. The computational

load of the proposed SEAP protocol is marginally higher than that of the protocol by
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Figure 5.4: Communication Overhead comparison with distributed PKG based protocols.

Sanyal [184]. This is due to the fact that no server revocation process is executed in

this protocol. However, for higher call rates, the computational load of this protocol

is almost equal to that of the SEAP protocol. This is because, for higher call rates,

the single server used by Sanyal [184] gets overloaded which causes a larger number of

message losses at the server. This increases the average number of retrials required for

a successful key establishment by the client principals in the network.

5.5.2 Communication Overhead Comparison

Overall communication overheads of the protocols have been measured in a network of

100 principals, for different call rates. Maximum NOC value for an AS principal is set to

20 for the SEAP protocol. Figure 5.4 and figure 5.5 compare the communication overhead

of the proposed SEAP protocol with that of the distributed PKG based protocols, and the

server coordinated PSK management protocols respectively. From figure 5.4, we observe

the advantage of the SEAP protocol in terms of communication overhead as compared

to the distributed PKG based protocols. Hence, although some of the distributed PKG

based protocols for MANETs, such as Li et al. [179], can support external MGS with
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Figure 5.5: Communication Overheads for different server coordinated PSK management
protocols.

dynamic MSP, and also achieve robustness against server compromise, these protocols

are not as efficient as the proposed SEAP protocol in a resource constrained MANET.

From figure 5.5, we can observe that, because of the synchronization processes among the

multiple servers used in the protocol by Pirzada et al. [97], its communication overhead

is considerably higher than that in the other two server coordinated PSK management

protocols. The communication overhead of the protocol by Sanyal [184] is slightly lesser

than the SEAP protocol for low or moderate application rates. This is because, in the

SEAP protocol, a session key establishment process involves two authentication servers

(home and foreign ASs) which may not always be the same. Hence, the average number

of message exchanges during a key establishment process is higher than that in the

protocol by Sanyal [184]. However, when the average call rate increases, the single server

principal used in the protocol by Sanyal [184] gets overloaded, and hence, the average

number of retrials for key establishments also increases, which, in turn, increases the

overall communication overhead of the protocol.
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Figure 5.6: Session key establishment delays for different server coordinated PSK man-
agement protocols.

5.5.3 Key Establishment Delay Comparison

The average session key establishment delay of the proposed SEAP protocol has been

compared with that of the other two server coordinated PSK management protocols. We

have measured the parameter for different network sizes (no. of principals). The average

call rate for all the simulations is set to 0.30 calls/minute. For the SEAP protocol, the

maximum NOC value is set to 10. The results obtained are shown in figure 5.6. Since

the protocol by Sanyal [184] uses only a single centralized server, the server remains too

much busy and thus the key establishment delay of the protocol is largest among all the

three protocols. We can also observe that, unlike in the other two protocols, where the

key establishment delay increases rapidly with the increase in the number of principals

in the network, in the SEAP protocol, the delay does not depend very much on the

network size. This is because, the SEAP protocol restricts the maximum number of

clients (NOC) assigned under a server principal in the network, which essentially limits

the maximum load imposed on a server principal irrespective of the network size.
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Figure 5.7: The set of laptops and netbooks before deployment into the network.

5.6 Testbed Implementation Results

In order to verify the applicability of the proposed SEAP protocol in real environments,

we have implemented it on a MANET testbed. In this section, we describe the testbed

setup and the results obtained from the experimentations with the SEAP protocol in the

real testbed that we implemented.

5.6.1 Hardware and System Configuration

We formed a small MANET using a set of ten laptops (Fig. 5.7), and one workstation

computer equipped with an USB wireless adapter (Linksys AE 2500). Table 5.5 shows

the hardware configurations of the systems. The wireless interfaces of the devices use the

IEEE 802.11 g MAC protocol, and operates at 2.487 GHz frequency. Retry Long Limit

is set to its default value of 7. We configured the wireless interfaces to the ad-hoc mode

and set the SSID (service set identifier) of all the devices to be the same. Each of the

systems has been assigned a static IP address from a private IP address space ranging
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Table 5.5: Hardware Configurations of the Systems Constituting the MANET Testbed.
Model Name No.

of
Ma-
chines

CPU Memory O/S & Ker-
nel Version

Tx-Power

HP Pavil-
ion dv6
Notebook

1 Intel Core-i5,
2410M, 2.30
GHz, Dual-core

4 GB
DDR3

Ubuntu
13.10; Ker-
nel 3.11.0-15
(64 bit)

27 dBm

Samsung
NP 300 E4X
Laptop

2 Intel Pentium
B970, 2.30 GHz

2 GB
DDR3

Ubuntu
12.04; Ker-
nel 3.2.0-29
(32 bit)

16 dBm

Sony VGN-
CR24G/B
Laptop

1 Intel Core 2
Duo, T7250, 2
GHz

1 GB
DDR2

Ubuntu
13.04; Ker-
nel 3.8.0-19
(64 bit)

20 dBm

Sony VGN-
CR36G/B
Laptop

1 Intel Core 2
Duo, T8100,
2.10 GHz

2 GB
DDR2

Ubuntu
12.04; Ker-
nel 3.5.0-40
(64 bit)

14 dBm

Compaq Pre-
sario V2000
Notebook

2 Intel Centrino,
1.70 GHz

512
MB
DDR

Ubuntu
9.10; Kernel
2.6.31-14 (32
bit)

20 dBm

Lenovo Idea-
Pad Y550
Laptop

1 Intel Core 2
Duo, T6600,
2.20 GHz

4 GB
DDR3

Ubuntu
10.04; Ker-
nel 2.6.32-54
(32 bit)

15 dBm

Samsung
N110 Net-
book

1 Intel Atom
N270, 1.60 GHz

1 GB
DDR2

Ubuntu
13.10; Ker-
nel 3.11.0-12
(32 bit)

20 dBm

HP Pavilion
G6

1 Intel Core i7-
3632QM, 2.2
GHz

8 GB
DDR3

Ubuntu
13.04, Ker-
nel 3.8.0-19
(64 bit)

20 dBm

HP Z200
Workstation

1 Intel Core i5-650
3.2 GHz, Dual-
Core, Turbo

4GB
DDR3

Ubuntu
10.04; Ker-
nel 2.6.32-46
(64 bit)

32 dBm
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Figure 5.8: The testbed architecture on Unix platform for implementation of the SEAP
protocol.

from 10.0.0.1 to 10.0.0.11.

5.6.2 Implementation of a MANET Testbed

We implemented the testbed and the SEAP protocol using C++ codes in Unix platform.

To simplify the program debugging, implementation has been done in the application

layer. All the machines are kept inside the laboratory. Although a principal is directly

reachable from all the other principals, we construct a multi-hop scenario using emulated

topology. In addition, emulated mobility has been used to create the effect of mobility

of the principals based on the random way-point mobility model.
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Figure 5.8 shows the architecture of the MANET testbed we designed for experi-

mentation with the SEAP protocol. As shown in this figure, we have logically divided

the application layer into two sub-layers, viz., 1) the service provider sublayer, and 2)

the routing sublayer. In the service provider sublayer, we implement a ‘call generator’

protocol, and the SEAP protocol. The call generator protocol is similar to the applica-

tion layer traffic generation used in the simulations (section 5.5), which initiates periodic

session key establishment processes on each member principal of the network. In the

routing sublayer, we implement the AODV routing protocol. The processes running in

the service provider sublayer of a principal send and receive packets to the corresponding

peer processes running in the other principals of the network using the routing service

provided by the underlying routing sublayer. The routing protocol treats a packet re-

ceived from the service provider sublayer as a data packet and routes it towards the

proper destination principal. In order to exchange packets (data/control) between two

immediate neighbor principals, the routing protocol uses the UDP stack of the Unix

kernel.

As we can see in figure 5.8, the routing sublayer maintains three basic data struc-

tures, viz., the packet queue, the routing table and the neighbor table. All the packets

received from the service provider sublayer or from the UDP stack are kept in the packet

queue. The routing sublayer is constituted with six major modules, which collabora-

tively implement the AODV routing protocol and the emulated mobility model. The

packet processor module dequeues packets from the packet queue and switches them to

the other modules as appropriate. The routing and the data packet forwarding mod-

ules implement the rules defined by the AODV protocol. The emulated topology and

emulated mobility have been implemented using the three modules, viz., the mobility

model module, the HELLO advertisement module and the neighbor detection module.

To each of the principals, we initially assign a virtual co-ordinate randomly chosen from

a 1500m x 1500m virtual experimentation area. The mobility model module of a prin-

cipal is responsible for calculating the virtual position of the principal at any instant
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Figure 5.9: Avg. CPU utilization by the authentication server principals scenario 1.

of time. The HELLO advertisement module of a principal periodically broadcasts the

HELLO advertisement packets which contain the principal-ID, the MAC address and the

current virtual location of the principal. The neighbor detection module of a principal

processes the HELLO packets received from all the other principals in the network. A

principal calculates the virtual distance between itself and another principal based upon

its own virtual location and the virtual location given in the HELLO packet recently

advertised by the other principal. The advertising principal is considered as a neighbor

only if the virtual distance between the two principals is not greater than the standard

wireless radio range (250 m). The neighbor detection module updates the neighbor table

data structure accordingly. The information and the packet flows among the modules

and data structures in the routing sublayer are as shown in figure 5.8. A solid arrow

represents the flow of a data packet (D.P.) and/or the flow of a control packet (C.P.),

whereas, the dotted arrows represent the flow of other relevant information.

Each principal keeps a log file in which the values for the output parameters are

recorded in each tick of the CPU clock. At the end of the experiment, the log files are

sent by all the principals to the workstation computer which processes all the input log

files to generate aggregate parameter values.
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scenario 2.

Table 5.6: Success ratios for different avg. call rate and no-of-ASs in scenario 1.

No-of-ASs
Avg. Application Rate

0.20 0.24 0.30 0.40
calls/m calls/m calls/m calls/m

4 0.96 0.91 0.83 0.75
2 0.73 0.68 0.63 0.60

5.6.3 Experimentation Scenarios

We have used the workstation computer as the MGS, and one from the set of ten laptops

as the dedicated gateway principal for the network. The other nine laptops work as the

member principals of the network. Although the SEAP protocol is fully dynamic, in

our implementations, we use a partially dynamic setup. In this setup, we statically

assign the role of the authentication servers (ASs) to some selected member principals.

The selection is made on the basis of the computing resources of the principals. The

AS principals are pre-deployed into the network with their required security credentials.

We have used different number of AS principals in different experiments. The value

for the maximum number of clients (max-NOC) parameter in an experiment has been

determined based upon the total number of AS principals used in that experiment, so

that, all the nine client principals can be registered under the AS principals available in

the network. (We can recall here that an AS principal is also a client to itself.) Apart
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from the AS principals, the other member principals join the network dynamically. We

schedule the joining of these member principals at a regular interval of 300s and one at

a time. The values for the other SEAP protocol parameters are as mentioned in table

5.4. We have used the Botan cryptographic library [205] to implement the cryptographic

functions. In all the experiments, we configure the emulated random way-point mobility

model component of the testbed architecture with an average velocity value of 5m/s,

and pause time value of 30s. Based upon the above setup, we have constructed two

experimentation scenarios, viz., scenario 1 and scenario 2.

In scenario 1, we do not implement any principal revocation. In this scenario, we

measure two parameters, viz., i) the success ratio and ii) the avg. CPU utilization of

the AS principals. Success ratio is measured as the ratio of successful trials to the total

number of key establishment trials (including the retrials) made by all the principals in

the network during the entire experimentation period. Avg. CPU utilization is measured

as a continuous time parameter and the average is taken for all the AS principals in the

network. We have measured the above two parameters for different avg. application

rates ranging from 0.20 calls/m to 0.40 calls/m. We have conducted two distinct sets

of experiments in scenario 1. The first set of experiments are executed in a network

with 2 AS principals, where the max-NOC value is set to 5, and in the second set of

experiments, we use 4 AS principals with max-NOC value of 3.

In scenario 2, we implement the revocation of an AS principal. Initially, the network

is formed by 3 AS principals. The max-NOC value is set to 4. Other client principals

join the network in the same manner as it is done in scenario 1. After 2200s from the

deployment of the network, we schedule the event of the compromise of an AS principal

(i.e., the other two ASs consider it as compromised and initiate actions according to the

rules of the SEAP protocol). Avg. application rate is fixed to a value of 0.20 calls/m for

the experiments in scenario 2. All the other setups are exactly same as those in scenario

1. We measure the total number of successes and total number failures for the key

establishment processes executed by all the principals in the network. We measure the
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success and the failure counts as continuous time parameters to observe the effectiveness

of the server revocation and server reassignment modules of the SEAP protocol.

5.6.4 Results and Discussions

Table 5.6 shows the success ratios of the SEAP protocol for different avg. call rates and

different number of AS principals used in scenario 1. From the table, we can observe that

the success ratio of the protocol is lesser with higher call rate values, and it is higher for a

larger number of AS principals used in the network. The results are obvious because, an

increased call rate directly increases the average work load on each of the AS principals of

the network. On the other hand, when we use lesser number of AS principals, the clients

to server ratio in the network increases, which also causes an increase in the average work

load on an AS principal existing in the network. When the AS principals become more

busy, the success ratio reduces due to various reasons, such as, request queue overflow

at the server principals, request timeout, increased number of message collisions at the

server principals etc. It is interesting to observe from table 5.6 that, increase in the call

rate and increase in the clients to server ratio - both have almost an equal impact on the

success ratio of the SEAP protocol. For instance, when we increase the call rate from

0.20 calls/m to 0.40 calls/m (100% increment), keeping the clients to server ratio fixed

at a value of 9:4, the success ratio falls from a value of 0.96 to 0.75. On the other hand,

when the clients to server ratio is increased by a factor of two, from the value of 9:4 to

the value of 9:2, keeping the call rate fixed at the value of 0.20 calls/m, the success ratio

value reduces from 0.96 to 0.73.

Figure 5.9 shows the avg. CPU utilization by the AS principals for different call rate

values and different number of AS principals used in scenario 1. As the time progresses,

more number of client principals join the network, and also the security credentials of

the existing clients in the network get expired, for which, more renewal requests are sent

to the AS principals. For these reasons, the avg. CPU utilization of the AS principals
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increases with the time. Fig. 5.9 clearly shows that doubling the call rate, and increasing

the client to server ratio by a factor of two, both causes almost an equal amount of

increase in the avg. CPU utilization of the AS principals. We have computed the time-

average of the avg. CPU utilization parameter at the end of each experiments. It shows

that, the time-average of avg. CPU utilization is 19% for call rate=0.20 calls/m with

4 AS principals, whereas the time-average is 32% for call rate=0.20 calls/m with 2 AS

principals, and it is 36% for call rate=0.40 calls/m with 4 AS principals.

The results observed in table 5.6, and in figure 5.9, show us that the proposed SEAP

protocol can achieve a satisfactory success ratio for a reasonable call rate value and clients

to server ratio. Hence, the protocol is efficient in a practical MANET environment. In

addition, from the above results, we can conclude that static assignment of authentica-

tion servers cannot ensure high success ratio for any server based KM-AP protocol in

MANETs (not only for the SEAP protocol), when the size of the network grows with

time. This justifies the usefulness of the dynamic server assignment mechanism proposed

in the SEAP protocol, which can keep the clients to server ratio restricted to within a

predetermined maximum limit even when the size of the network grows.

Figure 5.10 shows us how the total success count and total failure count changes over

the time in scenario 2. As the time goes, the total number of calls generated by all the

clients increases, and hence, the success and the failure counts also increase. However, we

can observe a rapid increase of the failure count in the interval of time between around

2200s and 3000s. This happens because we have scheduled the compromise of an AS

principal at 2200s. So, the key establishment attempts involving any client (as initiator or

responder) under the compromised AS result in failures. However, the server revocation

and the server reassignment modules of the protocol detaches the compromised server

from the network, and registers the clients under the compromised server to the other

two un-compromised servers in the network. For this reason, the authentication service

of the network stabilizes after some time. This is confirmed by the results shown in figure

5.10, where we can see that the rate of increase in the failure count is again slowed down
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after the time around 3000s. Hence, the experimentation results confirm the robustness

of the proposed SEAP protocol against authentication server compromise.

Since we have conducted the experiments on a small network within a room envi-

ronment using emulated topology and mobility, the results may be somewhat different

from that in an actual network. However, the results obtained from the testbed imple-

mentation certainly show the trend of the efficiency of the SEAP protocol in MANET

environments.

5.7 Chapter Summary

The chapter describes the SEAP protocol which provides an efficient way for principal

authentication in MANETs with stronger security requirements. To ensure stronger

security, the protocol keeps the membership granting server outside the network in a

physically secure location. It solves the problem of maintaining online connectivity

of an external MGS by designing a semi-online external MGS which can also support

dynamic membership. In this pairwise symmetric key management protocol, the network

is composed of clients and authentication server principals. The storage scalability of

the server principals is achieved with the use of a pseudo random function. Multiple

server principals ensures robustness against server principal compromise. As the protocol

does not require a client principal to be authenticated to all of the servers, the overall

communication complexity of the protocol is also low. The security analysis of the

protocol has been carried out using the strand space verification model. The simulation

and the testbed implementation results confirm the effectiveness of the SEAP protocol.
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The CLPKM Protocol: Public Key

Management in Self-Organized

MANETs with Enhanced Security

and without Certificate-Chains

6.1 Overview

In the previous chapter, we have proposed an arbitrated symmetric key management

protocol for authoritarian MANETs. However, in many practical application scenarios

of a MANET, the network is self-organized in nature, where there is no single authority

who can manage the entire network or pre-install some initial security credentials into

the member principals of the network. Hence, in such purely ad hoc MANETs, an

arbitrated KM-AP protocol is inapplicable and a self-organized KM-AP protocol is the

only solution. As we have seen from the discussions in chapter 2, in the self-organized

networking environments, public key management protocols are more preferable over

the symmetric key management protocols, since distribution of public keys does not

231
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require a secure channel. From the discussions in section 2.3.3, we have seen that the on-

demand certificate chaining based approaches [112,113,124,125,135,136,154,166,180] are

much more efficient in MANETs than the proactive certificate chaining based approaches

[87, 99, 134, 176, 177]. This is because, the on-demand approaches do not require to

maintain an updated view (full / partial) of the trust graph of the network, which is

a highly resource consuming task. Among the on-demand approaches, the approaches

that rely on a hierarchy of trust relationships [124,135,166,180] among principals in the

network have an extra overhead of maintaining the hierarchy, which is not required in

the flat architecture based on-demand approaches [112,113,125,136,154].

A public key management protocol in MANETs provides its services to the principals

in the network with the help of an underlying routing protocol. However, the functioning

of a public key management protocol should not depend upon the functioning of the

underlying routing protocol. Otherwise, any modification in the underlying routing

protocol can disrupt the security service of the entire system.

Most of the self-organized public key management protocols do not distinguish among

different trust chains existing between a given verifier-prover pair. However, to ensure

stronger security, it is important to evaluate the strength of different available trust

chains and to select the trust chain that is strongest. Moreover, the selection of an

appropriate metric to evaluate the strength of a trust chain is also crucial in ensuring

stronger security.

Although the self-organized public key management protocols are suitable for ad hoc

networks, they become inefficient for large scale MANETs where the average certificate-

chain length may become longer. As the average length of the chains increases, the

number of certificate verifications required and the average size of the messages exchanged

between principals during a public key verification also increase.

To the best of our knowledge, none of the existing self-organized public key manage-

ment protocols in MANETs can address all of the above mentioned problems together.

In this chapter, we have proposed a certificate-less public key management (CLPKM)
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protocol for self-organized MANETs. The CLPKM protocol is a flat architecture based

on-demand protocol, and does not combine the authentication layer with the underly-

ing routing layer. Based on an end-to-end trust value of a trust chain, the protocol is

able to provide the strongest trust chain among a set of chains available between a given

verifier-prover pair. Moreover, the protocol provides security against compromise of prin-

cipals by restricting the length of trust chains used for public key verification purposes.

Without any significant compromise in security, the CLPKM protocol also achieves scal-

able resource utilizations by replacing the use of digital certificates with MAC (message

authentication code) digests for authenticating the public key information exchanged

among the principals. We have analyzed the security of the proposed CLPKM protocol

using the extended strand space model that we have proposed in chapter 3. We have

compared the performance of the proposed approach with the other existing approaches

using simulations in the QualNet simulator [204]. In addition, we have implemented the

proposed CLPKM protocol on a real MANET testbed. The analytical, simulation and

the experimentation results prove the effectiveness of the proposed CLPKM protocol for

self-organized MANETs.

Organization

The rest of the chapter is organized as follows. In the next section, we present a detailed

description of the proposed CLPKM protocol. The detailed security analysis of the

protocol is given in section 6.3. Section 6.4 provides the applicability and the performance

analysis of the proposed scheme. Results obtained from the simulation studies and

testbed implementations are given in section 6.5 and section 6.6 respectively. Finally,

we conclude the chapter in section 6.7.
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Table 6.1: List of Notations and Abbreviations used in Chapter 6.
PID Principal ID
PuKx Public Key of Principal x
PrKx Private Key of Principal x
SSK Shared Secret Key
EXP-TIME Expiry Time
TV Trust Value
PKREQ Public Key Request
PKREP Public Key Reply
VRREQ Verification Route Request
NACK Negative Acknowledgement
PUBLIC KEY VALIDITY PERIOD Lifetime of the Public Keys used in the pro-

tocol
MAX CHAIN LENGTH Maximum allowable length for the usable

verification routes in the protocol.

6.2 The CLPKM Protocol

In this section, we first describe the underlying assumptions and then describe various

components of the CLPKM protocol in detail. Then, we illustrate the working of the

protocol with an example. Table 6.1 summarizes the notations and the abbreviations

used in this chapter.

6.2.1 Assumptions

Each network principal X has a unique principal id PIDX (also referred to as principal-

ID). In this protocol, the hash value of the device-id of a principal (given by device manu-

facturers) is considered as the principal-ID for the principal. This ensures a network-wide

unique and non-forgeable principal-ID for each principal. Each network principal X cre-

ates its public-private key pair (PuKX , P rKX) on its own. To prevent against possible

public key compromise attack, a public key is associated with an expiry time (EXP-

TIME ). The expiry time of a public key is obtained by adding the creation time of the

public key with the validity period of the public key PUBLIC KEY VALIDITY PERIOD.
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A public key is considered invalid if its expiry time is less than the current time. PUB-

LIC KEY VALIDITY PERIOD is a protocol parameter and its value is determined

based on the public key encryption algorithm and the size of the public keys used in the

protocol. We assume that a trust management protocol, suitable for MANETs [119,183],

is running in the network, using which a principal can estimate the ‘Trust Value’(TV)

of another principal. The TV estimated by a principal X about another principal Y is

denoted as tYX , where 0 ≤ tYX ≤ 1. It is important to note that, for any three principals

X, Y and Z, in general tYX �= tXY , and tYX �= tYZ . Whenever a principal is compromised,

each network principal is informed by the underlying reputation management protocol,

about the principal-ID of the compromised principal. We also assume an underlying

routing protocol that enables a principal to communicate with any other principal in

the multihop network. Throughout this chapter, whenever we talk about a sender or a

receiver of a packet with respect to a multi-hop communication between X and Y , we

strictly refer to the end-to-end sender (X) and the receiver (Y ), though there may be

a number of (zero or more) intermediate receiver/sender principals between X and Y ,

from the underlying routing protocol’s point of view. Similarly, when we talk about a

forwarding principal, we mean a principal that forwards a packet in the authentication

layer.

6.2.2 Establishment of Direct Trust Relationships

The process of establishing direct trust relationship between two principals in the network

is shown in figure 6.1. According to this process, whenever two principals X and Y come

near each other resulting in physical proximity, they can verify each other’s identities

(PIDX , P IDY ) and exchange their public keys (PuKX , PuKY ) to establish a direct

trust relationship between them. Note that, principals do not exchange any certificates.

In addition to the public key exchange, the two principals also establish a shared secret

key (SSK) KXY between them using the exchanged public keys.
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PIDX, PuKX

PIDY, PuKY

Step 1: Exchange of IDs and Public Keys.

KXY

X

X

Y

Y

Step 2: Establishment of Shared Secret Key (SSK), KXY, and Updation of Trust Bases.

22-12-13
18:25:04

Public
Key

PID SSK EXP-TIME

. . . . . . . . . . . .

PIDY PuKY KXY

Trust Base of Principal X

EXP-TIME = Current-time + PUBLIC-KEY-VALIDITY-PERIOD

22-12-13
18:25:04

Public
Key

PID SSK EXP-TIME

. . . . . . . . . . . .

PIDX PuKX KXY

Trust Base of Principal Y

Figure 6.1: Direct Trust Establishment between two Principals X and Y .

Each network principal maintains a small database, called the trust-base, in which

the principal stores security information related to all of the principals with which it has

a direct trust relationship. The structure of the trust-base of a principal is as shown

below.

�PID, PuK, SSK, EXP-TIME �

An entry in the trust-base of a principal X (with PID = Y ) corresponds to a principal

Y with which principal X has a direct trust relationship. The second field of the entry

contains the public key of principal Y , and the third field contains the shared secret

key KXY between principal X and principal Y . The EXP-TIME field indicates the

expiration time of the public key of principal Y . Whenever an entry is inserted into

a trust base, the expiry time of the entry is set to the value of current time plus the

PUBLIC KEY V ALIDITY PERIOD.
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A trust chain from U to V =((U,A),(A,B),(B,V))

U

V

X

Y

BA

Z

tX
Y

tXY

Figure 6.2: A trust graph G formed by trust relationships between principals.

6.2.3 Formation of the Trust Graph

The trust relationships between principals form a directed weighted graphG(V,E) (Fig-

ure 6.2), which we call the trust graph of the network, where V is the vertex set and E

is the edge set of the graph G. Each vertex X in V represents a network principal X. A

directed edge (X, Y ) in E from vertex X to vertex Y states that principal X has a direct

trust relationship with principal Y , i.e., X stores some authenticated information about

Y . Hence, whenever two principals X and Y encounter each other and establish a trust

relationship, a pair of edges (X, Y ) and (Y , X) is incorporated in the edge set E. The

weight of an edge (X, Y ) represents the trust value that principal X estimates about

principal Y , i.e., weight(X, Y ) = tYX . It is to be noted that, as tYX is not necessarily equal

to tXY , the edges (X, Y ) and (Y , X) are not symmetric. A sequence of directed edges from

a vertex U to another vertex V in G, defines a trust chain from principal U to principal

V . For example, the sequence of edges (U , A), (A, B) and (B, V ) in figure 6.2 forms

a trust chain from vertex U to vertex V . The strength of a trust chain is defined as a

product of the weight values associated with each of the edges constituting the chain. For
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example, the strength of the above mentioned chain is equal to (tAU × tBA × tVB). A public

key verification route or simply verification route from a prover principal V to a verifier

principal U , is a sequence of principals starting at principal V and ending at principal

U , such that each principal in the sequence is trusted by the principal following it. A

verification route from V to U can be used by V to convey its public key information to

U through the successive trust graph neighbors in the route. From the above discussions,

it is clear that the reverse sequence of principals in a trust chain from vertex U to vertex

V in G, forms a verification route from principal V to principal U . Hence, there exists

a verification route corresponding to each trust chain and vice versa. For instance, in

the above mentioned trust chain in figure 6.2, the reverse sequence of principals in the

chain, i.e., �V,B,A, U� forms a verification route from principal V to principal U . The

strength of a verification route is equal to the strength of its corresponding trust chain.

A verification route from a principal V to a principal U is considered as the strongest

among a set of existing verification routes from V to U if the strength of the route is not

less than the strength of any other existing routes from principal V to principal U .

6.2.4 Key Renewal

The CLPKM protocol possesses a periodic key renewal component, which provides the

protocol with an implicit revocation capability against possible key compromise or prin-

cipal compromise attacks. Before the public key of a principal expires, it generates a

new public-private key pair and sends public-key-renewal request messages to each of its

trust graph neighbors. The renewal request message contains the new public key along

with its expiration time. A principal upon receiving a public-key-renewal request, first

checks to see whether the requesting principal is compromised. If the requester is not

compromised, the receiving principal updates the values in the PuK and in the EXP-

TIME fields of its trust-base entry that corresponds to the requesting principal. The

authenticity and integrity of a renewal-request message from principal U to principal V
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is ensured by attaching with the message the MAC value, which is calculated using the

shared secret key between principal U and principal V .

In addition to the renewal of public keys, a pair of principals, which have direct

trust relationship, periodically renews the shared secret key (SSK) between them. The

frequency at which the SSKs are renewed is determined by the symmetric key algorithm

and the size of the symmetric keys used by the protocol.

6.2.5 Public Key Verification

The functioning of the public key verification module of the CLPKM protocol is explained

in the flow chart shown in figure 6.3. A public key verification is invoked by a verifier

principal V to obtain the authenticated public key of a prover principal P . The verifier

V first checks to see whether the prover P is a trust graph neighbor to it or not. If so,

then V already stores the public key of P in its trust-base. Otherwise, the verifier V

sends a public-key-request (PKREQ) message to the prover P asking for its public key.

The structure of a PKREQ message is as shown below.

�Verifier-PID, Prover-PID, Verifier-Nonce�

In addition to the principal IDs of the verifier and the prover principal, the PKREQ

message contains a nonce from the verifier, which is later used by the verifier to determine

the freshness of an eventual reply from the prover principal. On receipt of the PKREQ

message from the verifier V , the prover P checks to see whether it has an established

verification route towards the verifier or not. If no such verification route exists, then the

prover P sends a negative acknowledgement (NACK) message to the verifier V . Upon

receiving a NACK message from the prover, the verifier initiates a verification route

discovery by sending verification route request (VRREQ) messages for the prover to

establish the strongest verification route from the prover towards itself. If the strongest

verification route already exists or is identified at the prover after receiving VRREQ

messages, the prover sends a public-key-reply (PKREP) message to the verifier through
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Figure 6.3: Flow Chart for the Public Key Verification Module of the CLPKM Protocol.
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the verification route. The PKREP message contains (structure is given in subsection

6.2.7) the public key of the prover along with the nonce sent by the verifier. Once the

PKREP message is received by the verifier, it comes to know about the strength of the

verification route through which the message has come. If the received PKREP message

is fresh (determined from the nonce value in the message), and if the verifier is satisfied

about the strength of the verification route, it caches the received public key of the prover

for future use. The PKREP message sets the lifetime of the verification route at each

principal of the route to its normal value. If the above process is unsuccessful, then the

verifier considers it as an authentication failure.

6.2.6 Verification Route Discovery

This is the core component of the CLPKM protocol. The objective of this module is

to establish the strongest verification route from a prover principal towards a verifier

principal. The working of this component is analogous to the route discovery process

used in the AODV [52] routing protocol. The route discovery module in AODV is a dis-

tributed search mechanism, which is used to find optimized (fastest) path, between two

given principals (source and destination), in the network-graph (i.e., the graph formed

by the principals in the network and the physical neighborhood relationships between

them). The verification route discovery module of our protocol is also a distributed

search mechanism, which is used to find an optimized (strongest) path, from a given

principal (prover) to another given principal (verifier), in the trust graph of the network.

A considerable difference with AODV is that, in AODV, the route discovery between a

source-destination pair is initiated by the source principal, as a result of which, routing

paths are established both towards the destination principal (forward path) and towards

the source principal (reverse path) whereas, in our protocol, the verification route dis-

covery between a verifier-prover pair is initiated by the verifier principal, as a result of

which, a verification route only towards the verifier principal from the prover principal is
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established. As in AODV, the proposed component is also a purely on-demand process,

i.e., it establishes a verification route only when it is required.

A verifier principal initiates a verification route discovery process for some prover

principal by generating and sending a verification route request (VRREQ) message to

each of its trust graph neighbors. A principal upon receiving a VRREQ message from

one of its trust graph neighbors decides whether to forward the message or not depend-

ing on the VRREQ message forwarding criteria of the protocol. If it decides to forward

the message, then it sends the VRREQ message to each of its trust graph neighbors,

except the one from which it received the message, after carrying out the necessary

modifications into the mutable fields of the message. The VRREQ message forwarding

criteria used in the protocol ensures that each principal receives the VRREQ message

through the strongest trust chain among all possible trust chains from the verifier to it.

As the VRREQ message travels through the trust chains and reaches different princi-

pals, a short lived verification route from each receiving principal towards the verifier

of the VRREQ message is established. Eventually, the prover sends a public-key-reply

(PKREP) message through the verification route established towards the verifier. A

principal deletes its short lived verification route towards a verifier if the route is not

used to send the corresponding PKREP message within a short period of time after its

establishment. The authenticity and integrity of all the VRREQ and PKREP messages

are ensured using the shared secret keys (SSKs) between the trust graph neighbors. Al-

though our protocol uses a secure verification route to relay public key information from

a prover principal to a verifier principal, the level of security of the verification route

depends on the length of the route. This is so, because, to compromise a verification

route, it is sufficient to compromise any one of the principals in the route. Hence, as the

length of the verification route becomes larger, the task of an adversary to compromise

the route becomes easier. The CLPKM protocol restricts the length of the established

verification routes by putting an upper limit (MAX CHAIN LENGTH) on the length of

a trust chain through which a VRREQ message can travel. MAX CHAIN LENGTH is
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a protocol parameter, and as we will see later, its value depends upon the strength of

perceived adversary in the network and the requirement of the users. In the following,

we describe the verification route discovery process in greater detail.

Verification Route (VR) Table.

Each principal in the network maintains a verification route (VR) table. The structure

of the VR table is as shown below.

�Verifier-PID, Next-V-hop, strength, V-Seq-no, lifetime�

An entry in the VR table of a principal corresponds to a verification route from the

principal itself towards a verifier principal that is identified by the first field of the entry.

The second field of the entry indicates a principal that is the next verification hop (Next-

V-hop) towards the concerned verifier. The Next-V-hop is a trust graph neighbor, to

which a PKREP message should be forwarded in order to send it to the verifier. The

third field of the entry is a metric that represents the strength of the verification route

associated with the entry. The verifier-sequence-number (V-Seq-no) associated with an

entry is a measure of freshness of the corresponding verification route information. The

last field of an entry indicates how long the route is valid.

Generation of Verification Route Request (VRREQ).

The format of a VRREQ message is as shown below.

�Verifier-PID, Prover-PID, V-Seq-no, Sender-PID, length, strength�

The first three fields of the VRREQ message are not mutable, whereas the last three

fields are mutable. Each network principal maintains a verifier-sequence-number (V-

Seq-no) which is a monotonically increasing counter. A principal increments its V-

Seq-no before it initiates a new verification route discovery for some prover principal,

and incorporates the incremented value into the third field of the VRREQ message. It
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can be noted that the combination �Verifier-PID, V-Seq-no� associated with a VRREQ

message uniquely identifies an instance of a verification route discovery process from the

corresponding verifier principal. The Sender-PID field of a VRREQ message indicates

the principal that has forwarded the VRREQ message and is initially set by the verifier

to its own PID. The value in the length field of a VRREQ message is initially set to

zero by the verifier. Before forwarding the VRREQ message, each forwarding principal

increments the length field by one so that the value indicates the length of the trust

chain from the verifier to the forwarding principal. When a principal receives a VRREQ

message, the value in its strength field indicates the strength of the trust chain through

which the VRREQ message has come from the verifier upto the receiving principal.

Initially, the value set by the verifier in the strength field of a VRREQ message sent

to a trust graph neighbor is equal to the trust value of the corresponding trust graph

neighbor principal estimated by the verifier. Each principal, before forwarding a received

VRREQ message, updates the strength field appropriately as it is discussed later.

Propagation of VRREQ message.

In this subsection, we describe the actions taken by a principal that receives a VRREQ

message and that is not the intended prover of the received VRREQ message. The

recipient first checks the length value in the packet. If the value is one less than the

MAX CHAIN LENGTH, then the message is dropped. Otherwise, the recipient decides

to forward the packet if it is the first packet received for an instance of verification route

discovery from the verifier. If the principal receives further VRREQ messages for the

same verification route discovery process, it decides to forward the packet only if the

strength value in the packet is larger than the strength values in all previously received

VRREQ messages. Before forwarding a VRREQ message to each of its trust graph

neighbors, a principal updates the last three mutable fields of the message properly.

Sender-PID is set to the PID of the forwarding principal itself. The length value is
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incremented by one. The value in the strength field is multiplied by the trust value of

the neighbor (to which the VRREQ message is forwarded) as estimated by the forwarding

principal and the field is updated with the result of the multiplication.

Verification Route Setup.

Whenever a principal receives a VRREQ message, it inserts a new entry in its VR

table, corresponding to the verification route from itself towards the verifier if there is

no existing route in the table. However, if there exists a route, then the route is updated

only if the V-Seq-no in the received message is greater than that in the existing entry,

or (when the two values of V-Seq-no are equal), the strength in the received message is

greater than the existing value. The value in the Next-V-hop field of the inserted/updated

entry is set equal to the Sender-PID field of the received VRREQ message. The values

in the strength and the V-Seq-no fields of the entry are also copied from those values in

the received VRREQ message. If an existing entry is updated, then the lifetime value of

the entry is not modified. However, for a newly inserted entry, if the receiving principal

is not the intended prover of the VRREQ message, then the lifetime is given a very

short value, which is equal to the waiting time for an eventual PKREP message from

the prover. If the PKREP message does not come within the short interval, the entry is

deleted.

6.2.7 Generation and Propagation of Public Key Reply (PKREP)

message

After receiving the first VRREQ message, a prover principal waits for some time so

that the VRREQ messages coming through possible stronger trust chains can also be

received and processed. Finally, the strongest verification route towards the verifier is

identified at the prover, and its lifetime is set to normal in the VR table. The prover

then generates a public-key-reply (PKREP) message and it is propagated to the verifier
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by the successive trust graph neighbors through the strongest verification route. The

format of a PKREP message is as shown below.

�Verifier-PID, Prover-PID, Verifier-Nonce, PuKProver, Sender-PID, strength�

The nonce value sent by the verifier in the public key request (PKREQ) message,

corresponding to which the PKREP is generated, is copied to the Verifier-Nonce field

of the PKREP message. The prover principal assigns its public key to the PuKProver

field of the PKREP message. The principal that is the immediate trust graph neighbor

of the prover principal in the verification route checks the public key of the prover. The

principal can check this information using its trust-base. The principal forwards the

PKREP message to the next principal in the verification route only if the information

given in the PKREP message is correct. The rest of the principals in the route forward

the message to the verifier. All the intermediate principals set the lifetime of the route

to normal lifetime value. As the authenticity and integrity of the PKREP messages are

ensured between successive trust graph neighbors (see the next subsection), a principal

that is not part of verification route cannot modify the public key information contained

in a PKREP message.

The last two fields of the PKREP message are mutable. The Sender-PID field helps

a principal receiving a PKREP message to identify the sender (i.e., the principal that

forwarded the packet to it). Sender-PID is initially set to the PID of the prover and

is successively replaced by the principals in the verification route with their own PIDs.

The value in the strength field is initially set to one by the prover. Each intermediate

principal in the verification route updates the value in this field by multiplying the value

with the trust value of the sender of the packet as estimated by the receiver principal, and

replacing the value by the result. Finally, when the verifier receives the PKREP message,

it calculates the strength of the entire verification route by multiplying the value in the

strength field of the packet with the trust value of the principal, as estimated by the

verifier, from which it receives the PKREP message.
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Figure 6.4: A verification route discovery between a verifier V and a prover P with
MAX CHAIN LENGTH = 3.

6.2.8 Ensuring Authentication and Integrity

The protocol ensures the authenticity and the integrity of all VRREQ and PKREP mes-

sages using the shared secret keys (SSKs) between the trust graph neighbors. Whenever

a VRREQ or a PKREP message is sent by a principal to one of its trust graph neighbors,

the packet is accompanied by a MAC value calculated with the SSK between the two

principals. A receiver principal first checks the MAC value, and if it is not correct, the

packet is dropped. By ensuring the authenticity and integrity in this way, the protocol

ensures the security of the verification route from a prover principal to a verifier principal.

6.2.9 An Example Demonstrating the Public Key Verification

We provide an example to demonstrate the public key verification process of the CLPKM

protocol, between a verifier principal V and a prover principal P . If P is a trust-graph

neighbor to V , then V already stores the public key of P in its trust-base. Otherwise,

V sends a PKREQ message to P as shown below.

1. V → P : PIDV , P IDP , NV
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Here, NV is the nonce from verifier V . If P has an established verification route towards

V , then it sends a PKREP message through the route to V (see step 6 - step 8 below).

Otherwise, P sends a NACK message to V as shown in the following.

2. P → V : NACK

Upon receiving the NACK message, V initiates a verification route discovery process, as

a result of which the strongest verification route from P to V is established. The verifica-

tion route discovery process is shown in Fig. 6.4. Here, we assume MAX CHAIN LENGTH

is equal to 3. The VRREQ message is sent by the verifier V to all of its trust graph

neighbors A, B and C. The neighbors repeat the same process. It is to be noted that

principal D receives the VRREQ message via two trust chains, viz., i) (V , B), (B, D)

and ii) (V , C), (C, D) whose strength values are (tBV × tDB) and (tCV × tDC ) respectively.

However, in this example, it is assumed that the first value is larger than the later one.

Hence, no matter from which principal, D receives the VRREQ message first, the ver-

ification route from D to V would be established through the sequence �D,B, V � only.
Also note that principal F is not forwarding any VRREQ message, though it is receiving

one from its trust graph neighbor E. This is so, because the length of the trust chain

through which it receives the VRREQ message is equal to the MAX CHAIN LENGTH.

Finally, the strongest verification route from the prover P to the verifier V is established

through the sequence �P,D,B, V �. The prover sends a PKREP message through the

established verification route. All other verification routes towards the verifier V , es-

tablished during the discovery process, from the principals A,E, F, C through which the

PKREP message does not travel, would be deleted.

The steps in the propagation of VRREQ message via the strongest trust chain from

V to P are as given below. The non-mutable fields of a VRREQ message are highlighted

using the bold font. In the following, the shared secret key (SSK) between a principal

X and another principal Y , stored by principal X is denoted as KXY . Note that,

KXY = KY X . The notation [m]KXY
= m,MACKXY

(m).
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3. V → B : [PIDV,PIDP,VSeq#V, P IDV , 0, (t
B
V )]KV B

4. B → D : [PIDV,PIDP,VSeq#V, P IDB, 1, (t
B
V × tDB)]KBD

5. D → P : [PIDV,PIDP,VSeq#V, P IDD, 2, (t
B
V × tDB × tPD)]KDP

The steps in the propagation of the PKREP message through the established ver-

ification route from P to V are as given below. The non-mutable fields of a PKREP

message are highlighted using the bold font.

6. P → D : [PIDV,PIDP,NV,PuKP, P IDP , (1)]KPD

7. D → B : [PIDV,PIDP,NV,PuKP, P IDD, (1× tPD)]KDB

8. B → V : [PIDV,PIDP,NV,PuKP, P IDB, (1× tPD × tDB)]KBV

The strength of the verification route from the prover to the verifier, as calculated by

the verifier, is equal to (1× tPD × tDB)× tBV = (tPD × tDB × tBV ).

6.3 Security Analysis of The CLPKM Protocol

In this section, using the extended strand space model proposed in chapter 3, we prove

that the public key verification module of the CLPKM protocol is secure against the

potential adversary of the network. We prove this by showing that the protocol ensures

the following.

• Secrecy. The protocol preserves the secrecy of the shared secret keys (SSKs) be-

tween the trust graph neighbor principals in the MANET.
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• Authentication. The protocol ensures the authenticity of a VRREQ message re-

ceived by a VRREQ relay or a VRREQ recipient principal during a particular run

of the protocol. Also, it ensures the authenticity of a PKREP message received by

an intermediary or a verifier principal during a run of the protocol.

• Correctness. The protocol ensures that the length and the strength values in a

VRREQ or in a PKREP message received by a VRREQ recipient or by a verifier

principal conforms to the values as intended by the protocol definition. The pro-

tocol also ensures that no VRREQ message travels through a trust chain whose

length is greater than MAX CHAIN LENGTH.

First of all, we provide a mathematical model corresponding to the public key ver-

ification module of the CLPKM protocol. Since, in our protocol, a principal cannot

obtain more than one ID (PID), for ease of analysis, we use the name and the PID of

a principal interchangeably henceforward. To express the neighbor relationships among

principals in the trust graph of a MANET, we define a binary function Neighbor.

Definition 6.3.1. A binary function Neighbor : TPID×TPID → {0, 1} is defined as the

following.

Neighbor(X, Y ) =







1; iff X and Y are the trust-graph neighbors

0; otherwise.

It can be noted that Neighbor(X, Y ) = Neighbor(Y,X) for all X, Y ∈ TPID.

Axiom 6.3.2. Suppose, X, Y ∈ TPID. If principal X and principal Y are not compro-

mised by the penetrator, then KXY /∈ KP.

Axiom 6.3.2 inherently assumes that the cryptographic algorithm, the key size and

the key refresh rate used in the implementation of the protocol ensure that the perceived

adversary of the network cannot obtain the shared secret key (SSK) between two genuine

principals in the network by doing cryptanalysis on the encrypted messages exchanged

between the principals. Hence, the only way for the adversary to compromise the SSK

is to compromise one of the two principals and to capture the key stored by it.
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6.3.1 The CLPKM Strand Space

Basically, in the CLPKM protocol, a genuine principal in the network can act in one

of the six roles, viz., 1) verifier, 2) prover, 3) intermediary, 4) VRREQ generator, 5)

VRREQ relay and, 6) VRREQ recipient. The following definition translates the rules

that a principal should follow while acting in different protocol roles into a corresponding

mathematical model.

Definition 6.3.3. An infiltrated strand space Σ,P is a CLPKM space if Σ is the union

of the following seven kinds of strands.

1. “Penetrator strands”. P denotes the set of all strands in Σ whose traces are as one

of those defined in definition 3.4.8.

2. “VRREQ Generator Strands”. Req-Gen[A,B,C, q] denotes the set of all strands

in Σ with the trace:

�+[A B q A l t]KAC
�,

where A,B,C ∈ TPID, A �= B, A �= C, Neighbor(A,C) = 1; q ∈ {non-negative
integer}; l = 0; and t = tCA. The principal associated with a strand s ∈ Req-

Gen[A,B,C, q] is A.

3. “VRREQ Relay Strands”. Req-Rel[A,B,C,D,E, q, l, t] denotes the set of all strands

in Σ with the trace:

�−[A B q C l t]KCD
,+[A B q D l� t�]KDE

�,

where A,B,C,D,E ∈ TPID, A �= B, C �= D �= E, Neighbor(C,D) =Neighbor(D,

E) = 1; q, l ∈ {non-negative integer}, l� = (l+1), and l� ≤ (MAX CHAIN LENGTH

−1); 0 ≤ t ≤ 1, and t� = (t × tED). The principal associated with a strand s ∈
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Req-Rel[A,B,C,D,E, q, l, t] is D.

4. “VRREQ Recipient Strands”. Req-Recp[A,B,C, q, l, t] denotes the set of all strands

in Σ with the trace:

�−[A B q C l t]KCB
�,

where A,B,C ∈ TPID, A �= B, B �= C, Neighbor(B,C) = 1; q, l ∈ {non-
negative integer} and 0 ≤ t ≤ 1. The principal associated with a strand s ∈
Req-Recp[A,B,C, q, l, t] is B.

5. “Verifier Strands”. Verif[A,B,C,N,K, t] denotes the set of all strands in Σ with

the trace:

�+A B N,−[A B N K C t]KAC
�,

where A,B,C ∈ TPID, A �= B, A �= C, Neighbor(A,C) = 1; N ∈ T but

N /∈ TPID; K ∈ KASK, and 0 ≤ t ≤ 1. The principal associated with a strand s ∈
Verif[A,B,C,N,K, t] is A.

6. “Prover Strands”. Prov[A,B,C,N,K] denotes the set of all strands in Σ with the

trace:

�−A B N,+[A B N K B t]KBC
�,

where A,B,C ∈ TPID, A �= B, B �= C, Neighbor(B,C) = 1; N ∈ T\TPID; K ∈
KASK, and t = 1. The principal associated with a strand s ∈ Prov[A,B,C,N,K]

is B.

7. “Intermediary Strands”. Interm[A,B,C,D,E,N,K, t] denotes the set of all strands
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in Σ with the trace:

�−[A B N K C t]KCD
,+[A B N K D t�]KDE

�,

where A,B,C,D,E ∈ TPID, A �= B, C �= D �= E, Neighbor(C,D) =Neighbor(D,

E) = 1; N ∈ T\TPID; K ∈ KASK, 0 ≤ t ≤ 1, and t� = (t × tCD). The principal

associated with a strand s ∈ Interm[A,B,C,D,E,N,K, t] is D.

6.3.2 Secrecy Guarantee

In axiom 6.3.2, we have stated that if two principals are not compromised, then the

shared secret key (SSK) between them cannot be compromised by doing cryptanalysis

on the messages exchanged between them and encrypted by the SSK. In this subsection,

we prove that the SSKs between the trust graph neighbors in a MANET cannot be

disclosed by an adversary from the messages exchanged among the principals during

a protocol run. The following theorem proves this by showing that, during a protocol

run, no genuine principal sends a message that contains an SSK, either in open or in

encrypted form.

Theorem 6.3.4. Suppose C is a bundle in Σ; X and Y are two non-compromised princi-

pals in the network such that, Neighbor(X, Y ) = 1. Let S = {KXY } and k = K. Then,

for every node m ∈ C, term(m) /∈ Ik[S].

Proof. As the principals X and Y are not compromised, by axiom 6.3.2, KXY /∈ KP.

Thus, S ∩ KP = ∅. So, we can apply corollary 3.3.30. Hence, to prove that ∀m ∈
C, term(m) /∈ Ik[S]; it is sufficient to prove that there is no regular node in C, which is

an entry point for Ik[S]. Let us argue by contradiction and assume that n is a regular

node in C, which is an entry point for Ik[S]. As k = K and S = {KXY }, the above is
alternative to saying that KXY originates on node n. This implies that KXY is a subterm

of term(n). From definition 6.3.3, we can see that, in the CLPKM strand space, there
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is no regular node of which a key K ∈ KSK is a subterm. However, KXY ∈ KSK (Def.

3.4.2, clause 6). It thus follows KXY cannot originate on a regular node in C. Hence, the
theorem is proved.

6.3.3 Authentication and Correctness Guarantees

The CLPKM protocol provides authentication guarantee to a VRREQ generator, VR-

REQ relay, verifier, and intermediary principal. In addition, it provides the correctness

guarantee to a VRREQ recipient principal about the strength and the length values it

receives in a VRREQ message. Also, it provides the correctness guarantee to a verifier

principal about the strength value it receives in a PKREP message. In the following, we

first establish the propositions that are necessary to prove the authentication and the

correctness guarantees provided by the protocol. Then, we prove the above claims.

Proposition 6.3.5. Suppose C is a bundle in the CLPKM space Σ, and X, Y ∈ TPID,

such that, principals X and Y are not compromised. Then, no term of the form [g]KXY

can originate on a penetrator node in C.

Proof. Let S = {KXY } and k = K. As the principals X and Y are not compromised,

by axiom 6.3.2, KXY /∈ KP, i.e., S ∩KP = ∅. So, here we can apply corollary 3.4.9 iff

no regular node in C is an entry point for Ik[S]. Now, Ik[S] = IK[KXY ]. But, IK[KXY ]

is essentially the set of terms of which KXY is a subterm. So, a regular node m is

an entry point for Ik[S] implies that the key KXY originates on node m. However, in

the CLPKM space, a key K originates on a regular node only if it belongs to a prover

strand s ∈ Prov[∗, ∗, ∗, ∗, K]. But K cannot be equal to KXY , since, by definition 3.4.2,

KXY ∈ KSK, by definition 6.3.3, K ∈ KASK, and by definition 3.4.1, KSK ∩KASK = ∅.
So, we can apply corollary 3.4.9 on Ik[S] to conclude that a term of the form [g]KXY

cannot originate on a penetrator node in C.

Proposition 6.3.6. If a term of the form [g]KXY
, for some X, Y ∈ TPID, originates on

a regular strand s, then one of the following is true.
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1. s ∈ Prov. In this case, either,

• g = A X N K X t, or

• g = A Y N K Y t

for some A ∈ TPID, N ∈ T\TPID, K ∈ KASK, where t = 1.

2. s ∈ Interm. In this case, either,

• g = A B N K X t, or

• g = A B N K Y t

for some A,B ∈ TPID, N ∈ T\TPID, K ∈ KASK and 0 ≤ t ≤ 1.

3. s ∈ Req-Gen. In this case, either,

• g = X B q X l t1, or

• g = Y B q Y l t2

for some B ∈ TPID, q ∈ {non-negative integer}, where, l = 0, t1 = tYX and t2 = tXY .

4. s ∈ Req-Rel. In this case, either,

• g = A B q X l t, or

• g = A B q Y l t

for some A,B ∈ TPID; q ∈ {non-negative integer}, 0 ≤ l ≤ (MAX CHAIN LENGTH

−1), and 0 ≤ t ≤ 1.

Proof. Suppose, [g]KXY
originates on a regular node m. By the definition of originating

node (Def. 3.3.9), term(m) must be a positive node. For this reason, m cannot be on a

strand s ∈ Req-Recp. On the other hand, the only positive node in a strand s ∈ Verif is

the node �s, 1�. However, the node does not contain any term of the form [g]KXY
.
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Hence, m is on one of the four kinds of regular strands - Prov, Interm, Req-Gen and

Req-Rel.

If m is on a strand s ∈ Prov[A B C N K], then m = �s, 2�. So, term(m) =

[A B N K B t]KBC
, where t = 1. Thus, [g]KXY

= [A B N K B t]KBC
. This implies,

by lemma 3.4.6, g = A B N K B t and KBC = KXY . By definition 3.4.2 (clause 6),

KBC = KXY implies either (B = X and C = Y ) or (B = Y and C = X). Hence, either

g = A X N K X t or g = A Y N K Y t, where, t = 1.

A similar argument holds if s ∈ Interm, or s ∈ Req-Rel.

If m is on a strand s ∈ Req-Gen[A,B,C, q], then m = �s, 1�. So, term(m) =

[A B q A l t]KAC
, where t = tCA. Hence, [g]KXY

= [A B q A l t]KAC
. So, by lemma 3.4.6,

and definition 3.4.2 (clause 6), g = X B q X l tYX , when (A = X and C = Y ), and

g = Y B q Y l tXY , when (A = Y and C = X).

Corollary 6.3.7. Suppose s is a regular strand of Σ. Then the following holds.

1. If term [A X N K X t]KXY
originates on a node in s, then

s ∈ Prov[A,X, Y,N,K]. The term originates on �s, 2�, K originates on a node in

s, and t = 1.

2. If term [A B N K X t]KXY
originates on a node in s, then

s ∈ Interm[A,B,Z,X, Y,N,K, t�] for some Z, where t� = (t ÷ tZX). The term

originates on �s, 2�.

3. If term [X B q X l t]KXY
originates on a node in s, then

s ∈ Req-Gen[X,B, Y, q]. The term originates on �s, 1�, l = 0, and t = tYX .

4. If term [A B q X l t]KXY
originates on a node in s, then

s ∈ Req-Rel[A,B,Z,X, Y, q, l�, t�] for some Z, where,

0 ≤ l ≤ (MAX CHAIN LENGTH −1), l� = (l− 1) and t� = (t÷ tYX). The term

originates on �s, 2�.
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Proof. The proof is evident from definition 6.3.3 and proposition 6.3.6.

It can be noted that, for [g]KXY
originating on a regular strand, proposition 6.3.6

identifies eight types of values possible for g. The corollary 5.7 identifies the sources for

four out of these eight types of terms. The form of the rest of the four terms and their

corresponding sources is analogous to the form of the terms and the sources shown in

the above mentioned corollary (rest of the terms and their sources can be represented by

simply interchanging the position of X and Y in corollary 6.3.7).

Authentication and Correctness Guarantees in the VRREQ Message Propa-

gation

A VRREQ message is propagated from a VRREQ generator principal to a VRREQ

recipient principal through a number of zero or more VRREQ relay principals. In this

subsection, we prove the authentication and correctness guarantees that the CLPKM

protocol provides in the propagation of a VRREQ message.

The following proposition proves that, if a VRREQ recipient principal receives a VR-

REQ message, then a VRREQ message that agrees on the Verifier-PID, Prover-PID, and

the V-Seq-no values with the values in the VRREQ message received by the VRREQ

recipient principal, must have been sent by a trust graph neighbor of the VRREQ re-

cipient, which is either a VRREQ generator principal or a VRREQ relay principal. The

proposition also asserts some rules regarding the length and the strength values in the

received VRREQ message. The claims of the proposition are true under the assumption

that both the receiver and the sender principal of the concerned VRREQ message are

not compromised.

Proposition 6.3.8. Suppose C is a bundle in Σ; srecp ∈Req-Recp[A,B,C, q, l, t], where

the principals B and C are not compromised and, C-height(srecp) = 1. Then the following

holds.
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• If A = C, then there exits a VRREQ generator strand sgen ∈ Req-Gen[A,B,B, q]

with C-height(sgen) = 1. In this case, l = 0 and t = tBA.

• If A �= C, then for some Z ∈ TPID, there exists a VRREQ relay strand srel ∈
Req-Rel[A,B, Z, C,B, q, l�, t�] of C-height 2, where, l� = (l − 1), and t� = (t ÷ tBC).

In addition, l ≤ (MAX CHAIN LENGTH − 1).

Proof. The assumption of the proposition means �−[A B q C l t]KCB
� is the C-trace

of the strand srecp. Since the principals B and C are not compromised, by proposition

6.3.5, the term [A B q C l t]KCB
originates on a regular node in C. So, let us consider

the following two cases:

Case 1 (A = C). In this case, the above term can be re-written as [A B q A l t]KAB
.

So, the term coincides with the term [X B q X l t]KXY
in corollary 6.3.7, given, X = A,

and Y = B. Hence, the term originates on a strand sgen that satisfies the following

conditions.

• sgen ∈ Req-Gen[A,B,B, q].

• The term originates on �sgen, 1�, and hence, C-height(sgen) = 1.

Moreover, by corollary 6.3.7, l = 0 and t = tBA.

Case 2 (A �= C). In this case, the term coincides with the term [A B q X l t]KXY
in

corollary 6.3.7, given, X = C and Y = B. Hence, the term originates on a strand srel

that satisfies the following conditions.

• srel ∈ Req-Rel[A,B, Z, C,B, q, l�, t�] for some Z ∈ TPID, where, l
� = (l − 1), t� =

(t÷ tBC), and l ≤ (MAX CHAIN LENGTH − 1).

• The term originates on �srel, 2�, and hence, C-height(srel) = 2.

Hence, the proposition is proved.
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A VRREQ relay principal can rest assured by the CLPKM protocol that if it receives a

VRREQ message, then a VRREQ message that agrees on the Verifier-PID, Prover-PID,

and the V-Seq-no values with the values in the received VRREQmessage, must have been

sent by a trust graph neighbor of the VRREQ relay principal, which is either a VRREQ

generator principal or another VRREQ relay principal. The following proposition proves

this along with the assertion of some rules regarding the length and the strength values

in the received VRREQ message. The proposition is true only when both the receiver

and the sender principal of the concerned VRREQ message are not compromised.

Proposition 6.3.9. Suppose C is a bundle in Σ; srel ∈Req-Rel[A,B,C,D,E, q, l1, t1],

where the principals C and D are not compromised and, C-height(srel) = 2. Then the

following holds.

• If A = C, then there exits a VRREQ generator strand sgen ∈ Req-Gen[A,B,D, q]

with C-height(sgen) = 1. In this case, l1 = 0 and t1 = tDA .

• If A �= C, then for some Z ∈ TPID, there exists a VRREQ relay strand srel� ∈
Req-Rel[A,B, Z, C,D, q, l2, t2] of C-height 2, where, l2 = (l1−1), and t2 = (t1÷tDC ).
In addition, l1 ≤ (MAX CHAIN LENGTH − 1).

Proof. The assumption of the proposition means �−[AB q C l1 t1]KCD
,+[AB q D l�1 t

�
1]KDE

�
is the C-trace of the strand srel, where, l

�
1 = (l1 + 1), and t�1 = (t1 × tED). Since the prin-

cipals C and D are not compromised, by proposition 6.3.5, the term [A B q C l1 t1]KCD

originates on a regular node in C. Consider the following two cases:

Case 1 (A = C). In this case, the above term can be re-written as [A B q A l1 t1]KAD
.

So, the term coincides with the term [X B q X l t]KXY
in corollary 6.3.7, given, X = A,

Y = D, l = l1, and t = t1. Hence, the term originates on a strand sgen that satisfies the

following conditions.

• sgen ∈ Req-Gen[A,B,D, q].
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• The term originates on �sgen, 1�, and hence, C-height(sgen) = 1.

Moreover, by corollary 6.3.7, l1 = 0 and t1 = tDA .

Case 2 (A �= C). The term coincides with the term [A B q X l t]KXY
in corollary 6.3.7,

given, X = C, Y = D, l = l1, and t = t1. Hence, the term originates on a strand srel�

that satisfies the following conditions.

• srel� ∈ Req-Rel[A,B, Z,C,D, q, l2, t2] for some Z ∈ TPID, where, l2 = (l1 − 1),

t2 = (t1 ÷ tDC ), and l1 ≤ (MAX CHAIN LENGTH − 1).

• The term originates on �srel� , 2�, and hence, C-height(srel�) = 2.

Hence, the proposition is proved.

In the following theorem we prove that, if a VRREQ recipient principal receives a

VRREQ message, then there exists a chain of successive trust graph neighbor principals

staring from a VRREQ generator principal and ending at the VRREQ recipient principal

through a number of zero or more VRREQ relay principals, where each of the principals

(except the VRREQ recipient principal) sends a VRREQ message to its successor prin-

cipal in the chain. All of the VRREQ messages sent by all of the principals in the above

mentioned chain agree on the Verifier-PID, Prover-PID, and the V-Seq-no values. The

theorem also proves that the length and the strength values in the VRREQ message re-

ceived by the VRREQ recipient principal are equal to the length and the strength of the

trust chain starting from the principal that is the immediate trust graph neighbor of the

VRREQ recipient principal and ending at the VRREQ generator principal in the above

mentioned chain. The theorem is based on the assumption that none of the principals

in the chain are compromised.

Theorem 6.3.10. Suppose C is a bundle in Σ; srecp ∈Req-Recp[V, P,R1, qv, l0, t0], where

the principals V , P and R1 are not compromised and, C-height(srecp) = 1. Then the

following holds.
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• If V = R1, then there exists a VRREQ generator strand sgen ∈ Req-Gen[V, P, P, qv]

with C-height(sgen) = 1. In this case, l0 = 0 and t0 = tPV .

• If V �= R1, then there exists R2, .., Rn ∈ TPID, n � 2, and ∀i �= j(Ri �= Rj), such

that the bundle C contains the following n strands.

1. a set S of n VRREQ relay strands, defined as:

S = {sreli |(1 ≤ i ≤ (n−1)) ∧ sreli ∈ Req-Rel[V, P,Ri+1, Ri, Ri−1, qv, li, ti] ∧ C-
height(sreli) = 2}, where R0 = P , Rn = V , li = (l0 − i), and ti = (t0 ÷ tR0

R1
÷

tR1
R2
÷ ..÷ t

Ri−1

Ri
),

2. a VRREQ generator strand sgen� ∈ Req-Gen[V, P,Rn−1, qv] with C-height(sgen�)

= 1,

only if none of the principals R2, .., Rn−1 are compromised. In this case, l0 = (n−1),
and t0 =

n
∏

i=1

(

t
Ri−1

Ri

)

.

Proof.

Case 1 (V = R1). This part of the theorem can easily be proved by applying proposition

6.3.8 on the hypothesis of the theorem.

Case 2 (V �= R1). By the assumptions, V = Rn, and ∀i �= j(Ri �= Rj). Hence, V �=
Ri; ∀i = 1, .., (n− 1).

Applying again proposition 6.3.8 on the assumptions of the theorem, we can conclude

that, for some R2 ∈ TPID, there exists a VRREQ relay strand srel1 with C-height of 2,
such that, srel1 ∈ Req-Rel[V, P,R2, R1, P, qv, l1, t1], where l1 = (l0−1) and t1 = (t0÷ tPR1

).

As P = R0, it can also be said that, srel1 ∈ Req-Rel[V, P,R2, R1, R0, qv, l1, t1], and

t1 = (t0 ÷ tR0
R1
).

Now, V �= R2. So, if the principal R2 is not compromised, we can apply proposition

6.3.9 on srel1 to conclude that, for some R3 ∈ TPID, there exists a VRREQ relay strand

srel2 with C-height of 2, such that, srel2 ∈ Req-Rel[V, P,R3, R2, R1, qv, l2, t2], where l2 =

(l1 − 1) = (l0 − 2) and t2 = (t1 ÷ tR1
R2
) = (t0 ÷ tR0

R1
÷ tR1

R2
).
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By recursively applying the above argument we can conclude that, for someR4, .., Rn ∈
TPID, there exists a set of VRREQ relay strands srel3 , .., sreln−1 , each with a C-height
of 2, such that, ∀i = 3, .., (n − 1), sreli ∈ Req-Rel [V, P,Ri+1, Ri, Ri−1, qv, li, ti], where,

li = (l0− i) and ti = (t0÷ tR0
R1
÷ tR1

R2
÷ ..÷ t

Ri−1

Ri
); only if none of the principals R3, .., Rn−1

are compromised.

Now, as Rn = V , for the last VRREQ relay strand sreln−1 , it can be said that,

sreln−1 ∈ Req-Rel[V, P, V,Rn−1, Rn−2, qv, ln−1, tn−1], where ln−1 = (l0−n+1), and tn−1 =

(t0 ÷ tR0
R1
÷ tR1

R2
÷ ..÷ t

Rn−2

Rn−1
). Hence, we can apply proposition 5.12 on sreln−1 to conclude

that there exists a VRREQ generator strand sgen� ∈ Req-Gen[V, P,Rn−1, qv] with C-
height(sgen�) = 1. In addition, ln−1 = 0, and tn−1 = t

Rn−1

V = t
Rn−1

Rn
.

So, l0 − n+ 1 = 0, i.e., l0 = (n− 1).

And, t0 ÷ tR0
R1
÷ tR1

R2
÷ ..÷ t

Rn−2

Rn−1
= t

Rn−1

Rn

⇒ t0 = tR0
R1
× tR1

R2
× ..× t

Rn−2

Rn−1
× t

Rn−1

Rn
=

n
∏

i=1

(

t
Ri−1

Ri

)

.

Hence, the proposition is proved.

Corollary 6.3.11. The length of any trust chain through which a VRREQ message is

received by a VRREQ recipient principal from a VRREQ generator principal is no greater

than MAX CHAIN LENGTH.

Proof. Proposition 6.3.8 ensures that the length value in a VRREQ message received by a

VRREQ recipient principal is always less than or equal to (MAX CHAIN LENGTH−
1). Again, theorem 6.3.10, prove that the length value in a VRREQ message received by

a VRREQ recipient principal through a trust chain from a VRREQ generator principal

is equal to the length of the trust chain minus one. Hence, the length of the trust chain

is always less or equal to MAX CHAIN LENGTH.
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Authentication and Correctness Guarantees in the PKREP Message Propa-

gation

A PKREP message is propagated from a prover principal to a verifier principal through

a number of zero or more intermediary principals. In this subsection, we prove the

authentication and correctness guarantees that the CLPKM protocol provides in the

propagation of a PKREP message.

The following proposition proves that, if a verifier principal receives a PKREP mes-

sage, then a PKREP message that agrees on the Verifier-PID, Prover-PID, Verifier-

Nonce, and the PuKprover values with the values in the PKREP message received by the

verifier, must have been sent by a trust graph neighbor of the verifier that is either a

prover principal or an intermediary principal. The proposition also asserts some rules

regarding the strength value in the received PKREP message. The above claims are true

under the assumption that both the receiver and the sender principals of the concerned

PKREP message are not compromised.

Proposition 6.3.12. Suppose C is a bundle in Σ; sverif ∈ Verif[A,B,C,N,K, t], where

the principals A and C are not compromised, and C-height(sverif ) = 2. Then the follow-

ing holds.

• If B = C, then there exists a prover strand sprov ∈ Prov[A,B,A,N,K] with C-
height(sprov) = 2. In this case, t = 1.

• If B �= C, then for some Z ∈ TPID, there exists an intermediary strand sinterm ∈
Interm[A,B, Z, C,A,N,K, t�] of C-height 2, where t� = (t÷ tZC).

Proof. According to the assumptions made by the proposition,

C-trace(sverif ) = �+A B N,−[A B N K C t]KAC
�.

Since the principals A and C are not compromised, by proposition 6.3.5, the term

[A B N K C t]KAC
originates on a regular node in C. Now, consider the following

two cases:
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Case 1 (B = C). So, the term can be rewritten as [A B N K B t]KAB
. The term

coincides with the term [A X N K X t]KXY
in corollary 6.3.7, given, X = B and Y = A.

Hence, the term originates on a strand sprov which satisfies the following conditions.

• sprov ∈ Prov[A,B,A,N,K].

• The above mentioned term originates on �sprov, 2�.

Since �sprov, 2� ∈ C, C-height(sprov) = 2. Moreover, by corollary 6.3.7, t = 1.

Case 2 (B �= C). We can see that the term [A B N K C t]KAC
coincides with the term

[A B N K X t]KXY
in corollary 6.3.7, given, X = C and Y = A. Hence, the term

originates on a strand sinterm which satisfies the following conditions.

• sinterm ∈ Interm[A,B,Z, C,A,N,K, t�] for some Z ∈ TPID, where, t
� = (t÷ tZC).

• The above mentioned term originates on �sinterm, 2�.

Since �sinterm, 2� ∈ C, C-height(sinterm) = 2.

Hence, the proposition is proved.

An intermediary principal is assured by the CLPKM protocol that if it receives a

PKREP message, then a PKREP message that agrees on the Verifier-PID, Prover-

PID, Verifier-Nonce, and the PuKprover values with the values in the received PKREP

message, must have been sent by a trust graph neighbor of the intermediary principal that

is either a prover principal or another intermediary principal. The following proposition

proves this and asserts some rules regarding the strength value in the received PKREP

message. The proposition is true only when both the receiver and the sender principal

of the concerned PKREP message are not compromised.

Proposition 6.3.13. Suppose C is a bundle in Σ; sinterm ∈ Interm[A,B,C,D,E,N,K, t1],

where the principals C and D are not compromised, and C-height(sinterm) = 2. Then

the following holds.
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• If B = C, then there exists a prover strand sprov ∈ Prov[A,B,D,N,K] with C-
height(sprov) = 2. In this case, t1 = 1.

• If B �= C, then for some Z ∈ TPID, there exists an intermediary strand sinterm� ∈
Interm[A,B, Z, C,D,N,K, t2] of C-height 2, where t2 = (t1 ÷ tZC).

Proof. According to the assumptions made by the proposition,

C-trace(sinterm) = �−[A B N K C t1]KCD
,+[A B N K D t�1]KDE

�,

where, t�1 = (t1× tCD). Since the principals C and D are not compromised, by proposition

6.3.5, the term [A B N K C t1]KCD
originates on a regular node in C. Let us consider

the following two cases:

Case 1 (B = C). So, the term can be rewritten as [A B N K B t1]KBD
which coincides

with the term [A X N K X t]KXY
in corollary 6.3.7, given, X = B, Y = D, and t = t1.

Hence, the term originates on a strand sprov which satisfies the following conditions.

• sprov ∈ Prov[A,B,D,N,K].

• The above mentioned term originates on �sprov, 2�.

Since �sprov, 2� ∈ C, C-height(sprov) = 2. Moreover, by corollary 6.3.7, t1 = t = 1.

Case 2 (B �= C). We can see that the term [A B N K C t1]KCD
coincides with the term

[A B N K X t]KXY
in corollary 6.3.7, given, X = C, Y = D, and t = t1. Hence, the

term originates on a strand sinterm� which satisfies the following conditions.

• sinterm� ∈ Interm[A,B, Z, C,D,N,K, t2] for some Z ∈ TPID, where, t2 = (t1 ÷ tZC).

• The above mentioned term originates on �sinterm� , 2�.

Since �sinterm� , 2� ∈ C, C-height(sinterm�) = 2.

Hence, the proposition is proved.
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In the following theorem, we prove that, if a verifier principal receives a PKREP

message, then there exists a chain of successive trust graph neighbor principals staring

from a prover principal and ending at the verifier principal through a number of zero or

more intermediary principals, where each of the principals (except the verifier principal)

sends a PKREP message to its successor principal in the chain. All of the PKREP

messages sent by all of the principals in the above mentioned chain agree on the Verifier-

PID, Prover-PID, Verifier-Nonce, and the PuKprover values. The theorem also proves

that the strength value in the PKREP message received by the verifier principal is equal

to the strength of the trust chain starting from the principal that is the immediate trust

graph neighbor of the verifier principal and ending at the prover principal in the above

mentioned chain. The theorem is based on the assumption that none of the principals

in the chain are compromised.

Theorem 6.3.14. Suppose C is a bundle in Σ; sverif ∈ Verif[V, P, I1, Nv, Kp, t0], where

the principals V, P and I1 are not compromised, and C-height(sverif ) = 2. Then the

following holds.

• If P = I1, then there exists a prover strand sprov ∈ Prov[V, P, V,Nv, Kp] with C-
height of 2. In this case, t0 = 1.

• If P �= I1, then there exists I2, .., In ∈ TPID, n � 2, and ∀i �= j(Ii �= Ij), such that

the bundle C contains the following n strands:

1. a set S of n intermediary strands, defined as:

S = {sintermi
|(1 ≤ i ≤ (n−1)) ∧ sintermi

∈ Interm[V, P, Ii+1, Ii, Ii−1, Nv, Kp, ti]

∧ C-height(sintermi
) = 2}, where I0 = V , In = P , and ti = (t0 ÷ tI2I1 ÷ tI3I2 ÷

..÷ t
Ii+1

Ii
),

2. a prover strand sprov� ∈ Prov[V, P, In−1, Nv, Kp] with C-height(sprov�) = 2,

only if none of the principals I2, .., In−1 are compromised. In this case, t0 =
n−1
∏

i=1

(

t
Ii+1

Ii

)

.
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Proof.

Case 1 (P = I1). This part of the theorem can easily be proved by applying proposition

6.3.12 on the hypothesis of the theorem.

Case 2 (P �= I1). As P = In and ∀i �= j(Ii �= Ij), P �= Ii; ∀i ∈ {1, .., (n− 1)}.
Now, we can again apply proposition 6.3.12 on the hypothesis of the theorem to

conclude that, for some I2 ∈ TPID, there exists an intermediary strand sinterm1 with C-
height of 2 , such that, sinterm1 ∈ Interm[V, P, I2, I1, V,Nv, Kp, t1], where, t1 = (t0 ÷ tI2I1).

Now as, V = I0, sinterm1 ∈ Interm[V, P, I2, I1, I0, Nv, Kp, t1].

P �= I2. Hence, if the principal I2 is not compromised, we can apply proposition

6.3.13 on sinterm1 , to conclude that, for some I3 ∈ TPID, there exists an intermediary

strand sinterm2 with C-height of 2 , such that, sinterm2 ∈ Interm[V, P, I3, I2, I1, Nv, Kp, t2],

where, t2 = (t1 ÷ tI3I2) = (t0 ÷ tI2I1 ÷ tI3I2).

By recursively applying the above argument we can conclude that, for some I4, .., In ∈
TPID, there exists a set of intermediary strands sinterm3 , .., sintermn−1 , each with C-height
of 2, such that, ∀i = 3, .., (n− 1), sintermi

∈ Interm [V, P, Ii+1, Ii, Ii−1, Nv, Kp, ti], where,

ti = (t0 ÷ tI2I1 ÷ tI3I2 ÷ ..÷ t
Ii+1

Ii
); only if all the principals I3, .., In−1 are not compromised.

Now as In = P , for the last intermediary strand sintermn−1 of the above set, it can

also be said that, sintermn−1 ∈ Interm[V, P, P, In−1, In−2, Nv, Kp, tn−1], where, tn−1 =

(t0 ÷ tI2I1 ÷ .. ÷ t
In−1

In−2
÷ tPIn−1

). Hence, applying again the proposition 6.3.13, we can

conclude that, there exists a prover strand sprov� with C-height of 2, such that, sprov� ∈
Prov[V, P, In−1, Nv, Kp]. Moreover, tn−1 = 1.

So, t0 ÷ tI2I1 ÷ ..÷ t
In−1

In−2
÷ tPIn−1

= 1

⇒ t0 = tI2I1 × ..× t
In−1

In−2
× tPIn−1

=
n−1
∏

i=1

(

t
Ii+1

Ii

)

.

Hence, the theorem is proved.
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Figure 6.5: Verification Route Confidence as a function of p and l, where, p is the
probability that a network principal is compromised at any instant of time, and l is the
length of the verification route.

6.3.4 Verification Route Confidence.

The above analysis shows us that the public key verification module of the CLPKM

protocol is secure only when none of the principals in the verification route through

which a PKREP message is received are compromised. Hence, the confidence of a verifier

principal on the received public key of the prover principal depends upon the confidence

of the corresponding verification route. It can be noted here that the observation is valid

not only for the CLPKM protocol, but also for any other trust chain (certificate-chain)

based protocol existing in the literature.

Now, let us define the confidence (c) of a verification route as the probability that the

route is not compromised. A verification route is considered compromised if any of the

principals in the route is compromised. Now, suppose that at any instant of time, the



Chapter 6 269

0

5

10

15

20

25

30

35

40

0.7 0.75 0.8 0.85 0.9 0.95 1

M
ax
.C

ha
in
Le
ng
th

Threshold Confidence (Thc)

p=0.01
p=0.05
p=0.10

Figure 6.6: Maximum allowable length (MAX CHAIN LENGTH) of verification
routes as a function of threshold confidence (Thc), for different values of principal com-
promise probabilities (p).

probability of any network principal being compromised is p. (The value of p depends

on the strength of the potential adversary.) If the length of a verification route is l, then

assuming that the verifier of the route always believes that it is not compromised, the

confidence value c of the route can be calculated as the following.

c = (1− p)l−1. (6.1)

Using the above equation we plot, in figure 6.5, the value of verification route con-

fidence as a function of principal compromise probability (p), and verification route

length(l). The figure shows how the confidence value falls rapidly with the increase of

either of the route length or of the compromise probability.

Now, from eqn. 6.1 we obtain the following.

l =
log c

log (1− p)
+ 1 . (6.2)

Let us denote by Thc, the threshold value for verification route confidence, i.e., a
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verification route would be considered as usable only if its confidence value is not below

the threshold level. As the maximum length of a verification route can be at most

equal to the MAX CHAIN LENGTH, using eqn. 6.2, we can conclude that, to ensure

the desired route-confidence for all verification routes established by the protocol, the

following condition must be satisfied.

MAX CHAIN LENGTH ≤ log Thc

log (1− p)
+ 1 . (6.3)

So, given the value of principal compromise probability (p), one can easily calculate,

using eqn. 6.3, the appropriate value for the protocol parameterMAX CHAIN LENGTH

to achieve the required verification route confidence (Thc). From figure 6.6, we can ob-

serve how the value of MAX CHAIN LENGTH varies with the variance of Thc for

different values of p. The figure shows that even assuming a sufficiently strong adversary

(with p = 0.10) in the network, it is possible to achieve 80 to 90 percent confidence on

the verification routes if we restrict the maximum chain length to between 2 and 3.

6.3.5 Use of MAC Digests Vs. Digital Certificates

Unlike the existing self-organized protocols, which use digital certificates for authenticat-

ing the public key information exchanged among principals in the network, the CLPKM

protocol uses a simple MAC function for the same purpose. As MAC functions are

computationally cheaper than digital signatures and produce less message overhead, re-

placement of digital certificates by MAC digests is definitely advantageous in terms of

resource consumption. Now, let us analyze the security of the CLPKM protocol for the

above mentioned purpose.

Suppose, during a public key verification process, principal X sends to principal Y

a message m, containing valid public key information, attached with its MAC digest

calculated using the shared secret key (SSK), KXY , between the principals. In order

to break the security of the public key verification process, an adversary can aim to
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replace message m by a forged message m� containing incorrect public key information.

However, principal Y would accept the false message only if the message is attached

with its correct MAC digest MACKXY
(m�). Due to the one way property of a MAC

function, it is computationally infeasible for the adversary to compute MACKXY
(m�)

without knowing KXY . If the adversary attaches m� with MACKXY
(m), principal Y

would accept it only if MACKXY
(m) = MACKXY

(m�). The probability that for a given

key a randomly chosen message produces a specific MAC digest output is only 2−h, where

h is the MAC output size. Hence, for a standard MAC function with 64-bit output, the

above probability is negligible. So, in order to inject false public key information, the

adversary is left with the only option to deduce the SSK,KXY , using a brute force attack.

The key renewal component of our protocol ensures that the SSKs between trust

graph neighbors are renewed on a regular interval. It can be noted that, unlike a sym-

metric key used for ensuring confidentiality of messages, a symmetric key used for en-

suring only the authenticity of messages (such as the SSKs in our protocol) need not be

secret when it is expired. Hence, an adversary has to disclose an SSK, using a brute force

attack, within its validity period only. The probability of success for the adversary de-

pends upon three parameters, viz., 1) the SSK renewal interval, 2) size of the SSK keys,

and 3) the average number of �message, MAC digest� pairs that are computed using an

SSK during its lifetime. The shorter the renewal interval, the less time the adversary has

to deduce an SSK. The longer the key size of the SSKs is, the larger is the size of the set

of all possible keys and thus the longer is the time required by an adversary to determine

the correct key. Normally, the size of the key for a MAC function is larger than the size

of its output. Hence, for a given input message, the mapping from set of keys to set of

output values is many to one. Hence, the adversary cannot determine the correct key by

launching a brute force attack on a single �message, MAC digest� pair. The larger is the
number of available pairs, the higher is the probability of determining the correct key

using successive trials of brute force attacks. However, as the SSKs in our protocol are
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used only during public key verifications to exchange public key information, the aver-

age number of �message, MAC digest� pairs available for a particular SSK is very small.

So, we can obtain a satisfactory level of security against possible brute force attack by

choosing appropriate values for renewal interval and key size for the SSKs.

It can be noted here that, a shorter renewal interval incurs frequent renewals of the

SSKs, which in turn increases message overhead of the protocol. Similarly, a longer key

size increases computational load on the principals in the network. However, considering

all these costs, the total cost of the CLPKM protocol is still much less than that of the

other existing self-organized protocols. This is because the existing self-organized proto-

cols either periodically exchange large size certificate repositories (proactive protocols),

or propagate large size certificate chains during the public key verifications (reactive

protocols). Moreover, the cost of computing digital signatures is much higher than the

cost of computing a MAC function. The observations are also confirmed by the results

we obtained from the simulations, which we discuss later. Nonetheless, there exists a

trade-off between security and resource consumption, which is a practical limitation of

almost any KM-AP protocol designed for MANETs.

6.4 Applicability and Performance Analysis

6.4.1 Applicability of the CLPKM Protocol

In this subsection, we analyze the membership model of the underlying MANET on

which the proposed CLPKM protocol is applicable.

In the CLPKM protocol, a new principal willing to become a member of the network

can approach any of the existing member principals, and after proving its genuineness,

can build a direct trust relationship with the existing member. Once a principal builds

a direct trust relationship with at least one of the existing members of the network, it

is connected to the trust graph of the network, and hence, becomes a member of the
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network. So, each network principal acts as a membership granting server (MGS) in

this protocol. From the above discussions, we come to the conclusions that the CLPKM

protocol has multiple centralized MGSs, each of which is internal and online to the

network. Moreover, the multiple MGSs are homogeneous, in the sense that there is no

difference either in the membership issuance policies or in the types of issued credentials

of the different MGSs.

The membership set pattern (MSP) of the protocol is open, i.e., principals can join

or leave the network any time. In addition, as the CLPKM protocol does not impose

any upper bound on the size of the network, the MSP is unlimited. As there exist no

logical groups among the members of the network, the membership set of the network is

also homogeneous.

6.4.2 Storage Requirement of the CLPKM Protocol

As compared to a certificate repository based scheme [87,112,113,124,125,134–136,154,

166, 176, 180] in which a repository of certificates is stored at each principal, the size of

a trust-base stored by each principal in our protocol is much smaller. The size of an

entry in a trust-base is equal to 148 bytes only (4 bytes PID + 128 bytes PuK + 16

bytes SSK), whereas the size of an X.509 certificate with 1024-bit RSA public key is

more than 1 KB. However, in addition to a trust-base, each principal in our protocol

also stores a verification route (VR) table. The size of an entry in this table is equal

to 21 bytes (4 bytes Verifier-PID + 4 bytes Next-V-hop + 4 byte strength + 4 bytes

V-Seq-no + 5 bytes lifetime). Now, if we assume that after a certain time, each network

principal establishes a verification route towards almost 80 percent of all the principals

in the network, then the average size of the VR table of a principal becomes (21×0.8×n)
bytes, where n is the total number of principals in the network.

Now, consider a network with 500 principals and assume that each principal has 10

trust graph neighbors on an average. Hence, from the above discussions, we can say that
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a certificate repository based approach would demand (10 × 1) KB =10KB of storage

space to store a repository on each principal. On the other hand, our protocol takes

(10× 148) bytes = 1.44 KB to store the trust-base and (21× 0.8× 500) bytes = 8.2 KB

to store the VR table, taking a total of 9.64 KB on each network principal. Hence, we

can say that our protocol saves sizeable storage space by replacing certificate repository

with a trust-base. The saved storage space is used in the VR table for storing established

verification routes which, in turn, helps in reducing the public key verification delay.

6.4.3 A Qualitative Comparison

Table 6.2 provides a qualitative comparison of the CLPKM protocol with some of the

other existing flat architecture based on-demand self-organized public key management

protocols in MANETs. The CLPKM protocol is more advantageous than the protocols

in [112,125] as its functioning is independent of the functioning of the underlying routing

protocol running in the network. Unlike the protocols in [112, 113, 125], the CLPKM

protocol distinguishes between different verification routes available between a verifier-

prover pair. Like the protocol in [136], the CLPKM protocol also aims at providing the

best verification route. However, the metric used by the CLPKM protocol to evaluate

the strength of a verification route is ‘end-to-end trust value’of the route, which is more

realistic in ensuring stronger security than a metric such as the ‘length’(used in [154])

or the ‘routing distance’(used in [136]) of the verification routes. Moreover, unlike the

other flat on-demand protocols, the CLPKM protocol considers a verification route usable

only if its length is below a predefined limit. Most importantly, the CLPKM protocol

achieves public key authentication with the help of MAC computations instead of public

key certificates, which are used not only by the protocols mentioned here, but also by

all of the self-organized public key management protocols for MANETs existing in the

literature.
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Table 6.2: A Qualitative Comparison of the CLPKM Protocol with Other Existing Flat
On-demand Self-Organized Public Key Management Approaches in MANETs.
Protocol Property Protocol

[125,180]
Protocol
[112]

Protocol
[164]

Protocol
[113]

CLPKM
Proto-
col

Independent of
the Underlying
Routing Protocol?

NO YES YES YES YES

Distinguishes
Between Differ-
ent Verification
Routes?

NO YES NO YES YES

Metric Used for
Evaluation of a
Verification Route

- Route
Length

- Routing
Distance

End-
to-End
Trust
Value

Provides the Best
Verification Route?

NO NO NO YES YES

Restricts the
Lengths of Us-
able Verification
Routes?

NO NO NO NO YES

Mechanism Used
for Authentication

PK
Certificates

PK
Certificates

PK
Certificates

PK Cer-
tificates

MAC
Compu-
tations
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Table 6.3: Simulation Configurations.
Simulation Area 1500m× 1500m

Number of Principals 100
MAC Layer Protocol IEEE 802.11b
Communication Range 250 m
Channel Bandwidth 2 mbps
Mobility Model Random Way-Point

Speed of principals 1− 10 m/s
Simulation Time 3600 seconds

6.5 Simulation Results

We have simulated the proposed CLPKM protocol using the QualNet simulator [204].

Simulation parameters are as given in Table 6.3. We have modeled an application as a

program running on each principal, according to which, a principal invokes a public key

verification process (we refer to it as a ‘call’) for a prover principal randomly selected from

the network. The inter-arrival time of this public key verification request is uniformly

distributed between a specified minimum and a maximum limit. The reciprocal of the

mean of this inter-arrival time is defined as the average call rate, which is a measure of

the average number of calls generated per unit time by any principal in the network. In

the simulations, the renewal interval for a public key is set to 30 minutes and that for a

symmetric key is set to 10 minutes. In the following two subsections, we first discuss the

performance and the costs/overheads associated with the proposed CLPKM protocol,

and then discuss the security of the proposed scheme against untrustworthy network

principals, as compared to the other existing approaches.

6.5.1 Performance and Cost Evaluation

In our first simulation experiment, we have measured the verification route (VR) table

hit ratio for the CLPKM protocol. The VR table hit ratio for a principal is defined as

the proportion of times the principal finds a verification route in its VR table whenever
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Figure 6.7: VR Table Hit Ratios of the CLPKM Protocol for Different VR Table Sizes.

it searches for a route. The VR table hit ratio of the protocol is measured as the average

of the hit ratios for all of the principals in the network. The experiment has been carried

out in a network of 100 principals and with an average call rate of 0.005 calls per second.

In our protocol, initially the VR tables of the principals in the network are all empty. As

the time goes, each principal establishes verification routes with other principals in the

network. As a result of this, the VR tables of the principals get populated with more

and more entries and thus VR table hit ratio increases. However, when the VR table of a

principal becomes full, a new entry is inserted in the table only by replacing an existing

entry. Hence, after a certain time duration, which we call the saturation time, the hit

ratio does not increase. The hit ratio value at this point is termed as the saturation

value of VR table hit ratio. Figure 6.7 shows the VR table hit ratios of the CLPKM

protocol for different values of the VR table size. From the results we can see that, as

expected, the hit ratio increases gradually as the simulation time advances. In addition,

we can also observe that the saturation value is coming early in the case when the VR

table size is small. This is also obvious, because, small VR tables can hold fewer entries

and thus become full early.
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Figure 6.8: Comparison of Average Remaining Energy.

We have compared the cost/overhead parameters of CLPKM protocol with the pro-

tocol by Mohri et al. [136] and the protocol by Kitada et al. [113], which are also flat

architecture based on-demand protocols and do not combine the authentication layer

with the underlying routing layer. For the three protocols, Fig. 6.8 shows the average

remaining energies with respect to time, and Fig. 6.9 shows the overall communication

costs with respect to call rates. Overall communication cost of a protocol is the total

number of control messages (in bytes) generated by the protocol over the entire period

of simulation. As CLPKM protocol replaces RSA certificates using MAC function, the

size of the control messages gets considerably reduced. On the other hand, as MAC

computations demand less computational power than RSA certificate generation and

verification, the energy consumption of CLPKM protocol is also smaller than that in the

other two protocols. The simulation results shown in Fig. 6.8 and Fig. 6.9 confirm the

above features of our protocol.

We have compared the average public key verification delay of our protocol with

the proactive protocols by Capkun et al. [87] and C-Gil et al. [176], and with the flat

architecture based on-demand protocol by Kitada et al. [113]. The verification delay is
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Figure 6.9: Comparison of Communication Overhead.

measured as the duration of time from the instant when a principal initiates a public

key verification process for some prover to the instant when the principal obtains the

authenticated public key of the prover. The average is taken over all the successful

verifications completed during the simulation time. As it is expected, we can see from the

results in Fig. 6.10 that the verification delay for the on-demand protocol by Kitada et al.

is higher than that in the two proactive protocols. However, in the on-demand CLPKM

protocol, the use of computationally faster MAC functions in place of digital signatures,

makes the verification delay lowest as compared to all the other three protocols. We can

also observe that, in the CLPKM protocol and also in the two proactive protocols, the

verification delay reduces as the simulation time advances. This happens because as time

progresses, the verification route (VR) table in the CLPKM protocol stores more pre-

established verification routes, which in turn eliminates the necessity of a verification

route discovery for some public key verification instances. In the proactive protocols

by Capkun et al. and C-Gil et al., as time advances, the certificate graph information

is propagated throughout the network and as a result, the combined repository of a

verifier-prover principal pair contains shorter certificate chains between them. Besides,
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Figure 6.10: Comparison of Average Public Key Verification Delay.

the protocol by C-Gil et al. applies an optimization technique that reduces the total

number of certificate repository exchanges required for the propagation of the certificate

graph information throughout the network. This optimization not only reduces the

overhead related to the network wide information propagation, but also reduces the

convergence time of the information propagation process. The optimization technique

used in the protocol by C-Gil et al. also ensures that the average length of the shortest

certificate chain in the combined repository of a verifier-prover pair remains the same as

that in the protocol by Capkun et al. For the reasons mentioned above, the verification

delay in the protocol by C-Gil et al. reduces much faster with respect to simulation time

as compared to the protocol by Capkun et al. The verification delay remains almost the

same for the on-demand protocol by Kitada et al.

6.5.2 Security Evaluation

In order to evaluate the effectiveness of the proposed CLPKM protocol in terms of

security against untrustworthy principals, we have carried out another set of simulation

experiments. In a practical application scenario, the principals in a MANET can estimate
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the trustworthiness of other principals with the feedback from an underlying reputation

management protocol [119, 183]. However, for our simulation purpose, we statically

assign a trust value to each of the principals during the network initialization phase.

Trust values for the principals are generated from a Gaussian random variable. The

mean value for this Gaussian distribution function is termed, in our simulations, as the

mean trust value (MTV). We have conducted a set of experiments, where we simulate

networks with different levels of trustworthiness by varying the MTV value. The variance

for the Gaussian distribution function is fixed to a value of 0.01 for all the experiments.

Attack Model

We simulate an attack model, where a network principal can launch an attack to the

public key management protocol running in the network by injecting false public key

information into the network. For a flat architecture based on-demand protocol, the

attacker can inject false information during the public key information verification phase.

For a hierarchical architecture based on-demand protocol, the attacker can do this during

the hierarchy construction phase. However, for a proactive protocol, the same can be
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done during the certificate repository exchanges.

Whenever a principal gets a scope to launch an attack, with an attack probability

of p associated with the principal, it executes the attacks as mentioned above. The

attack probability corresponding to a principal is computed as a function of the trust

value assigned to the principal. The higher is the trust value, the lower is the attack

probability.

Comparison of Results

To evaluate the security against untrustworthy principals, we define a performance metric

verification correctness ratio (VCR). The VCR for a principal is measured as the ratio

of the number of correct public keys to the total number of public keys received by the

principal during the simulation period. For different MTV values, we measure the average

VCR values for the proposed CLPKM protocol, and compare with the VCR values for

the proactive protocol by C-Gil et al. [176], and the two on-demand hierarchical protocols

by Kambourakis et al. [166] and Muniyal et al. [180]. The results are as shown in figure

6.11. We can observe from the figure that, the VCR value for the protocol by Muniyal

et al. is higher than that in the protocols by Kambourakis et al. and C-Gil et al. The

reason behind this is that the hierarchical protocol by Muniyal et al. constructs a virtual

hierarchy in the network based upon the trustworthiness of the principals, whereas the

other two protocols do not consider in their functioning the trustworthiness property

of the principals. However, since a hierarchy is updated very infrequently, the protocol

by Muniyal et al. cannot ensure the strongest public key verification routes available

in a network for the public key verification purposes. The CLPKM protocol does not

use any such hierarchy and the mechanism used in the protocol ensures strongest public

key verification routes based upon the end to end trust values of the routes. For this

reason, the CLPKM protocol can fight against untrustworthy principals in a network

in a much better way than the other three protocols. We can observe from figure 6.11
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Figure 6.12: The testbed architecture on Unix platform for implementation of the
CLPKM protocol.

that the CLPKM protocol can ensure almost 90 percent correctness of the public key

verifications even in a network where the MTV of the principals is only 0.60. None of

the other three protocols show this level of strength against untrustworthy principals.

6.6 Testbed Implementation Results

The simulation results given in the preceding section show the relative efficiency of the

proposed CLPKM protocol as compared to the existing approaches. In order to verify the

performance of the protocol in real environment, we have implemented it on a MANET

testbed. The set of systems used to implement the MANET testbed is the same as that

we have used to implement the SEAP protocol (section 5.6.1). The architecture of the
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MANET testbed also remains almost the same as that has been described in the previous

chapter (section 5.6.2). However, now we implement the CLPKM protocol instead of the

SEAP protocol in the service provider sublayer. Also, the ‘call generator protocol’ used

in the experimentation of the SEAP protocol has been replaced by a traffic generating

CBR (constant bit rate) protocol in the service provider sublayer. Other modules of

the testbed architecture have not been modified. Figure 6.12 shows the implementation

architecture of the MANET testbed we used for the experimentation of the CLPKM

protocol. In the following two subsections, we describe the experimentation scenarios,

and the results obtained from the experimentations with the proposed CLPKM protocol

on the above mentioned MANET testbed.

6.6.1 Experimentation Scenarios

We have experimented with the testbed in two different scenarios, viz., scenario 1: a

low mobile network with average principal speed of 2 m/s, and scenario 2: a moderately

mobile network with average principal speed of 5 m/s. Node pause time is set to 30 s

for both the scenarios. The HELLO packet broadcast interval is set to 20s for scenario

1 and 10s for scenario 2. Objective of the experiments is to determine the efficiency

of the CLPKM protocol in terms of its CPU usage. In order to get a comprehensive

understanding, we have also measured the CPU usage for the AODV routing protocol

and compared it with that of the CLPKM protocol. In addition, we investigate the effect

of mobility on the protocol performances.

We have selected 4 principals as the CBR sources. The duration of each CBR session

is 100 s and the inter-arrival time between two consecutive sessions is 300 s. A CBR

source principal randomly chooses another principal in the network as the destination

principal for a session, and transmits 512 bytes data packets at 64 kbps data rate. To

transmit the CBR data packets in a session, a secure link is established between the source

and destination principals using a shared secret key (SSK) between the principals. The
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Figure 6.13: CPU usages in experimentation scenario 1.

SSK is first searched for in the trust-bases of the principals, and if not found, the SSK

is established with the help of the authenticated D-H public keys of the principals.

For the AODV protocol parameters, we use the values that are specified as the default

parameter values in the QualNet simulator [204]. For the CLPKM protocol, we use 1024

bit D-H Keys as the public keys, and 128 bit symmetric keys as the shared secret keys

between principals. The key renewal interval is 30 minutes for the public keys and 10

minutes for the symmetric keys. Trust values to the principals are distributed using

the same mechanism as it is done in the simulations. Mean trust value (MTV) is set

to 0.70 for all the experiments. We have used the Botan cryptographic library [205] to

implement the cryptographic functions. Total test duration is 3600s.

6.6.2 Results and Discussions

Figure 6.13 and 6.14 show the results of the experiments in scenario 1 and scenario 2

respectively. Since AODV and CLPKM protocols are on-demand, initially, CPU usages

of both of the protocols are quite low until the CBR sessions are invoked at around 300s,

when we observe a rapid increase in the CPU usages. When the time progresses, as

the routing tables of the principals get populated with route entries, the VR tables of
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Figure 6.14: CPU usages in experimentation scenario 2.

the principals are also populated with verification route entries. As a result, the CPU

usages for both the protocols reduce as the time advances. However, in addition to route

management, a routing protocol remains busy in forwarding the data packets for the

service provider protocols. This is the reason for which the average CPU usage of the

AODV protocol is higher than the CLPKM protocol, which we can observe from figure

6.13 and figure 6.14. For the CLPKM protocol, once an authenticated public key is

obtained by a principal, the key remains usable until it expires. When the public keys

of the principals start getting expired, public key verifications are re-initiated by the

principals. This causes an increase in the CPU usage of the CLPKM protocol between

around 2500s to 3000s, which we can observe in figure 6.13. However, as the verification

routes are already established, the public key verifications do not invoke verification route

discoveries. For this reason, the increased CPU usage (average 30%) is not as high as

that in the early phases (average 45%) of the experiments. In scenario 2 (Fig. 6.14), CPU

usage of AODV protocol increases slightly. This is obvious as mobility causes frequent

route breaks. But for the CLPKM protocol, we can observe that after around 1500s,

the CPU usage (average 20%) is even less than that in scenario 1 (average 25%). This

happens due to the fact that mobility helps in rapidly building more trust relationships
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among principals in the network. As a result of which, the average length of the strongest

verification routes between source-destination principals becomes shorter. Hence, fewer

principals get involved during a public key vitrification process, and the average CPU

usage of the CLPKM protocol in a network principal becomes smaller.

The experimentation results show us that, due to the low CPU usage, the CLPKM

protocol is very much suitable as a KM-AP protocol for a resource constrained MANET.

We observe that, in spite of its cryptographic operations, the average CPU usage of the

CLPKM protocol is even smaller than that in the on-demand AODV routing protocol in

MANETs. Moreover, the protocol is suitable for use in a network where the nodes have

low to moderate mobility. Since we have conducted the experiments on a small network

within a room environment using emulated topology and mobility, the results may be

somewhat different from that in an actual network. However, the results obtained from

the testbed implementation certainly show the trend of the efficiency of the CLPKM

protocol in MANET environments.

6.7 Chapter Summary

The protocol presented in this chapter provides an efficient mechanism for public key

management in self-organized MANETs, which does not assume any hierarchy and does

not combine the authentication layer with the underlying routing layer. An on-demand

distributed search mechanism is used by the protocol to find the strongest verification

route for public key verification purpose. The criteria for the selection of strongest verifi-

cation route used by the protocol are much more realistic than those used in the existing

approaches. Use of MAC values in place of digital certificates makes the protocol much

more efficient than the existing approaches. By storing some pre-established verification

routes in each principal, the protocol reduces the average verification delay. The security

of the proposed public key verification protocol has been proven to be correct using the

extended strand space model. In addition, the protocol has been shown to be efficient
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using both simulation and experimentation study.



Chapter 7

The EVAACK Protocol: A

Complete and Sound Network Layer

Intrusion Detection System for

MANETs

7.1 Overview

In chapter 3 and 4, we have proposed models that can be used for analyzing the secu-

rity and the applicability of key management and authentication protocols (KM-APs)

designed for MANETs. In chapter 5 and 6, we have proposed two different KM-AP pro-

tocols applicable in two different types of MANET scenarios. As it has been mentioned in

chapter 1 and 2, most of attacks against secure communication in MANETs are launched

by the external attackers, which can be prevented by ensuring the basic security services

in the network using cryptographic techniques. Since the KM-AP protocols are essen-

tial for providing the basic security services, the contribution made in the previous four

chapters are useful in enhancing the security of MANETs against the external attackers.

289
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However, in order to enhance the security of communications in a MANET against the

internal attackers, intrusion detection systems (IDSs) are required. The objective of an

IDS protocol is to detect the compromised principals and isolate them from the rest of the

network. A network layer IDS protocol detects a compromised principal by monitoring

the routing behaviors of the principals in the network. In section 2.4 of chapter 2, we have

discussed various types of network layers IDSs in MANETs. We have seen that a great

deal of research effort has been made to defend routing protocols in MANETs against

the packet dropping misbehaving principals [61,91,129,138,139,147,157,158,189,196]. It

has also been discussed that the incentive based approaches [129,157] are not as effective

as the reputation based approaches [61, 91, 138, 139, 147, 158, 189, 196] to defend against

packet dropping attack launched by malicious principals in a MANET.

The misbehavior detection mechanism used by an IDS protocol should ensure two

things. First, it should ensure that a misbehaving principal is always detected as a com-

promised principal and gets isolated from the network. Second, a well behaving principal

should never be reported as compromised. We refer to the above mentioned two proper-

ties as the completeness and the soundness properties respectively for an IDS protocol

in MANETs. The completeness and the soundness properties of an IDS protocol de-

pend upon the underlying assumptions made by the protocol such as the network model,

the adversary model, the accuracy of the method used for determining the misbehavior

detection threshold value etc. However, it is important for a MANET IDS protocol to

specify all such underlying assumptions and analytically prove its completeness and / or

soundness properties under the given set of assumptions. It is to be noted that, both of

the properties are equally important for a MANET environment. If an IDS protocol does

not address the completeness issue, compromised principals can remain undetected and

can continue to drop packets, which would result in poor network throughput. On the

other hand, if a protocol does not address the soundness issue, genuine principal in the

networks can get isolated from the network. Moreover, if an IDS protocol is not sound,

an adversary can exploit the vulnerabilities of the protocol to mislead it to blacklist
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one or more uncompromised principals. The effect could be much more adverse if the

adversary is able to target the principals whose presence in the network is very crucial.

Most of the existing reputation based network layer IDS protocols in MANETs

[61, 91, 138, 139, 147, 158, 189, 196] address the completeness problem and focus on the

protocol efficiency issues such as reducing resource consumptions, increasing throughput

etc. Although the authors of the protocols in [138, 189] have addressed the soundness

issue in their design objectives, the protocols are not provably sound, as it is discussed

in the next section.

In this chapter, we propose a novel reputation based network layer IDS protocols for

MANETs, named Extended Voucher assisted Adaptive ACKnowledgement (EVAACK)

protocol which is an extended version of the voucher assisted adaptive acknowledge-

ment (VAACK) protocol we have proposed in [192]. The EVAACK protocol adopts the

adaptive acknowledgement mechanism used in the AACK protocol [158], and introduces

a special type of acknowledgement process called the voucher acknowledgement which

is implemented using one way hash chains along with digital signatures. The voucher

acknowledgement mechanism is accompanied with an intruder detection module whose

responsibility is to detect a packet dropping misbehaving principal in a data traffic route.

We have analytically proved that, the EVAACK protocol is complete in the absence of

principal collusion, and is sound. Moreover, the protocol can partially fight against

principal collusion. We have thoroughly evaluated the efficiency of the proposed design

using simulations on the QualNet simulator [204] and the simulation results confirm the

effectiveness of the proposed protocol.

Organization

The rest of the chapter is organized as follows. In the next section, we analyze the

completeness and the soundness properties for some of the existing well known reputa-

tion based IDS protocols in MANETs. Section 7.3 presents the details of the proposed
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EVAACK protocol. Section 7.4 provides a comprehensive analysis of the proposed proto-

col. The results obtained from the simulations are discussed in section 7.5. The chapter

is concluded in section 7.6.

7.2 Completeness and Soundness Analysis of Exist-

ing Reputation based IDSs in MANETs

As discussed in chapter 2, the reputation based network layer IDSs in MANETs to defend

against packet drooping attack belong to two categories, viz., the passive overhearing

based protocols [61, 91, 138, 147] and the active acknowledgement based protocols [139,

158, 189, 196]. Description about the functioning of the above mentioned IDS protocols

are given in section 2.4.4. In the following two subsections, we analyze the completeness

and the soundness properties of the IDS protocols in these two categories.

7.2.1 Analysis of the Passive Overhearing Based Protocols

Since, in the passive overhearing based protocols [61, 91, 138, 147], a principal depends

upon transmission overhearing to detect packet forwarding activity of a neighboring

principal, these protocols suffer from the problems of ‘ambiguous collisions’, ‘receiver

collisions’, and ‘limited transmission power’ which have been identified in [61]. Since

the protocols are not able to detect misbehaving principals in the presence of the above

mentioned problems, the protocols are not complete. Moreover, as discussed in chapter

2, the protocols in [61, 138] cannot detect misbehavior when two or more consecutive

malicious principals in a route collude to launch packet dropping attack. The protocol
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in [91] can fight against two consecutive malicious principals, but cannot fight against

more than two consecutive malicious principals in a route. Hence, in addition to the

transmission overhearing related problems, the completenesses of the protocols in [61,

91, 138] are also challenged by the problem of principal collusions in a MANET.

As discussed in section 2.4.4, in [61], a malicious intermediate principal in a route

can send false misbehavior report against its next hop principal, and the source prin-

cipal blacklists the reported principal based upon the received false report. Hence, the

protocol is not sound. By restricting the watchdog functioning and thus the misbehavior

reporting responsibility within only the ‘trusted’ principals in the network, the protocol

in [91] reduces the possibility of false misbehavior reporting. However, since the protocol

does not ensure that a ‘trusted’ principal cannot be compromised, the protocol cannot

eliminate the problem of false misbehavior reporting that can be done by a compromised

watchdog principal. Hence, the protocol in [91] is also not sound.

In the ex-watchdog protocol [138], a source principal upon receiving a misbehavior

report verifies its correctness by confirming from the destination the number of packets

received by it. The source blacklists the reported principal if the verification is successful,

otherwise it blacklists the reporting principal. In this way, the protocol eliminates the

problem of false misbehavior reporting by a malicious intermediate principal. But, let

us consider the problem associated with the protocol, which is depicted in figure 7.1.

Suppose an intermediate principal Ni in a route between source S and destination D

sends a packet to its next hop principal Ni+1. Now, when Ni+1 forwards the packet to its

next hop principal Ni+2, principal Ni+2 successfully receives the packet, but principal Ni

fails to overhear this transmission due to problems such as ambiguous collision, receiver

collision or limited transmission power. As a consequence, Ni sends a misbehavior report

against its next hop principal Ni+1 to the source S. Assuming that there is no packet

drops between principal Ni+2 and destination D, the packet sent by S is successfully

received by D. Hence, the source S blacklists principal Ni for sending a false misbehavior

report. Thus, although the protocol eliminates false misbehavior reporting done by a
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malicious principal, the protocol lacks soundness.

In [147], all the neighbors of a packet forwarding principal monitor its routing activi-

ties using transmission overhearing. The backbone network used in this protocol applies

voting on the opinions received from all the neighbors of a forwarding principal to decide

its packet forwarding activity. This mechanism reduces the possibility of false / incor-

rect reporting, but depends upon the assumption that the number of uncompromised

neighbors is larger than the number of compromised neighbors for a principal. However,

the assumption is not always valid in MANETs, especially, in small or medium sized

networks, where the average number of neighbors for a principal can be very small. Be-

sides, the protocol assumes that the principals of the backbone network are fully trusted

and they cannot falsely declare a principal as compromised. Hence, the protocol cannot

guarantee soundness in a small or medium sized MANET, or in a MANET where the

existence of fully trusted principals is not possible.

7.2.2 Analysis of the Active Acknowledgement Based Protocols

Since the active acknowledgement based protocols [139, 158, 189, 196] do not use trans-

mission overhearing, none of these protocols suffer from the problems of ambiguous

collision, receiver collision or limited transmission power. The protocols are complete

if there is no collusion of consecutive compromised principals in a route. However, the

TWOACK [139], AACK [158] and the EAACK [189] protocols, which depend upon two

hop acknowledgements for the detection of packet forwarding activities of principals in

a route, are not able to detect misbehavior if there exists a collusion of two or more

consecutive compromised principals in a route. For example, in figure 7.2, if principals

Ni and Ni+1 collude, principal Ni+1 can drop data packets and principal Ni can remain

silent about this. In this situation, source principal S cannot identify the compromised

principals. The A3ACK [196] protocol solves the above problem by using three hop

acknowledgements when the protocol fails to detect misbehaving principals in a route in
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Figure 7.2: Two hop acknowledgement based monitoring in TWOACK, AACK and
EAACK protocols.
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Figure 7.3: Three hop acknowledgement based monitoring in A3ACK protocol.

two hop acknowledgement mode. Although this mechanism can fight against collusions

of two consecutive principal, the protocol can do nothing when more than two consecu-

tive principals in a route collude. For instance, in figure 7.3, if principals Ni, Ni+1 and

Ni+2 collude, principal Ni+2 can drop data packets and principal Ni can remain silent

even when it does not receive three hop acknowledgement from Ni+3.

Like in the basic watchdog based protocol in [61], in the TWOACK, AACK and

A3ACK protocols also, a compromised principal can send false misbehavior reports to

the source principal, and hence, the protocols are not sound. With the help of the

misbehavior report authentication (MRA) module incorporated in the EAACK protocol,

the protocol can defend against false misbehavior reporting. However, with the help of

the following example, we show that the EAACK protocol is not sound, although it can

eliminate the problem of false misbehavior reporting.

Suppose the intermediate principal Ni+2, in figure 7.2, is compromised. Principal

Ni+2 does not send any TWOACK packet to Ni for the data packets received from

Ni+1, but, forwards the received data packets properly towards the destination D. As
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Table 7.1: List of Notations
Tobs Observation interval

Tack Waiting time for an ACK packet

Tvouch Waiting time for a VOUCHER packet

Tlerr Waiting time for an LERR packet

rNdrop Packet drop ratio of a principal N

rdelv End to end packet delivery ratio of a session

rack Acknowledgement ratio of a session

Rth
drop Threshold packet drop ratio for a principal

Rth
delv Threshold packet delivery ratio of a route

dhops Source to destination distance of a route

PuKN Public key of a principal N

PrKN Private key of a principal P

KNiNj
Shared secret key between the principals Ni and Nj

principal Ni does not receive the TWOACK packets from Ni+2 properly, it would send

a misbehavior report against principal Ni+1 to the source principal S. However, when

principal S enquires with the destination D by sending an MRA packet, it comes to know

that D has properly received the data packets sent by S. Hence, even though Ni is a

well behaving principal, according to the rules of the protocol, Ni gets blacklisted by the

source principal S for sending false misbehavior report. In this way, an adversary can

always use the resources of a compromised principal (Ni+2) to isolate an uncompromised

principal (Ni) from the rest of the network.

7.3 The EVAACK Protocol

The proposed EVAACK protocol has two major modules, viz., i) the data transmission

module, and ii) the intruder detection module. The data transmission module defines the

rules to be followed by the principals in a data traffic route during a data transmission
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session. We have designed the data transmission module of our protocol to work on

top of a source routing protocol in MANETs such as the DSR [79], FORP [56], and

STAR [57] routing protocol. The objective of the intruder detection module is to detect

a misbehaving principal in a data traffic route. In the following, after describing the

assumptions and definitions underlying the implementation of the protocol, we provide

the details of the two major modules of the EVAACK protocol.

7.3.1 Assumptions and Definitions

• We assume an underlying public key management protocol running in the network,

with the help of which a principal in the network can obtain the authentic public

keys of the other principals.

• During the setup phase of a data transmission session, the source and the destina-

tion principals of the session establish a shared secret session key between them.

• A principal is said to be compromised if it misbehaves in any way, i.e., it does

not follow some of the rules of the protocol. In other words, if a principal is not

compromised, then it does not misbehave in any way.

• A compromised intermediate principal in a route can do three types of routing

disruptions, viz., i) it can drop a received data packet, ii) it may not send the

required acknowledgement for a data packet it receives, and iii) it can issue false

acknowledgement packet.

• An intermediate principal cannot create or modify a data packet while forwarding

it. This can be easily ensured by enforcing an integrity check on the received data

packets.

• We assume an acknowledgement based medium access control (MAC) protocol

running in the network (such as the ones used in IEEE 802.11 standards). Hence,
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in a link layer communication, the sender of a packet is confirmed about whether

the packet is successfully received by the other side or not.

• Communications among the principals in the network are reliable.

It can be noted here that, although a compromised principal can launch any of the

attacks mentioned in the fourth item of the above list of assumptions, it is the intentional

dropping of data packets by the compromised principal, which would disrupt the routing

service of the network. Since data packets may also be dropped by an uncompromised

principal due to reasons such as buffer overflow, temporary breakdown of the principal

etc., it is necessary to accommodate such packet droppings in the intrusion detection

protocols. We accommodate such packet droppings by permitting each principal to drop

certain percentage of packets it receives in a data session. This feature of a principal is

characterized as packet drop ratio which is defined as follows.

Definition 7.3.1 (Packet Drop Ratio). The packet drop ratio of a principal N , for a

given duration of time in a data session, is measured as the ratio of the total number

of data packets dropped, to the total number of data packets received by the principal

during the interval. We use the notation rNdrop to refer to the packet drop ratio of principal

N .

We say that a compromised principal exhibits a packet dropping misbehavior if and

only if its packet drop ratio crosses a predetermined threshold limit. What it means

is that, if a principal is not compromised, then its packet drop ratio never crosses the

threshold limit. Our aim is to design a complete and a sound mechanism for the detection

of packet dropping misbehaviors by the principals in a network. The detection of packet

dropping principals helps to isolate and remove these principals from the network, and

ensures that only the principals which do not show packet dropping misbehavior remain

connected to other principals in the network. Since the packet drop ratio of the remaining

principals would be less than the threshold limit, the performance of the routing service
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of the network would be satisfactory after packet dropping compromised principals are

isolated.

A threshold value Rth
drop is assumed as the threshold packet drop ratio, which is con-

sidered as a misbehavior detection threshold in our protocol, i.e., a principal N is defined

to exhibit packet dropping misbehavior if only if (rNdrop > R
th
drop).

In addition to the term packet drop ratio of a principal, we also define the term packet

delivery ratio and acknowledgement ratio of a data session between a source principal

and a destination principal in our protocol, and these are defined as follows.

Definition 7.3.2 (Packet Delivery Ratio). The packet delivery ratio (rdelv) of a data

session, at a given instant of time t, is measured as the ratio of the total number of data

packets received by the destination principal, to the total number of data packets sent

by the source principal of the session till time t.

Definition 7.3.3 (Acknowledgement Ratio). The acknowledgement ratio (rack) of a

data session, at a given instant of time t, is measured as the ratio of the total number of

acknowledgement packets received from the destination principal, to the total number

of data packets sent by the source principal of the session till time t.

It can be noted that, at any instant in time during the session, the following is always

true.

rack ≤ rdelv (7.1)

For the sake of convenience, the notations and abbreviations used in this chapter are

listed in table 7.1.

7.3.2 The Data Transmission Module

The EVAACK protocol adopts the concept of adaptive acknowledgement used in the

AACK protocol [158] to reduce control message overhead. We define two modes of data
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Figure 7.5: Transmission of data packets in VDACK mode.

transmissions, viz., 1 ) destination acknowledgement (DACK) mode, and 2 ) voucher

assisted destination acknowledgement (VDACK) mode. A data packet transmitted in

the DACK mode is referred to as a DA data packet, and a data packet transmitted in

the VDACK mode is referred to as a VDA data packet. In DACK mode (Fig. 7.4),

only end-to-end destination acknowledgement process is used. In VDACK mode (Fig.

7.5), two types of acknowledgement processes are used, viz., a) end-to-end destination

acknowledgement process, and b) hop-by-hop voucher-acknowledgement process. In the

following subsections, after describing the two types of acknowledgement processes, we

describe the two modes of operations in the EVAACK protocol.

Destination Acknowledgement Process

Irrespective of the transmission mode, the destination principal, D, for a data session is

required to send an acknowledgement (ACK) packet to the source principal, S, for each

of the data packets it receives successfully. The packet format of an ACK packet is as

shown below.

ACK ≡ �Source-id, Destination-id, Session-no, Packet-no, MAC-Signature�
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The combination of the Source-id and the Session-no fields on an ACK packet

uniquely identifies a data transmission session, and the Destination-id field indicates

the destination principal of the corresponding session. The Packet-no field indicates

the sequence number of a data packet in the session for which the ACK packet is sent.

Inclusion of the Packet-no in the ACK packet prevents replay attacks. An ACK packet

is accompanied by its MAC (message authentication code) digest value computed using

the session encryption key (KSD) between the source and the destination principal. This

ensures the authenticity and integrity of the ACK packets sent by the destination. The

source principal after sending a data packet waits for a predefined duration of time (Tack)

for an ACK packet to come from the destination principal. If no ACK packet is received

during the interval, it is considered by the source principal as an acknowledgement miss.

Voucher Acknowledgement Process

The voucher-acknowledgement process is special type of a hop-by-hop acknowledgement

mechanism which runs between each pair of consecutive principals in a data traffic route

during data transmission in the VDACK mode. Henceforward, we refer to a pair of

two consecutive principals in a data route from a source to a destination as a data

transmitter-receiver pair. The voucher-acknowledgement mechanism followed by a data

transmitter-receiver pair, �Ni, Ni+1�, in a data route between a source principal S and a

destination principal D, is explained in figure 7.6.

During the setup phase of the data transmission session, the data receiver principal,

Ni+1, creates a hash chain �hNi+1

0 , h
Ni+1

1 , .., h
Ni+1

l−1 � of length l. The data receiver Ni+1

sends a digitally signed Receiver Commitment Certificate (RCC) packet to the data

transmitter principal Ni. We refer to the RCC packet issued by principal Ni+1 using the

notation RCCNi+1 . The packet format of an RCC packet is as shown below.

RCC ≡ �Receiver-id, Transmitter-id, Source-id, Session-no, vcode, Signature�
The principal ids of the data receiver principal / the RCC issuer principal (Ni+1) and the
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Figure 7.6: The voucher acknowledgement process between a transmitter-receiver pair
in a data traffic route.
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data transmitter principal / the RCC recipient principal (Ni) are given in the Receiver-

id and the Transmitter-id fields of an RCC packet respectively. The combination of

Source-id and Session-no fields (�S, ssn no�) uniquely identifies the data session for

which the data receiver principal issues the RCC packet. The data receiver principal,

Ni+1, incorporates the first element, h
Ni+1

l−1 , of its reverse hash chain into the verification

code (vcode) field of the RCC packet. The data receiver signs the above mentioned

information using its private key PrKNi+1
and the signature is put into the Signature

field of the RCC packet, RCCNi+1 .

During the data transmission session, the data transmitter principal Ni obtains a

voucher-acknowledgement (VOUCHER) packet from the data receiver principal Ni+1 for

each of the VDA data packets it forwards to Ni+1. The data receiver Ni+1 uses the

elements of its reverse hash chain to authenticate the VOUCHER packets sent to the

data transmitter Ni. The packet format of a VOUCHER packet is as shown in the

following.

V OUCHER ≡ �Receiver-id, Transmitter-id, Source-id, Session-no, hashkey�
The significances of the first four fields of a VOUCHER packet are exactly the same as

those in an RCC packet. The data receiver Ni+1 incorporates the elements from the rest

of the reverse hash chain �hNi+1

l−2 , .., h
Ni+1

0 � sequentially and one at a time, into the hashkey

fields of the successive VOUCHER packets sent to the data transmitter Ni. The data

transmitter Ni verifies the first VOUCHER packet received from the data receiver Ni+1

by computing the hash digest of the hashkey value contained in the packet and comparing

the result with the value contained in the vcode field of the RCC packet, RCCNi+1 , sent

by Ni+1 during the session setup phase. Each of the successive VOUCHER packets

is verified by comparing the hash digest of the hashkey value contained in the packet

with the hashkey value contained in the previous VOUCHER packet. Due to the one

way property of the Hash function, from a successful verification, the data transmitter

is ensured of the fact that the corresponding VOUCHER packet is indeed sent by the

concerned data receiver principal.
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In order to maintain design simplicity, we have assumed that the length of the hash

chains (l) used by the data receiver principals is not less than the maximum number of

data packets that can be transmitted during a data transmission session. However, with

a little bit of modification in the protocol design, smaller size hash chains can also be used

by the data receivers, where depending upon the need, a data receiver can repetitively

create hash chains and issue corresponding RCC certificates to the data transmitter

during a data session. It can be noted that, instead of storing an entire hash chain,

a data receiver can store only the seed value of the hash chain and can calculate any

element of the chain with a few hash computations. Hence, the storage overhead related

to the hash chains can be greatly reduced with a marginally increased computational

cost.

DACK Mode of Operation

A source principal starts transmitting the data packets of a session in the DACK mode

(Fig. 7.4), which is the default mode of the protocol. At the start of the session, the

source principal computes a threshold packet delivery ratio, Rth
delv, for the data traffic

route. The Rth
delv value is determined based upon the length of the route (dhops), and the

threshold packet drop ratio (Rth
drop) of the protocol, as it is given below.

Rth
delv = (1−Rth

drop)
dhops−1 (7.2)

During the session, if an intermediate principal Ni fails to forward a DA data packet

to its next hop principal Ni+1 due to a link layer failure, Ni immediately stops data

forwarding and sends a link error (LERR) packet to the source principal. The LERR

packet contains the identification information about the erroneous link �Ni, Ni+1�. Upon
the reception of an LERR packet, the source principal suspends the session and initiates

a route discovery to find an alternative route towards the destination. The identity of

the erroneous link reported in the LERR packet is recorded by the source principal, and
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for a predetermined duration of time (link recovery time), the source principal does not

use any route containing the erroneous link to send data packets to any destination.

The source principal periodically monitors the end-to-end acknowledgement ratio

(rack) of the session at a regular observation interval of Tobs time units. At the end

of each observation period, the source calculates the acknowledgement ratio using the

acknowledgement packets received from the destination. If the acknowledgement ratio is

below the threshold delivery ratio, i.e., if rack < R
th
delv, the source switches to the VDACK

mode for the rest of the session. It can be noted here that, as long as rack ≥ Rth
delv, from

eqn. 7.1, Rth
delv ≤ rdelv, i.e., the packet delivery ratio of the session is not less than the

threshold delivery ratio determined for the route.

VDACK Mode of Operation

In VDACK mode, in addition to the end-to-end destination to source acknowledgement

process, a voucher-acknowledgement process runs in parallel between each pair of con-

secutive principals (Ni, Ni+1) in a data traffic route. If a principal Ni fails to forward a

VDA data packet to its next hop principal Ni+1 due to a link layer failure, it stops data

forwarding and sends an LERR packet to the source S, as it is done in the DACK mode.

After transmitting a VDA data packet successfully, principal Ni waits for a predeter-

mined duration of time Tvouch. If no VOUCHER packet is received from the next hop

principal Ni+1 during this time interval, Ni considers this also as a link failure and sends

an LERR packet to the source. The LERR packet is handled by the source principal as

it is described in the DACK mode of operation.

The source principal monitors the end-to-end acknowledgement ratio periodically. At

the end of an observation period, if the calculated acknowledgement ratio is below the

threshold delivery ratio, i.e., if rack < R
th
delv, the source principal suspends the session and

waits forTlerr units of time. If no LERR packet is received during this interval, the source

invokes the intruder detection module of the protocol. The source principal blacklists the
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ID of the misbehaving principal reported by the intruder detection module, and initiates

route discovery to find an alternative route towards the destination. A source principal

never accepts a route which contains a blacklisted principal. When an alternative route is

established as a result of the route discovery process initiated above, the source principal

resumes the transmission of the rest of the data packets of the session in the DACK mode

through the newly established route. If no alternative route is available, the session is

terminated.

It can be noted here that, when the transmission of a data packet from a principal

Ni to its next hop principal Ni+1 is successful (which is confirmed by the medium access

control (MAC) protocol), principal Ni may not receive the corresponding VOUCHER

packet from Ni+1 due to two possible reasons, viz., the link between the two principals

breaks after the transmission of the data packet is complete, or principal Ni+1 does not

send the VOUCHER packet intentionally. However, in a wireless network, it is very

difficult to recognize the actual incident (may require another protocol) and hence, in

the EVAACK protocol, we do not differentiate between the two situations and consider

both of them as a link failure. Whenever Ni does not receive an anticipated VOUCHER

packet, it immediately stops data forwarding and sends an LERR packet to the source.

The source principal, upon receipt of the VOUCHER packet, diverts the data traffic of

the session through an alternative route. Since the source avoids the link �Ni, Ni+1� in
establishing the alternative route, it is very unlikely that the new route would contain

principal Ni+1. Hence, an attacker cannot degrade the performance of the routing service

considerably using the attack described above.

7.3.3 The Intruder Detection Module

The intruder detection module consists of two components, viz., 1) the route scanning

component, which is a distributed protocol initiated by the source principal, and 2) the

packet forwarding activity (PFA) test, which is a centralized algorithm executed by the
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Figure 7.7: Execution of the route scanning protocol on a three hop (dhops = 3) data
traffic route.

source principal of a session. In the following two subsections, we describe the functioning

of these two components in detail.

Route Scanning

Route scanning is a distributed protocol (Fig. 7.7) initiated by the source principal S of

a data session. The source principal creates a digitally signed enquiry (ENQRY) packet,

whose format is as shown below.

ENQRY ≡ �Source-id, Destination-id, Session-no, Signature�
The Source-id field of an ENQRY packet indicates the principal (S) that gener-

ates the packet. The combination of the Source-id and Session-no fields (�S, ssn no�)
uniquely identifies the data session corresponding to which the packet is generated, and

the Destination-id field indicates the destination principal (D) of the data session. The

source principal S signs the above mentioned information using its private key PrKS

and the signature is put into the Signature field of the ENQRY packet. The source

principal forwards the ENQRY packet to its next hop principal towards the destination

principal D. Receiving the ENQRY packet, an intermediate principal in the route first

verifies the signature on the packet using the public key (PuKS) of the source principal

S. Upon a successful verification, the receiving principal forwards the packet to its next

hop principal towards the destination principal D only if the next hop principal is not
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the destination principal D (i.e., receiving principal is not the last intermediate principal

in the route), as shown in figure 7.7.

Each intermediate principal Ni (1 ≤ i ≤ dhops − 1) receiving the ENQRY packet,

generates a digitally signed reply (REPLY) packet for the source principal. We refer to

the REPLY packet generated by principal Ni using the notation REPLY Ni . The packet

format of a REPLY packet is as shown below.

REPLY ≡ �Replier-id, Source-id, Session-no, Voucher-count, Last-hashkey, Signa-
ture�

The Replier-id field of a REPLY packet indicates the intermediate principal (Ni) that

generates the packet. The combination of Source-id and Session-no field (�S, ssn no�)
uniquely identifies the data session corresponding to which the packet is generated. The

Voucher-count field indicates the total number of VOUCHER packets (ηi) that has been

received, so far, by the replier principal Ni in the corresponding data session. Let us

denote by h
Ni+1

last , the hashkey value contained in the last VOUCHER packet received

by the replier principal Ni, from its next hop principal Ni+1, in the corresponding data

session. The replier principal incorporates h
Ni+1

last value into the Last-hashkey field of the

generated REPLY packet. The replier principal Ni signs the above mentioned informa-

tion using its private key PrKNi
and the signature is put into the Signature field of the

REPLY packet, REPLY Ni .

In response to the ENQRY packet received from the source principal S, an inter-

mediate principal Ni sends a response message (denoted as RMNi) back to princi-

pal S, as shown in figure 7.7. The response message consists of the REPLY packet,

REPLY Ni , generated by the intermediate principal Ni, concatenated with the RCC

packet, RCCNi+1 , which was issued to principal Ni by its next hop principal Ni+1 during

the setup phase of the corresponding data session (section 7.3.2). Note that, Ni+1 is the

destination principal D when Ni is the last intermediate principal in the route.

When the response messages are received from all of the intermediate principals, the

source principal performs the packet forwarding activity (PFA) test which is described
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in the next subsection.

Packet Forwarding Activity (PFA) Test

The PFA test is executed after a route scanning process in which, using the response

messages received in the route scanning, the source principal S of a data session verifies

the exact number of VDA data packets forwarded by each intermediate principal in

the data traffic route. Using the verified information, the source principal determines

whether a principal in the route is misbehaving or not. The process is explained in the

following.

The source principal S verifies the correctness of information contained in the REPLY

packet, REPLY Ni , of a response message RMNi sent by an intermediate principal Ni,

with the help of the RCC packet, RCCNi+1 , of the same response message. The source

principal first verifies the signature on the REPLY packet, REPLY Ni , using the public

key, PuKNi
, of the replier principal Ni. The source principal also verifies the signature

on the RCC packet, RCCNi+1 , using the public key, PuKNi+1
, of the next hop principal

Ni+1, of the replier principal Ni. Next, the source principal extracts ηi and h
Ni+1

last values

from the Voucher-count and the Last-hashkey field respectively of the REPLY packet,

REPLY Ni . The source principal computes Hashηi(h
Ni+1

last ), where Hashηi(h
Ni+1

last ) denotes

ηi number of successive applications of the Hash function on the initial input h
Ni+1

last , i.e.,

Hashηi(h
Ni+1

last ) = Hash(Hash(... ηi-times ...(h
Ni+1

last )...)

The source principal S compares the result of the above computation with the value

contained in the vcode field of the RCC packet, RCCNi+1 , (denoted as vcodeNi+1). The

information contained in the REPLY packet sent by Ni is considered to be correct only

if the above two values match, i.e., Hashηi(h
Ni+1

last ) = vcodeNi+1 (proof is given below in

Lemma 7.3.4). Principal Ni is reported as a compromised principal and is blacklisted by

the source, if it sends an incorrect response message. If all the intermediate principals

send correct response messages, then for each intermediate principal Ni (i = 1, .., dhops−
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1), the source principal S checks the following condition:

ηi ≥ (1−Rth
drop)× ηi−1, (7.3)

where η0 is equal to the total number of voucher packets received by the source principal

S itself. If a principal Ni fails to satisfy the condition given in eqn. 7.3, then it is reported

by the intruder detection module as a compromised principal, and is blacklisted.

Lemma 7.3.4. If an intermediate principal, Ni, provides the correct ηi and h
Ni+1

last values

in the Voucher-count and Last-hashkey fields of the REPLY packet, REPLY Ni, then

Hashηi(h
Ni+1

last ) must match with the vcodeNi+1 value contained in the vcode field of the

RCC packet, RCCNi+1, sent by principal Ni+1 to Ni.

Proof. Let the hash chain used (for authentication of VOUCHER packets) by principal

Ni+1 be �hNi+1

0 , .., h
Ni+1

l−1 �. If principal Ni+1 provides the correct information in the RCC

packet, RCCNi+1 , then the vcode field of the packet, vcodeNi+1 , should contain the first

element, h
Ni+1

l−1 , of its reverse hash chain. If principal Ni+1 does not assign the correct

information in the RCC packet, verification of the first VOUCHER packet sent by prin-

cipal Ni+1 during the data transmission necessarily fails at principal Ni. As a result,

principal Ni sends an LERR packet to the source principal, and the route containing

the link (�Ni, Ni+1�) is blacklisted by the source principal S. But, since the intruder

detection module is executed only on an active route, it can be concluded that the vcode

value sent by principal Ni+1 is correct, i.e., vcode
Ni+1 = h

Ni+1

l−1 .

In each VOUCHER packet, principal Ni+1 releases one element from its reverse hash

chain, in the order h
Ni+1

l−2 , h
Ni+1

l−3 , .. etc. Since, ηi is the total number of VOUCHER pack-

ets received by the replier principal Ni from principal Ni+1, the value in the hashkey

field of the last received VOUCHER packet should be equal to h
Ni+1

l−1−ηi
. Hence, if the

replier principal Ni provides the correct ηi and h
Ni+1

last values, then h
Ni+1

last = h
Ni+1

l−1−ηi
.

So, Hashηi(h
Ni+1

last ) = Hashηi(h
Ni+1

l−1−ηi
). But, Hashηi(h

Ni+1

l−1−ηi
) = h

Ni+1

l−1 . This implies,

Hashηi(h
Ni+1

last ) = vcodeNi+1 . Hence, the lemma is proved.
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7.3.4 Determining the Timer Values

For the correct functioning of the EVAACK protocol, it is crucial to determine the ap-

propriate timeout values for the four timers, viz., Tobs, Tack, Tvouch, and Tlerr. Since a

source principal checks the end-to-end acknowledgement ratio only at the end of an ob-

servation period, if the observation interval, Tobs, is too large, an adversary gets greater

opportunity to drop packets during an observation period. However, a very small Tobs

value creates a larger computational overhead on the source principal. Hence, an appro-

priate value for Tobs depends upon various factors such as the packet transmission rate,

the computing power of the principals etc. For this reason, it is best to determine the

appropriate Tobs value by doing simulations prior to using the EVAACK protocol in a

real network. In the following, we discuss how to determine appropriate values for the

three timers Tack, Tvouch, and Tlerr.

Let dmax
hops be the diameter (in hop counts) of the network for which the above values

need to be determined, and Δ be the maximum single hop transmission delay for a data

packet. A principal, after transmitting a data packet, must wait for a duration of time

which is sufficient enough for the corresponding VOUCHER packet to come from the

next hop principal. Hence, it is essential for the timer Tvouch to satisfy the following

condition.

Tvouch ≥ Δ (7.4)

Let τack be the duration of time from the instant when a source principal finishes

the transmission of a data packet to the instant when the corresponding ACK packet is

received by the source. If τmax
ack denotes the maximum possible value of τack, then Tack

needs to satisfy the following condition.
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Tack ≥ τmax
ack (7.5)

Maximum time required by a data packet to travel from the next hop (N1) of the source

principal to the destination principal is equal to (dmax
hops−1)×Δ. Maximum time required

by an ACK packet to travel from the destination principal to the source principal is

equal to dmax
hops ×Δ. Hence, we can write the following.

τmax
ack = (dmax

hops − 1)×Δ+ dmax
hops ×Δ

= (2dmax
hops − 1)×Δ (7.6)

So, from eqn. 7.5 and eqn. 7.6, we obtain the following.

Tack ≥ (2dmax
hops − 1)×Δ (7.7)

Let τlerr be the duration of time from the instant when a source principal finishes

transmission of a data packet to the instant when the source receives an eventual LERR

packet, for the corresponding data packet, from an intermediate principal in the data

traffic route. Hence, if τmax
lerr denotes the maximum possible value of τlerr, then Tlerr

needs to satisfy the following condition.

Tlerr ≥ τmax
lerr (7.8)

It is clear that, value of τlerr is maximum when the concerned intermediate principal

is the last intermediate principal (Ndhops−1), of a route. Now, maximum time required

by a packet to travel from the next hop (N1) of the source principal to the destination

principal is equal to (dmax
hops − 1) × Δ. The last intermediate principal (Ndhops−1), after

transmitting the packet to the destination principal, waits for Tvouch duration of time

before sending an LERR packet towards the source principal. Maximum time required
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Figure 7.8: Invocation of the intruder detection module at time t.
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by the LERR packet to travel from the last intermediate principal (Ndhops−1) to the

source principal is equal to (dmax
hops − 1)×Δ. Hence,

τmax
lerr = 2(dmax

hops − 1)×Δ+Tvouch (7.9)

So, from eqn. 7.8 and eqn. 7.9, we obtain the following.

Tlerr ≥ 2(dmax
hops − 1)×Δ+Tvouch (7.10)

Hence, if the diameter and the maximum single hop transmission delay for a net-

work is estimated correctly, then using those values the appropriate values for the timers

Tvouch, Tack, and Tlerr can be determined using the equations 7.4, 7.7 and 7.10 respec-

tively.

7.4 Analysis

In this section, we first analyze the security of the proposed EVAACK protocol to es-

tablish its completeness and soundness property. We also analyze the effectiveness of

the proposed scheme in the face of principal collusions. Next, we make a qualitative
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comparison of the EVAACK protocol with some of the other existing reputation based

IDS protocols in MANETs.

7.4.1 Security Analysis

In this subsection we prove that, under reasonable assumptions, the EVAACK protocol

is complete in the absence of principal collusions, the protocol is sound, and the protocol

can partially fight against principal collusions. We prove these using a sequence of

lemmas and theorems.

Lemma 7.4.1. Suppose a source principal S initiates the intruder detection module at

time t on a data traffic route of length dhops. Let, for some i ∈ {1, .., dhops − 1}, xi

and ηi denote the total number of VDA data packets forwarded, and the total number of

VOUCHER packets received, during the time interval (0, t], by an intermediate principal

Ni in the data traffic route. Besides, assume that all of the following conditions are also

satisfied.

1. There exists reliable communication among principals.

2. Timeout values for Tack,Tvouch and Tlerr are determined appropriately.

Then, if principal Ni is not compromised, xi ≤ ηi.

Proof. As described in section 7.3.2, a source principal checks the end-to-end acknowl-

edgement ratio (rack) only at the end of an observation period, and suspends the session
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immediately if the acknowledgement ratio is not satisfactory (i.e., rack < Rth
delv). How-

ever, it waits for Tlerr units of time before initiating the intruder detection module. The

module is invoked only if no LERR packet is received by the source.

Since the intruder detection module has been invoked by S at time t, the session

must have been suspended at time (t−Tlerr), and (t−Tlerr) = n ∗Tobs for some integer

n (see Fig. 7.8). Hence, source S sent data packet in the session latest by the time

n ∗ Tobs. Since the values for the protocol timers have been determined appropriately,

Tlerr ≥ τmax
lerr (according to eqn. 7.8). Hence, an LERR packet, corresponding to a data

packet of the session, sent by an intermediate principal should reach the source principal

latest by the time (n ∗ Tobs + Tlerr) = t. Now, as the intruder detection module is

initiated by S at time t, we can conclude that no LERR packet is received by S in the

time duration (0, t]. As we have assumed reliable communication among principals, the

above conclusion implies that no intermediate principal has sent an LERR packet in the

time duration (0, t].

Let us prove lemma 7.4.1 by contradiction and assume that xi > ηi. This indicates

that the principal Ni has not obtained the required VOUCHER packets for (xi − ηi)

number of VDA data packets it forwarded to its next hop principal Ni+1. Since Ni is

not compromised, it obeys the rules defined by the protocol, and thus, has sent (xi− ηi)

number of LERR packets to the source principal S. But, this contradicts with the

conclusion made above that no principal sent an LERR in (0, t]. Hence, xi ≯ ηi, and the

lemma is proved.

Completeness of the EVAACK Protocol

The following theorem proves the completeness of the intruder detection mechanism of

the EVAACK protocol under a specified set of assumptions as given in the hypothesis

of the theorem.
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Theorem 7.4.2. Suppose a source principal S initiates the intruder detection module at

time t on a data traffic route of length dhops. Let, for some j ∈ {1, .., dhops − 1}, rNj

drop be

the packet drop ratio of an intermediate principal Nj during the interval (0, t]. Besides,

assume that all of the following conditions are also satisfied.

1. There exists reliable communication among principals.

2. Timeout values for Tack, Tvouch and Tlerr are determined appropriately.

3. Private keys of principals in the route are not compromised.

4. Principals in the data route do not collude.

Then, if principal Nj does packet dropping misbehavior (i.e., if r
Nj

drop > Rth
drop), Nj is

blacklisted by the source S.

Proof. In order to prove the above theorem by contraposition, it is sufficient to prove

that, if principal Nj is not blacklisted by the source S, then r
Nj

drop ≤ Rth
drop. Let us assume

that principal Nj is not blacklisted by S.

Let, ∀i ∈ {1, .., j, .., dhops−1}, xi and ηi denote the number of VDA data blocks for-

warded and the number of VOUCHER packets received by the intermediate principal

Ni respectively till time t (see Fig. 7.9). Hence, by definition 7.3.1, we get the following.

r
Nj

drop =
xj−1 − xj

xj−1

(7.11)

Since the private keys of the intermediate principals are not compromised, the re-

sponse messages sent by the intermediate principals to the source principal S, during the

route scanning phase of the intrusion detection, are authentic. Since the intermediate

principal Nj is a compromised principal, and we assume no collusion among the inter-

mediate principals, we can conclude that, ∀k ∈ {1, .., dhops−1}∧k �= j, the intermediate

principal Nk is not a compromised principal. Hence, each principal Nk sends the correct

response message to S during the intrusion detection. Moreover, if the intermediate
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principal Nj does not send the correct response message, according to lemma 7.3.4, the

response message fails to prove its correctness to the source S, and hence, principal Nj

gets blacklisted by the source S. However, since we assume Nj is not blacklisted, Nj also

sends the correct response message to S. So, ∀i ∈ {1, .., j, .., dhops − 1}, the intermediate

principal Ni sends the correct response message to S.

Hence, as principal Nj is not blacklisted, it satisfies the criteria given in eqn. 7.3. So,

the following is true.

ηj ≥ (1−Rth
drop)× ηj−1 (7.12)

Since reliable communication among principals is assumed and values forTack, Tvouch,

Tlerr are determined properly, we can apply lemma 7.4.1. Hence, as principal Nj−1 is

not compromised, the following is true.

xj−1 ≤ ηj−1 (7.13)

Multiplying both sides of eqn. 7.13 by (1−Rth
drop), we obtain the following.

(1−Rth
drop)× xj−1 ≤ (1−Rth

drop)× ηj−1 (7.14)

From eqn. 7.12 and eqn. 7.14, we obtain the following.

ηj ≥ (1−Rth
drop)× xj−1 (7.15)

Now, since principal Nj+1 is not colluding with principal Nj, it does not issue a higher

number of VOUCHER packets to principal Nj than the number of VDA data packets it

receives from Nj, i.e., ηj ≯ xj. This implies the following.

xj ≥ ηj (7.16)



Chapter 7 318

From eqn. 7.15 and eqn. 7.16, we obtain the following.

xj ≥ (1−Rth
drop)× xj−1

or,
xj−1 − xj

xj−1

≤ Rth
drop (7.17)

So, from eqn. 7.11 and eqn. 7.17, the following is obtained.

r
Nj

drop ≤ Rth
drop (7.18)

Hence, the theorem is proved.

It is to be noted here that, in addition to satisfying the assumptions mentioned in

the hypothesis of the theorem, it is also mandatory to determine the packet drop thresh-

old (Rth
drop) value appropriately for ensuring the completeness property of the intrusion

detection mechanism of the protocol.

Soundness of the EVAACK Protocol

The following theorem proves the soundness of the intruder detection mechanism of the

EVAACK protocol.

Theorem 7.4.3. Suppose a source principal S initiates the intruder detection module at

time t on a data traffic route of length dhops. Let, for some j ∈ {1, .., dhops − 1}, rNj

drop be

the packet drop ratio of an intermediate principal Nj during the interval (0, t]. Besides,

assume that all of the following conditions are also satisfied.

1. There exists reliable communication among principals.

2. Timeout values for Tack, Tvouch and Tlerr are determined appropriately.

3. Private key of principal Nj is not compromised.
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Then, if principal Nj is not compromised, it is not blacklisted by the source principal S.

Proof. Assume that principal Nj is not compromised. Hence, it follows all the rules of

the protocol, and its packet drop ratio at time t is below the threshold packet drop ratio,

i.e.,

r
Nj

drop ≤ Rth
drop (7.19)

By definition 7.3.1, r
Nj

drop is defined as the following (see figure 7.9).

r
Nj

drop =
xj−1 − xj

xj−1

(7.20)

Now, in order to prove the above theorem by contradiction, let us assume that principal

Nj is blacklisted by the source S during the intrusion detection. Since the private key

of Nj is not compromised, the response message sent by Nj to the source principal S

during the route scanning phase of the intrusion detection is authentic. Moreover, since

principal Nj is not compromised, it sends the correct response message to S. Hence, the

only reason for Nj to be blacklisted by S is that, the condition given in eqn. 7.3 does

not hold true for principal Nj. Hence, the following is true.

ηj < (1−Rth
drop)× ηj−1 (7.21)

Since principal Nj is not compromised, we obtain the following by applying lemma 2.

xj ≤ ηj (7.22)

Since principal Nj is not compromised, it does not issue a higher number of VOUCHER

packets to principal Nj−1 than the number of VDA data packets it receives from Nj−1,

i.e., ηj−1 ≯ xj−1. This implies the following.

xj−1 ≥ ηj−1 (7.23)
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From eqn. 7.21 and eqn. 7.22, we obtain the following.

xj < (1−Rth
drop)× ηj−1 (7.24)

From eqn. 7.23 and eqn. 7.24, we obtain the following.

xj < (1−Rth
drop)× xj−1

or,
xj−1 − xj

xj−1

> Rth
drop (7.25)

So, from eqn. 7.20 and eqn. 7.25, the following is obtained.

r
Nj

drop > R
th
drop (7.26)

But, eqn. 7.26 contradicts eqn. 7.19. Hence, the theorem is proved.

Theorem 7.4.3 proves the soundness of the EVAACK protocol. It shows that, if an

intermediate principal in a data traffic route follows all the rules defined by the protocol,

then the principal would never be blacklisted by the source principal of the data session.

It can be noted here that, in the proof of theorem 7.4.3, we assume that the packet drop

ratio of an uncompromised principal never crosses the threshold packet drop ratio of the

protocol (eqn. 7.19). Hence, to ensure soundness, it is crucial to determine the packet

drop ratio threshold value Rth
drop properly.

Effect of Principal Collusions

In this subsection, we analyze the effectiveness of the EVAACK protocol in the presence

of colluding principals. A collusion in a data traffic route is a set of consecutive com-

promised intermediate principals in the route. Although non-consecutive principals in a
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route can be compromised by an adversary, it is very difficult for non-consecutive com-

promised principals to cooperate among themselves to collaboratively launch a routing

attack. Hence, in our analysis, we consider collusion among consecutive intermediate

principals only.

Definition 7.4.4 (c-Principal Collusion). In a data traffic route of length dhops, for

some i ∈ {1, .., (dhops − 2)} and (2 ≤ c ≤ (dhops − i)), a c-principal collusion is a set

of c consecutive compromised intermediate principals, {Ni, .., Ni+c−1}, in the route (Fig.

7.10).

Definition 7.4.5 (Forwarding Ratio of a Principal). The packet forwarding ratio of an

intermediate principal N , for a given duration of time in a data session, is measured as

the ratio of the total number of data packets forwarded, to the total number of data

packets received by the principal during the interval. We use the notation rNfrwd to refer

to the packet forwarding ratio of principal N .

Clearly, rNfrwd = (1 − rNdrop) if both rNfrwd and rNdrop are measured at the same instant

in time.

Definition 7.4.6 (Forwarding Ratio of a Collusion). The forwarding ratio of a c-

principal collusion {Ni, .., Ni+c−1} is denoted as r
{Ni,..,Ni+c−1}
frwd . r

{Ni,..,Ni+c−1}
frwd for a given

duration of time in a data session is measured as the ratio of the total number of data

packets forwarded by the last principal, Ni+c−1, of the collusion, to the total number of

data packets received by the first principal, Ni, of the collusion during the time interval.

Theorem 7.4.7. Suppose a source principal S initiates the intruder detection module

at time t on a data traffic route of length dhops. Let, for some i ∈ {1, .., dhops − 2}, and
(2 ≤ c ≤ (dhops− i)), r

{Ni,..,Ni+c−1}
frwd be the packet forwarding ratio of the c-principal collu-

sion {Ni, .., Ni+c−1} during the interval (0, t]. Besides, assume that all of the following

conditions are also satisfied.

1. There exists reliable communication among principals.
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2. Timeout values for Tack, Tvouch and Tlerr are determined appropriately.

3. Private keys of principals in the route are not compromised.

4. No intermediate principal, other than the members of the collusion, is compromised.

Then, if r
{Ni,..,Ni+c−1}
frwd < (1 − Rth

drop)
c, at least one of the principals in the collusion

{Ni, .., Ni+c−1} is blacklisted.

Proof. In order to prove the above theorem by contraposition, it is sufficient to prove

that, if none of the principalsNi, .., Ni+c−1 is blacklisted, then r
{Ni,..,Ni+c−1}
frwd ≥ (1−Rth

drop)
c.

Let us assume that none of the principals Ni, .., Ni+c−1 is blacklisted by source prin-

cipal S during the intrusion detection.

By definition 7.4.6, we obtain the following (see Fig. 7.10).

r
{Ni,..,Ni+c−1}
frwd =

xi+c−1

xi−1

(7.27)

As explained in the proof of Thm. 7.4.2, the response messages sent to the source principal

S by all the intermediate principals during the intrusion detection are authentic and

correct. Since principal Ni−1 is not compromised, using lemma 7.4.1, we obtain the

following.

xi−1 ≤ ηi−1 (7.28)

Since the principals Ni, .., Ni+c−1 are not blacklisted by the source principal S, according

to the criteria specified in eqn. 7.3, the following is true.

ηi+k ≥ (1−Rth
drop)× ηi+k−1; ∀k ∈ {0, .., (c− 1)} (7.29)

Now, since principal Ni+c is not colluding with principal Ni+c−1, it does not issue a

higher number of VOUCHER packets to Ni+c−1 than the number of VDA data packets
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it receives from Ni+c−1, i.e., ηi+c−1 ≯ xi+c−1. This implies the following.

xi+c−1 ≥ ηi+c−1 (7.30)

By applying eqn. 7.29 iteratively, we obtain the following.

ηi+c−1 ≥ (1−Rth
drop)× ηi+c−2

≥ (1−Rth
drop)

2 × ηi+c−3

≥ (1−Rth
drop)

3 × ηi+c−4

...

≥ (1−Rth
drop)

c × ηi+c−c+1

= (1−Rth
drop)

c × ηi−1

Hence,

ηi+c−1 ≥ (1−Rth
drop)

c × ηi−1 (7.31)

From eqn. 7.30 and eqn. 7.31, we obtain the following.

xi+c−1 ≥ (1−Rth
drop)

c × ηi−1 (7.32)

From eqn. 7.28 and eqn. 7.32, we obtain the following.

xi+c−1 ≥ (1−Rth
drop)

c × xi−1

or,
xi+c−1

xi−1

≥ (1−Rth
drop)

c (7.33)

So, from eqn. 7.27 and eqn. 7.33, the following is obtained.

r
{Ni,..,Ni+c−1}
frwd ≥ (1−Rth

drop)
c (7.34)
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Hence, the theorem is proved.

Theorem 7.4.7 proves that, the EVAACK protocol can partially fight against principal

collusion. It shows that, as long as the forwarding ratio of a c-principal collusion is

greater than (1 − Rth
drop)

c, a principal in the collusion may not get blacklisted by the

source principal even when it drops data packets beyond the allowed threshold packet

drop ratio Rth
drop. But, if the forwarding ratio of the collusion drops below (1−Rth

drop)
c,

at least one of the principals in the collusion gets blacklisted by the source principal, and

hence, the collusion is broken. Hence, for a c-principal collusion, (1−Rth
drop)

c acts as the

threshold packet forwarding ratio of the collusion. It can be noted that, (1 −Rth
drop) is

essentially the threshold packet forwarding ratio for an individual principal.

Depending upon the above discussions, we can classify collusions into two categories,

viz., 1) harmful collusion and 2) harmless collusion. If the packet forwarding ratio of a c-

principal collusion never falls below the threshold forwarding ratio (1−Rth
drop)

c, then it is

a harmless collusion; otherwise, it is a harmful collusion. Now, let us consider a scenario,

where all the intermediate principals, N1, .., Ndhops−1, in a route, forms a c-principal

collusion, where c = dhops − 1. Now, by definition 7.3.2 and definition 7.4.6, at any

instant in time during the session, the forwarding ratio of the collusion {N1, .., Ndhops−1}
is equal to the end-to-end delivery ratio of the session (see figure 7.9), i.e.,

r
{N1,..,Ndhops−1}

frwd = rdelv (7.35)

The threshold forwarding ratio for the above collusion is (1 − Rth
drop)

dhops−1, which is

essentially the threshold delivery ratio, Rth
delv, of the route (see eqn. 7.2).

Now, if there is any harmful collusion in the route, the collusion {N1, .., Ndhops−1}
must also be a harmful collusion. In that case, the following is true.

r
{N1,..,Ndhops−1}

frwd < (1−Rth
drop)

dhops−1 (7.36)
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From eqn. 7.2, eqn. 7.35 and eqn. 7.36, we obtain the following.

rdelv < R
th
delv (7.37)

Again, from eqn. 7.1 and eqn. 7.37, the following is obtained.

rack < R
th
delv (7.38)

So, whenever there is a harmful collusion in the route, rack < R
th
delv. But, in the EVAACK

protocol, whenever rack < R
th
delv during the transmission in the VDACK mode, the source

principal invokes the intruder detection module. Again, according to theorem 7.4.7, the

intruder detection module ensures that at least one of the principals in a harmful collusion

is blacklisted by the source principal. Therefore, the collusion is broken.

To summarize, if there is no harmful collusion in a route, the end-to-end delivery ratio

of the session, rdelv, never falls below the threshold delivery ratio, Rth
delv, determined for

the route. If there is a harmful collusion in the route, the EVAACK protocol ensures

that, at least one of the principals in the collusion would be blacklisted by the source

principal and the collusion would be broken.

Regarding the Assumption of Reliable Communication

In the hypothesis of all of the above theorems, we assume that the communications

among the principals in the network are reliable. Although the assumption of reliable

communication is hard to ensure in many practical MANET environments, the com-

pleteness and soundness property in the EVAACK protocol can be ensured by satisfying

an weaker communication requirement also. According to this weaker requirement, high

level of reliability is to be ensured only for the communications that are crucial for the

proper functioning of the protocol, for instance, the communications of the LERR, ACK,
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ENQRY packets, communications of the response messages (RM) etc. For all other com-

munications among the principals in the network (e.g., data packets communications),

a comparatively lower level of reliability would be sufficient. For ensuring high level of

reliability for a communication, many of the existing techniques, such as routing retri-

als, routing with flooding or restricted flooding can be used. Even if a network cannot

ensure fully reliable communications, it is always advantageous to use in the network

an IDS protocol which is complete and sound with the support of fully reliable com-

munications than an IDS protocol which is not complete even with the support of fully

reliable communications. This is also confirmed by our simulation results, which show

that, in a simulated MANET environment, without fully reliable communications, the

‘packet delivery ratio’ is considerably higher and the ‘false misbehavior detection count’

is considerably lesser (although not optimized) in the EVAACK protocol as compared

to that in other existing protocols.

7.4.2 Qualitative Comparison

A qualitative comparison of the proposed EVAACK protocol with some of the other exist-

ing reputation based MANET IDS protocols is shown in table 7.2. Unlike the basic watch-

dog based approach in [61], which uses transmission overhearing, the TWOACK [143],

AACK [158], EAACK [189], A3ACK [196] and the proposed EVAACK protocol use

acknowledgements from the intermediate principals to detect data packet forwarding

anomalies in a route. For this reason, the TWOACK, AACK, EAACK, A3ACK and

EVAACK protocols do not suffer from the problems of transmission overhearing. Among

the acknowledgement based protocols, the AACK, EAACK, A3ACK and the EVAACK

protocols use the adaptive acknowledgement mechanism in which hop-by-hop acknowl-

edgements among the intermediate principals of a route is started only when the end-

to-end delivery ratio falls below a predetermined threshold level. By doing this, these
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Table 7.2: A Qualitative Comparison of the EVAACK Protocol with Some Other Exist-
ing Reputation based MANET IDS Protocols.
Protocol Name Basic

watchdog
Based Pro-
tocol [61]

TWOACK
Proto-
col [139]

AACK
Proto-
col [158]

EAACK
Proto-
col [189]

A3ACK
Proto-
col [196]

Proposed
EVAACK
Protocol

Packet Forward-
ing Anomaly
Detection Mech-
anism

Transmission
overhearing

Receiver
acknowl-
edge-
ments

Receiver
acknowl-
edge-
ments

Receiver
acknowl-
edgements

Receiver
acknowl-
edge-
ments

Receiver
acknowledge-
ments

Use of Adaptive
Acknowledge-
ment Mechanism

— NO YES YES YES YES

Type of Ac-
knowledgements
Among Interme-
diate Principals

— Ack.
sent to
two-hop
prede-
cessor
principal

Ack.
sent to
two-hop
prede-
cessor
principal

Ack. sent
to two-hop
prede-
cessor
principal

Ack.
sent to
three-hop
prede-
cessor
principal

Ack. sent to
one-hop pre-
decessor prin-
cipal

Acknowledgement
Packets Au-
thentication
Mechanism

— One-way
hash
chains

Not
men-
tioned

Digital sig-
nature

Not men-
tioned

Digital sig-
nature, and
one-way hash
chains

Completeness Not com-
plete

Complete
in the
absence
of prin-
cipal
collu-
sions

Complete
in the
absence
of prin-
cipal
collu-
sions

Complete
in the
absence of
principal
collusions

Complete
in the ab-
sence of
principal
collusions

Complete in
the absence
of principal
collusions

Soundness Not sound Not
sound

Not
sound

Not sound Not
sound

Sound

Effectiveness
Against Collud-
ing Principals

Cannot
fight

Cannot
fight

Cannot
fight

Cannot
fight

Cannot
fight
against
collusion
of more
than two
principals

Can partially
fight against
collusion of
any number
of principals
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protocols save a considerable amount of communication bandwidth than the acknowl-

edgement based TWOACK protocol. In the TWOACK, AACK, and EAACK protocols,

an intermediate principal sends acknowledgements to its two hop predecessor principal

in the route. In the A3ACK protocol, an intermediate principal sends acknowledgements

to its three hop predecessor principal. However, in the proposed EVAACK protocol, an

intermediate principal sends its acknowledgements to its one hop predecessor principal in

the route. This reduces, in the proposed EVAACK protocol, the routing overhead of the

intermediate principals in the reverse traffic direction. The TWOACK protocol uses one-

way hash chains, whereas the EAACK protocol uses digital signatures to authenticate

the hop-by-hop acknowledgement packets generated by the intermediate principals in a

route. Although symmetric cryptography based hash computation is cheap, symmetric

cryptography cannot ensure originator non-repudiation. For this reason, the soundness

of an IDS protocol cannot be ensured using only the symmetric cryptography. On the

other hand, generating and verifying digital signatures for each acknowledgement packets

is highly expensive for a resource constrained MANET. The proposed EVAACK protocol

ensures soundness without increasing much the computational load on the principals by

using a combination of digital signature and one-way hash chain. As discussed in sec-

tion 7.2, the watchdog based protocols are not complete due to the problems originated

from transmission overhearing. The TWOACK, AACK, EAACK and A3ACK protocols

are complete only in the absence of principal collusions. None among the TWOACK,

AACK and EAACK protocols can fight against colluding intermediate principals. The

A3ACK protocol can fight against two principal collusions; however, the protocol cannot

fight against a collusion of more than two consecutive compromised principals. None

of the TWOACK, AACK, EAACK and A3ACK protocols are provably sound. Under

reasonable assumptions, the proposed EVAACK protocol is complete in the absence

of principal collusions, sound, and can partially fight against collusion of principals as

proved in theorem 7.4.2, 7.4.3 and 7.4.7 respectively.
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Table 7.3: Simulation Configurations

Simulation Area 700m× 700m

Communication Range 250 m

Channel Bandwidth 6 mbps

Number of Principals 100

Mobility Model Random Way-point

Avg. Velocity (V) 5, 10, 20 m/s

Pause Time 10 s

Traffic Source CBR

MAC Protocol IEEE 802.11b

Simulation Duration 1000 s

7.5 Performance Evaluation

Using the QualNet simulator [204], we have evaluated the performance of the proposed

EVAACK protocol and compared its performance with that of the passive overhearing

based watchdog protocol [61], and the active acknowledgement based TWOACK [139],

AACK [158] and EAACK [189] protocol.

7.5.1 Simulation Methodology

In each simulation experiment, we randomly choose 10 principals in the network as the

source principals of data sessions. A source principal executes 4 constant bit rate (CBR)

sessions using UDP connections with four randomly chosen destination principals during

the simulation period. The length of each CBR session is 200 seconds, and the size of

each CBR data packet is 512 bytes. All of the IDS protocols have been implemented

on top of the standard DSR routing protocol [79]. The configurations used in all of the

simulation experiments are shown in table 7.3. The diameter of the network is 4 hops.

For the EVAACK protocol, we use a value of 170 ms for the parameter Tvouch, which

is larger than the single hop transmission delay of the network used in our simulations.
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Guided by eqn. 7.7 and eqn. 7.10, we have determined the timeout value for Tack and

Tlerr as 1.5 s. The observation period, Tobs, is set to 60s. The length of the hash chains

(l) used in the EVAACK protocol is set to a value of 1000. In the implementation of

AACK protocol, we use the same mechanisms as those used in the TWOACK protocol

for the authentication of acknowledgement packets.

We have modeled a compromised principal as a principal which can launch the fol-

lowing four types of attacks when it is present as an intermediate principal in a data

traffic route: 1) it may not forward a data packet it receives, 2) it may not issue the

acknowledgement packet as the receipt of a data packet it receives, 3) it can issue an ac-

knowledgement packet as the receipt of a data packet which it does not receive, 4) it can

send a false misbehavior report to a source principal. The type 3 attack, is launched by a

compromised principal only when it is in a collusion with other compromised principal(s)

in a route. The type 4 attack can be launched only for the the watchdog, TWOACK,

AACK and EAACK protocols. A compromised principal in a route performs a random

combination of the above defined attacks for each data packets it receives in a session.

It can be noted here that, apart from the intentional packet droppings done by a com-

promised principal, an uncompromised principal in the network may also drop a data

packet due to reasons such as buffer overflow etc. We assume that a compromised prin-

cipal cannot generate a forged data/acknowledgement packet, and it cannot modify a

data/acknowledgement packet.

We use the following performance metrics to evaluate and compare the IDS protocols.

• Packet Delivery Ratio (PDR): PDR for a protocol is the ratio of the total

number of data packets received by the destination principals, to the total number

of data packets sent by the source principals of all the data sessions.

• False Detection Count (FDC): FDC for a protocol is the count of the to-

tal number of principals incorrectly reported by the protocol as the compromised

principals and blacklisted by one or more source principals of the network.
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• End-to-End Delay (EED): EED is measured as the average of the end-to-end

delays for all the data packets successfully received at the destination principals

of the data sessions. The delay for a data packet is defined as the duration of

time from the instant when the packet is queued for transmission at the source

principal, to the instant when the packet is delivered to the application layer of

the destination principal.

• Routing Overhead (RO): RO of a protocol is measured as the ratio of the total

bytes of routing control packets (RREQ, RREP, LERR, ACK, VOUCHER, RCC,

ENQRY, RESPONSE) transmitted, to the total bytes of data packets transmitted

by all the principals in the network during the entire simulation period.

It can be noted that the PDR and the FDC values of an IDS protocol also reflect the

completeness and the soundness measures of the protocol respectively. For higher com-

pleteness of an intrusion detection mechanism, lesser number of compromised principals

in the network would remain undetected to do the intentional packet droppings, and

hence, the PDR value of the protocol would be higher. On the other hand, if a protocol

is more sound, it would definitely detect lesser number of uncompromised principals as

compromised, and hence, the FDC value for the protocol would be lesser. Although

the completeness and the soundness property of a protocol are subject to reliability of

communications, in a given network, with a specific reliability of communications, it is

expected that a protocol that shows a comparatively higher PDR value is definitely more

complete and a protocol that shows a lesser FDC value is more sound than the other

protocols. The the EED and the RO values of an IDS protocol are the measures of the

efficiency of the mechanisms used in the protocol. The objective of our simulations is

to evaluate the proposed EVAACK protocol in terms of its completeness, soundness and

efficiency, and to compare it with the other existing approaches.
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Figure 7.11: Packet Delivery Ratios of EVAACK protocol for different average velocities
(V). Percentage of compromised principals=40%.

7.5.2 Results Analysis

Effect of Threshold Packet Drop Ratio

In the first two sets of simulations, we investigate the effect of the value of threshold

packet drop ratio (Rth
drop) on the performance of the proposed EVAACK protocol. We

have measured the PDR and the FDC values for the EVAACK protocol by varying the

value of Rth
drop from 0 to 0.10. Figure 7.11 and 7.12 show the PDR and FDC values

respectively, for different average velocities (V ) of the principals in the network. The

values for the average velocity, V , we used in the simulations are 5 m/s, 10 m/s, and

20 m/s respectively. In all the above mentioned experiments, 40% of the principals in

the network are compromised. From figure 7.11 and 7.12, we can observe that for higher

velocity, the PDR value is smaller and the FDC value is larger. A higher velocity causes

frequent route breaks which in turn reduces the reliability of communications among the

principals in the network. Hence, the average number of unintentional packet drops done

by a principal in the network increases with the increase in the velocity of principals.

For this reason, the PDR is smaller for a higher average velocity. On the other hand, as
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Figure 7.12: False Detection Counts of EVAACK protocol for different average velocities
(V). Percentage of compromised principals=40%.

discussed in section 7.4.1, in the EVAACK protocol, the soundness of the detection of

misbehaving principals depends very much on the reliability of communications. More-

over, when unintentional packet drops of an uncompromised principal increases, for a

fixed value of Rth
drop, the probability of the principal being detected as compromised also

increases. For these reasons, the FDC value of the EVAACK protocol is larger for higher

velocity of principals.

Figure 7.11 and 7.12 also show that, when Rth
drop value increases, both PDR and FDC

values of the EVAACK protocol reduces. It is interesting to observe from the figures

that, for each value of average velocity (V ), there is a cutoff value for Rth
drop. For instance,

when V = 10m/s, the cutoff value of Rth
drop is 0.05. In figure 7.11, we can observe that

the PDR value is not appreciably affected by Rth
drop as long as its value is less than 0.05.

However, after this point, the PDR value falls rapidly with the increase in the value of

Rth
drop. In figure 7.12, we can observe that the FDC value remains almost the same when

the value of Rth
drop ranges between 0.05 and 0.10. However, when the value of Rth

drop is

reduced below 0.05, the FDC value increases drastically with the decrease in the value

of Rth
drop. The reason behind this is that, in the network with the specified configurations
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Figure 7.13: Comparison of Packet Delivery Ratios. Rth
drop = 0.05, V=10 m/s.

(Table 7.3) with V = 10m/s, under the given traffic load, the average packet drop ratio

of a principal in the network, due to unintentional packet drops, is approximately 0.05.

Hence, in the specified environment, this value is the most appropriate value to be used

as the threshold packet drop ratio Rth
drop for any IDS protocol. So, when we use a value

larger than 0.05 as the value of Rth
drop, compromised principals in the network get higher

opportunity to do intentional packet droppings, and as a result, the PDR value reduces

considerably. When the value of the packet drop threshold, Rth
drop, is reduced below

0.05, the probability that the packet drop ratio of an uncompromised principal, due to

its unintentional packet droppings, crosses the threshold limit becomes high, and as a

result, the FDC value increases rapidly.

The above results and discussions show that, before an IDS protocol is implemented

for an actual network, exhaustive simulation study is an efficient way to determine an

appropriate value for the packet drop threshold to be used in the protocol. In all of

the following simulations, where we compare the performance of the proposed EVAACK

protocol with the other existing IDS protocols, we use a value of 10 m/s as the value of

the average principal velocity V , and a value of 0.05 as the value of the threshold packet

drop ratio Rth
drop.
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Comparison of PDR and FDC

We have measured the PDR values for all of the IDS protocols by varying the percentage

of compromised principals in the network. Figure 7.13 shows the PDR values for all

the protocols. It can be observed that, all the acknowledgement based protocols per-

form better than the watchdog based protocol. This is because, unlike the watchdog

based protocol, the acknowledgement based protocols do not suffer from transmission

overhearing related problems. The PDR values for the AACK, TWOACK and EAACK

protocols are quite satisfactory till the percentage of compromised principals in the net-

work is low. However, when the percentage of compromised principals crosses 10%, the

PDR values for the above three protocols fall rapidly. This is because, when there are

more number compromised principals in the network, chances of the presence of con-

secutive compromised principals in a data traffic route is higher. When the consecutive

compromised principals form a collusion, none of the above IDS protocols except the

proposed EVAACK protocol can detect any of the compromised principals in the collu-

sion. As a result, except for the EVAACK protocol, the PDR values decrease for all the

other IDS protocols, since the undetected compromised principals in the other protocols

continue to drop data packets. However, from figure 7.13, we can see that the proposed

EVAACK protocol can maintain a PDR value of 0.80 even when the network contains

40% compromised principals.

The false detection counts (FDCs) for all the protocols for different percentages of

compromised principals are shown in figure 7.14. The watchdog, AACK and TWOACK

protocols suffer from the false misbehavior reporting problem. Moreover, the transmis-

sion overhearing based anomaly detection mechanism used in the watchdog protocol is

more error prone than the acknowledgement based anomaly detection mechanism used

in the other protocols. For this reason, the FDC value is the largest for the watchdog

protocol. Unlike the AACK and the TWOACK protocol, the EAACK protocol can

detect false misbehavior reports with the help of its misbehavior report authentication



Chapter 7 336

 0

 5

 10

 15

 20

 0  5  10  15  20  25  30  35  40

Fa
ls

e 
D

et
ec

tio
n 

C
ou

nt
 (F

D
C

)

Compromised Principals (%)

watchdog
AACK

TWOACK
EAACK

EVAACK

Figure 7.14: Comparison of False Detection Counts. Rth
drop = 0.05, V=10 m/s.

(MRA) module. In the EVAACK protocol, since a source principal does not depend

upon an intermediate principal to detect routing misbehavior of other intermediate prin-

cipals, there is no scope for a misbehavior reporting. For these reasons, the EAACK and

EVAACK protocols outperform the AACK and the TWOACK protocols in terms of the

FDC values. Moreover, unlike the EVAACK protocol, the EAACK protocol cannot fight

against the compromised intermediate principals which forward data packets but do not

send acknowledgements for the packets they receive. This causes a lower FDC value in

the EVAACK protocol as compared to that in the EAACK protocol.

Comparison of EED and RO

Figure 7.15 shows a comparison of the EED values of the protocols for different percent-

ages of compromised principals in the network. Since, unlike in the acknowledgement

based protocols, in the watchdog protocol, the intermediate principals in a route do

not require to do acknowledgement processing during the forwarding of data packets,

the EED value for the watchdog protocol is minimum among all the protocols and it

remains almost the same for any percentage of compromised principals in the network.
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Figure 7.15: Comparison of End-to-End Delays. Rth
drop = 0.05, V=10 m/s.

We can observe that for small percentages of compromised principals in the network, the

EED values for AACK, EAACK and EVAACK protocols are lesser than those for the

TWOACK protocol. This is the advantage of the adaptive acknowledgement mechanism

used in the AACK, EAACK and EVAACK protocols. The TWOACK protocol requires

the intermediate principals in a route to execute a lot of acknowledgement processing

irrespective of the end-to-end delivery ratio. From figure 7.15, we can observe that, when

the percentage of compromised principals reaches around 20%, the EED value for the

proposed EVAACK protocol becomes higher than those for the AACK and TWOACK

protocols. This is due to the fact that, when there are large number of compromised prin-

cipals in the network, the intruder detection module of the EVAACK protocol is invoked

frequently. The digital signature generations and verifications for the response messages

sent during the intrusion detection are time consuming, and data packets are queued at

a source principal until an intruder detection module finishes its work. However, com-

pared to the EAACK protocol, the EED value for the EVAACK protocol is considerably

lesser even for larger percentages of compromised principals in the network. This is the

advantage of one-way hash chains used in the EVAACK protocol over the computa-

tionally expensive digital signatures used in the EAACK protocol for authenticating the
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Figure 7.16: Comparison of Routing Overheads. Rth
drop = 0.05, V=10 m/s.

acknowledgement packets generated by the intermediate principals. Moreover, the MRA

module in the EAACK protocol also delays data packets at the source principals.

Figure 7.16 compares the RO values for all the protocols. RO values for each pro-

tocol have been measured for different percentages of compromised principals. We can

observe that the watchdog based protocol has the lowest RO value as compared to the

other acknowledgement based IDS protocols. This is obvious because, unlike the ac-

knowledgement based protocols, the watchdog protocol does not make use of any kind

of acknowledgement packets from the intermediate principals in a route to detect packet

forwarding anomalies. The figure also shows that the AACK and the EVAACK protocol

has lower RO values as compared to the TWOACK protocol. This is the advantage of

the adaptive acknowledgement mechanism used in the AACK and EVAACK protocols.

Although, the EAACK protocol also uses the adaptive acknowledgement mechanism, the

RO value for the EAACK protocol is maximum among all the protocols. This is because,

the EAACK protocol uses digital signature to authenticate each of the acknowledgement

packets, whereas in the AACK and EVAACK protocols only a hash computation is

required to verify an acknowledgement packet. Moreover, for a large percentage of com-

promised principals in the network, the MRA module of the EAACK protocol creates
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extra message overhead for verifying the false misbehavior reports generated by the com-

promised principals. Figure 7.16 shows that the RO value for the proposed EVAACK

protocol is lowest among all the acknowledgement based protocols. There are two main

reasons behind this. First, the size of a VOUCHER packet used in the EVAACK proto-

col is much smaller than the size of a TWOACK packet used in the TWOACK, AACK

and EAACK protocols. Second, unlike a TWOACK packet which is transmitted over

two hops, a VOUCHER packet is transmitted only over one hop in the reverse traffic

direction.

The simulation results show that the proposed EVAACK protocol provides the most

complete and sound intrusion detection mechanism as compared to the other existing

approaches. The routing overhead of the protocol is also minimum among all the ac-

knowledgement based protocols. Although, compared to the acknowledgement based

TWOACK and AACK protocols, the end-to-end delay of the EVAACK protocol is

marginally higher for large percentages of compromised principals in the network, this

additional cost is affordable to ensure the completeness and the soundness properties.

7.6 Chapter Summary

This chapter describes the EVAACK protocol - a novel reputation based packet drop-

ping misbehavior detection protocol for MANETs. Although the protocol is designed for

source routing protocols in MANETs, it can easily be extended for the table driven rout-

ing protocols. The adaptive acknowledgement mechanism used by the protocol ensures

lower routing overhead. We have used a combination of digital signatures and one-way

hash chains to authenticate the acknowledgement packets generated by the intermedi-

ate principals in a data traffic route. The authentication mechanism is secure and less

resource consuming. The voucher assisted acknowledgement mechanism along with the

intruder detection module of the protocol ensures protocol soundness. The protocol is

complete in the absence of principal collusion. However, unlike the existing schemes
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which cannot fight against principal collusions, the proposed protocol can partially fight

against principal collusions. Rigorous analytical proofs have been provided for the secu-

rity properties of the proposed protocol. The simulation results confirm the effectiveness

of the proposed scheme as compared to the other existing approaches.
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Conclusions and Future Directions

The thesis begins with highlighting the importance of key management and authentica-

tion protocols (KM-APs) and the network layer intrusion detection systems (IDSs) in

enhancing secure communications in MANETs. After a brief survey of the basic issues

in the design of security protocols in MANETs, we decided the objective of the thesis

which is to design efficient, scalable, and provably secure KM-AP and network layer

IDS protocols for different types of MANET scenarios. Basically, there are two types

of application scenarios in MANETs, viz., authoritarian MANETs and self-organized

MANETs. Since, in an authoritarian MANET, there exist one or more authorities who

can arbitrate trusts among members of the MANET, the arbitrated KM-AP protocols

are perfectly suitable in these scenarios. On the other hand, a self-organized KM-AP

protocol is most suitable in a self-organized MANET. Since principals in a MANET

are resource constrained, symmetric key management protocols are more efficient than

the public key management protocols, and thus are more preferable in an arbitrated

MANET. However, for self-organized MANETs, public key management protocols are

more suitable, since distribution of public keys does not require pre-established secure

channels. The network layer IDS protocols that try to mitigate packet dropping attack

in MANETs use either a reputation based approach or an incentive based approach.

341
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Since the reputation based approaches try to identify and isolate malicious principals

from a network, these approaches are more effective against malicious principals than

the incentive based approaches. We have conducted a detailed literature survey of both

the existing KM-AP protocols and the existing network layer IDS protocols in MANETs.

From this survey, we have identified the major limitations of the existing approaches.

This thesis proposes two models for analyzing the security and the applicability of KM-

AP protocols in MANETs, a novel symmetric key management protocol for authoritarian

MANETs, a novel public key management protocol for self-organized MANETs, and a

novel reputation based network layer IDS protocol for mitigating packet dropping attack

in MANETs. The proposed protocols try to overcome the limitations of the existing

protocols in their respective categories. The major contributions made in these works

are as given below.

We have proposed the extended strand space model which is a formal verification

model for analyzing the correctness of a security protocol. Although the strand space

model has quite a few advantages compared to the other symbolic model based formal

verification approaches, the original theory of strand space model is unable to analyze

all kinds of security protocols. The proposed extended strand space model overcomes

some of the limitations of the original strand space model. Unlike the original model,

the extended model differentiates between symmetric and asymmetric cryptography. We

have incorporated message authentication code (MAC) function as a symmetric cryp-

tography based primitive into the extended strand space model. In order to incorporate

the above changes, the term algebra of the original model has been redefined and the

theorems and lemmas in the original model has been refined. Also, some new theorems

have been established which are useful in analyzing the correctness of security protocols

that use MAC function as a cryptographic primitive to achieve authentication.

We have proposed the membership model which is a model for the study of member-

ship of principals in MANETs for understanding the applicability of KM-AP protocols in

different types of MANETs. We have pointed out that all KM-AP protocols in MANETs
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intrinsically assume the existence of a membership granting server (MGS) inside the net-

work. We have also shown that the membership granting server need not be necessarily

an authentication server which are used in some KM-AP protocols. We have explored the

possibilities of various types of MGS along with the various possible types of membership

set pattern (MSP) for a MANET. Using the proposed model, we have analyzed a set

of six representative KM-AP protocols in MANETs to figure out their applicability on

different membership models. In addition to analyzing the applicability of KM-AP pro-

tocols, the concept of membership model can also be used as a tool to specify the design

requirements for a KM-AP protocol in MANETs by the designers of new protocols.

In order to overcome the limitations of the existing arbitrated symmetric key man-

agement protocols, identified from the literature survey, we have proposed a novel server

co-ordination based symmetric key management protocol, named SEAP protocol, for au-

thoritarian MANETs. The SEAP protocol uses an external MGS which is kept outside

the network in a physically secure place. The protocol supports dynamic MSP; however,

it does not require online connectivity of the external MGS to the network members.

Rather, the connectivity of the external MGS to the network is semi-online. The pro-

tocol uses multiple authentication servers (ASs) inside the network in order to provide

robustness against authentication server compromise. Storage scalability at the server

principals is achieved with the use of a pseudo random function. We have proved the

security of the protocol using the strand space verification model, and analyzed the appli-

cability of the protocol using the proposed membership model. Simulation and testbed

experimentation results confirmed the effectiveness and efficiency of the proposed SEAP

protocol.

In order to overcome the limitations of the existing self-organized public key man-

agement protocols in MANETs, we have proposed the CLPKM protocol. The CLPKM

protocol is a flat architecture based on-demand protocol, which does not combine the

authentication layer with the underlying routing layer. The main contribution of the

CLPKM protocol is that it replaces the use of digital certificates with the use of message
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authentication code (MAC) digests. By doing this, the protocol is able to save consider-

able amount of computing power and communication bandwidth in resource constrained

MANETs. Besides, we have shown that there is no significant compromise in security

for doing the above replacement. The CLPKM protocol evaluates the strength of a trust

chain between a verifier-prover pair using an end-to-end trust metric. The criteria for

the selection of strongest verification route used by the protocol are much more realistic

than those used in the existing approaches. The security of the CLPKM protocol has

been proven to be correct using the proposed extended strand space model, and the

applicability has been analyzed using the proposed membership model. The protocol

has been shown to be efficient using both simulation and experimentation study.

Although the proposed KM-AP protocols are useful in preventing the external at-

tackers in MANETs, an IDS protocol is essential in identifying and excluding the internal

attackers from a network. We have proposed the EVAACK protocol which is a reputa-

tion based network layer IDS protocol for mitigating packet dropping attack in MANETs.

The EVAACK protocol is an active acknowledgement based protocol that tries to solve

the problems associated with the other existing acknowledgement based IDS protocols

in MANETs. The protocol incorporates a novel voucher acknowledgement mechanism

which is accompanied with an intruder detection module. In order to reduce control

message overhead, the EVAACK protocol uses adaptive acknowledgement mechanism

where hop-by-hop acknowledgements are initiated only in an adversarial environment.

The protocol uses a combination of digital signature and one-way hash chains to au-

thenticate the acknowledgement packets. The authentication mechanism is secure and

less resource consuming. We have analytically proved that, the EVAACK protocol is

complete in the absence of principal collusions, and most importantly the protocol is

sound under a reasonable set of assumptions. The protocol can partially fight against

a collusion of any number of principals in a route. The effectiveness and efficiency of

the proposed EVAACK protocol is compared with those of the other reputation based

approaches using simulation studies.
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Although the proposed SEAP and the CLPKM protocol can overcome some of the

limitations of the existing arbitrated and self-organized KM-AP protocols in MANETs

respectively, the proposed protocols are applicable in specific membership models of

MANETs. More research effort is required to analyze the scope of designing new KM-

AP protocols that are applicable in other membership models of MANETs, and that

can overcome the limitations of the existing approaches, identified in this thesis. The

proposed EVAACK protocol is designed to work on the top of source routing protocols

in MANETs, and is based upon the assumption that a public key management protocol

is running in the network. With minor modifications to the EVAACK protocol, an IDS

protocol can also be designed that can work with the table driven routing protocols in

MANETs. Besides, a solution can be worked out to provide an intrusion detection mecha-

nism for MANETs, that can work with the support of only a symmetric key management

protocol, and that is complete and sound under a reasonable set of assumptions.

The Almighty

<soumya@csa.iisc.ernet.in>
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[135] C. Satizábal, J. Hernańdez-Serrano, J. Forne, J. Pegueroles, “Building a virtual

hierarchy to simplify certification path discovery in mobile ad-hoc networks,” In

Computer Communications, vol. 30, issue 7, pp. 1498-1512, 2007.

[136] H. Mohri, I. Yasuda, Y. Takata, H. Seki, “Certificate Chain Discovery in Web of

Trust for Ad Hoc Networks,” In proceedings of the 21st International Conference

on Advanced Information Networking and Applications Workshops (AINAW), pp.

479-485, 2007.

[137] E. Gerhards-Padilla, N. Aschenbruck, P. Martini, M. Jahnke, and J. Tolle, “Detect-

ing black hole attacks in tactical MANETs using topology graphs”, In proceedings of

the 32nd IEEE Conference on Local Computer Networks (LCN’07), pp. 1043-1052,

2007.

[138] N. Nasser, and Y. Chen, “Enhanced intrusion detection system for discovering ma-

licious nodes in mobile ad hoc networks”, In proceedings of the IEEE International

Conference on Communications (ICC’07), pp. 1154-1159, 2007.

[139] K. Liu, J. Deng, P. K. Varshney, and K. Balakrishnan, “An acknowledgment-

based approach for the detection of routing misbehavior in MANETs,” In IEEE

Transactions on Mobile Computing, vol. 6(5), pp. 536-550, 2007.



REFERENCES 363

[140] B. Sun, K. Wu, Y. Xiao and R. Wang, “Integration of Mobility and Intrusion De-

tection Wireless Ad Hoc Networks”, In Journal of Communication Systems, Wiley

International, vol. 20, no. 6, pp. 695-721, 2007.

[141] N. Komninos, D. Vergados and C. Douligeris, “Detecting Unauthorized and Com-

promised Nodes in Mobile Ad Hoc Networks’, In Ad Hoc Networks, vol. 5, no. 3,

pp. 289-298, 2007.

[142] N. Stakhanova, S. Basu, W. Zhang, X. Wang, and J. Wong, “Specification Syn-

thesis for Monitoring and Analysis of MANET Protocols”, In proceedings of the

International Conference on Advanced Information Networking and Applications

Workshops, IEEE, vol. 1, pp. 183-187, 2007.

[143] T. Anantvalee, and J. Wu, “A survey on intrusion detection in mobile ad hoc

networks” In Wireless Network Security, Book Part -II, pp. 159-180, 2007.

[144] M. Ngadi, R. H. Khokhar, and S. Mandala, “A review current routing attacks in

mobile ad-hoc networks”, In International Journal of Computer Science and Secu-

rity, vol. 2, no. 3, pp. 18-29, 2008.

[145] Z. Yu and Y. Guan, “A key management scheme using deployment knowledge for

wireless sensor networks,” In IEEE Transactions on Parallel Distributed Systems,

vol. 19, no. 10, pp. 1411-1425, 2008.

[146] S. Choi, D. Y. Kim, D. H. Lee, and J. I. Jung, “WAP: Wormhole attack prevention

algorithm in mobile ad hoc networks”, In proceedings of the IEEE International Con-

ference on Sensor Networks, Ubiquitous and Trustworthy Computing (SUTC’08),

pp. 343-348, 2008.

[147] P. Agrawal, R. K. Ghosh, and S. K. Das, “Cooperative black and gray hole attacks

in mobile ad hoc networks”, In proceedings of the 2nd International Conference



REFERENCES 364

on Ubiquitous Information Management and Communication, ACM, pp. 310-314,

2008.

[148] J. Joseph, A. Das, B. Seet and B. Lee, “CRADS: Integerated Cross Layer ap-

proach for Detecting Routing Attacks in MANETs”, In proceedings IEEE Wireless

Communication and Networking Conference (WCNC), pp. 1525-1530, 2008.

[149] K. Bhargavan, C. Fournet, A. D. Gordon, and S. Tse, “Verified interoperable imple-

mentations of security protocols”, In ACM Transactions on Programming Languages

and Systems, vol. 31(1), pp.1-61, 2008.

[150] K. Bhargavan, C. Fournet, A. D. Gordon, and N. Swamy, “Verified implemen-

tations of the information card federated identity-management protocol”, In pro-

ceedings of the ACM Symposium on Information, Computer and Communications

Security (ASIA CCS), pp. 123-135, 2008.

[151] Z. Huawei, and Z. Wenyu, “Definitions and Analysis of Integrity in Strand Spaces

Model”, In proceedings of the IEEE International Symposium on Electronic Com-

merce and Security, pp. 153-158, 2008.

[152] A. I. Sheikh, W. Noshairwan, M. Rashid, S. M. Gilani, E. Irshad, and M. Usman,

“Authentication of Nodes among Different Symmetric Key Groups in MANETs

using 4G Technologies”, In proceedings of the IEEE International Conference on

Computer Engineering and Technology (ICCET’09), pp. 261-265, 2009.

[153] C. Tumrongwittayapak, and R. Varakulsiripunth, “Detecting Sinkhole attacks in

wireless sensor networks”, In proceedings of the IEEE ICCAS-SICE, pp. 1966-1971,

Aug. 2009.

[154] H. Dahshan, J. Irvinem, “On Demand Self-Organized Public Key Management for

Mobile Ad Hoc Networks,” In proceedings of the IEEE 69th Vehicular Technology

Conference, (VTC Spring), pp. 1-5, 2009.



REFERENCES 365

[155] V. R. Ghorpade, Y. V. Joshi, and R. R. Manthalkar, “Efficient public key authen-

tication in MANET”, In proceedings of the International Conference on Advances

in Computing, Communication and Control, ACM, pp. 106-112, 2009.

[156] M. Yu, M. Zhou, and W. Su, “A secure routing protocol against byzantine attacks

for MANETs in adversarial environments”, In IEEE Transactions on Vehicular Tech-

nology, vol. 58, no. 1, pp. 449-460, 2009.

[157] H. Janzadeh, K. Fayazbakhsh, M. Dehghan, and M. S. Fallah, “A secure credit-

based cooperation stimulating mechanism for MANETs using hash chains”, In Fu-

ture Generation Computer Systems, vol. 25, no. 8, pp. 926-934, 2009.

[158] T. Sheltami, A. Al-Roubaiey, E. Shakshuki, and A. Mahmoud, “Video transmis-

sion enhancement in presence of misbehaving nodes in MANETs,” In Multimedia

systems, vol. 15(5), pp. 273-282, 2009.

[159] A. Nadeem and M. Howarth, “A Generalized Intrusion Detection and Prevention

Mechanism for Securing MANETs”, In proceedings of the IEEE International Con-

ference on Ultra Modern Telecommunications and Workshops (ICUMT’09), pp. 1-6,

2009.

[160] J. Goubault-Larrecq and F. Parrennes, “Cryptographic protocol analysis on real

C code”, Technical report, Laboratoire Spécification et Vérification, Report LSV-

09-18, 2009.

[161] S. Chaki and A. Datta, “ASPIER: An automated framework for verifying secu-

rity protocol implementations”, In proceedings of the 22nd IEEE Symposium on

Computer Security Foundations (CSF), pp. 172-185, 2009.

[162] K. Bhargavan, R. Corin, P. M. Deniélou, C. Fournet, and J. J. Leifer, “Crypto-

graphic protocol synthesis and verification for multiparty sessions”, In proceedings



REFERENCES 366

of the 22nd IEEE Symposium on Computer Security Foundations (CSF), pp. 124-

140, 2009.

[163] Z. Huawei, and L. Lizheng, “‘Self-Honesty’in Strand Spaces Model”, In proceedings

of the International Conference on Networks Security, Wireless Communications and

Trusted Computing, Vol. 2, pp. 406-410, 2009.

[164] H. Dahshan, J. Irvinem, “On Demand Self-Organized Public Key Management for

Mobile Ad Hoc Networks”, In proceedings of the IEEE 69th Vehicular Technology

Conference (VTC Spring), pp. 1-5, 2009.

[165] A. Shrestha, and F. Tekiner, “On MANET routing protocols for mobility and scal-

ability”, In proceedings of the International Conference on Parallel and Distributed

Computing, Applications and Technologies, IEEE, pp. 451-456, 2009.

[166] G. Kambourakis, E. Konstantinou, A. Douma, M. Anagnostopoulos, G. Fotiadis,

“Efficient Certification Path Discovery for MANET,” In EURASIP Journal on Wire-

less Communications and Networking, vol. 2010, no. 20, 2010.

[167] F. R. Yu, and H. Tang, “Distributed node selection for threshold key management

with intrusion detection in mobile ad hoc networks”, In Wireless Networks, vol. 16,

no. 8, pp. 2169-2178, 2010.

[168] L. C. Li, and R. S. Liu, “Securing cluster-based ad hoc networks with distributed

authorities”, In IEEE Transactions on Wireless Communications, vol. 9, no. 10, pp.

3072-3081, 2010.

[169] M. Backes, M. Maffei, and D. Unruh, “Computationally sound verification of source

code”, In proceedings of the 17th ACM Conference on Computer and Communica-

tions Security (CCS), pp. 387-398, 2010.

[170] Y. Lili, P. Daiyuan, and G. Yuexiang, “The Study of Mutual Authentication and

Key Exchange Protocols for Low Power Wireless Communications”, In proceedings



REFERENCES 367

of the 6th IEEE International Conference on Wireless Communications Networking

and Mobile Computing (WiCOM), pp. 1-4, 2010.

[171] N. O’Shea, “Verification and Validation of Security Protocol Implementations”,

PhD thesis, School of Informatics, University of Edinburgh (UK), Available at

“http://hdl.handle.net/1842/4753”, 2010.
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